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|. OBIIME ITOJIOXKEHUSA

1.1. Hactosaumii  meroguueckuii  JokyMeHT «CoctaB M coJepaHHUe
MEpPOIPHUATHIA U MEP MO 3aIuTe HHPOPMAIUH, COAepIKAIIEHCs B HHPOPMAITMOHHBIX
cucrteMax» (majsee — METOOUYECKHN JOKYMEHT) pa3paboTaH B COOTBETCTBUU
c noamyHkToM 4 myHkTa 8 Ilomoxkenust o denepaibHOI Ciiy)k0€ MO TEXHUYECKOMY
U DKCIOPTHOMY KOHTPOJIKO, YTBEpXKIACHHOro Yka3zoM Ilpesunmenra Poccuiickon
®enepanuu ot 16 aBrycrta 2004 r. Ne 1085.

1.2. Metoguueckuii  JOKYMEHT OIpelneisieT oOlue MOAXOMAbl, COCTaB
U CoJep)KaHuE MepoNnpusaTUd (MpoleccoB) M Mep MO 3alluTe HHpOopManu,
COAEpKAIIECHCS B:

MH()OPMAIIMOHHBIX CHUCTEMax, aBTOMAaTU3UPOBAHHBIX CHCTEMax YIpaBJeHUS,
MH()OPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIX CeTAX (anee — WH(POpMaUOHHBIC
CUCTEMBbI) T'OCYJApPCTBEHHBIX OPraHOB, FOCY/IAPCTBEHHBIX YHUTAPHBIX MPENNPUITHIH,
rOCy/IapCTBEHHBIX YUPEKACHUN, OpraHU3alliiil, B TOM YHCIIe CyObEKTOB KPUTUUECKON
nH(}OpMaAIMOHHON HHDPACTPYKTYPHI ([1ajee — opraHbl (OpraHu3alim));

UCIIOJIB3YEMBIX  JUIL  CO3JaHMs W DKCIUIyaTallMd  T'OCYAAapCTBEHHBIX
MH()OPMAIIMOHHBIX CHUCTEM, HHBIX HH(OPMAIMOHHBIX CHCTEM TOCYJIapCTBEHHBIX
OpraHOB TEXHUYECKUX CPEICTBAX, MPOrpaMMax MJisl AJIEKTPOHHBIX BBIYMCIUTEIbHBIX
MaluH ¥ 0a3ax JaHHBIX, JOCTYI K KOTOPBIM MPEIOCTABISIETCS C MCIOIb30BaHUEM
MH()OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETe, B TMOPSAIKE, YCTAHOBJICHHOM
[IpaBuTtenbcTBOM Poccuiickon denepannu;

UH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX HHPPACTPYKTYPAX, BHITOTHSIOIIUX
o01ue TeXHOJOTHYECKUEe (PYHKITUU M 00ECIIeYMBAIOIINX OCHOBY (DYHKIIMOHUPOBAHUS
YKa3aHHBIX HMH()OPMALMOHHBIX CHUCTEM, a TaKXe MO O0ECHeHYEeHHIO0 0e30MaCHOCTH
NpUHAAJICKANIMX OpraHaM (OpraHu3alMsIM) 3HAYUMBIX OOBEKTOB KPHUTHYECKOU
MH(})OpMaIMOHHONW HH(PPACTPYKTYPHI.

1.3. Meroanueckuii JTOKYMEHT JETaJu3upyeT Meponpustus (IpoLecchl),
KOTOpbIE TMOJIEKAT peain3alid B OpraHe (OpraHu3alvu) s JOCTHXKEHHS LeJen
3amuThl uHMopMaIu U (Wiau) oOecrieyeHus: 0e30MaCHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKON HHPOPMAIIMOHHON HHMPACTPYKTYPHI, @ TAK)KE ONpeeseT CoAepKaHue
Mep 1o 3amurte uHbopMmanuu (oOecredeHHt0 O0e30MacHOCTH), NMPUHUMAEMBIX B
MHOOPMAIIMOHHBIX  CHUCTEMax M Ha 3HAYUMBIX OOBEKTaX  KPUTHUYECKOU
nH(OpMaMOHHOW MH(PACTPYKTYphl (anee — Mephbl MO 3amuTe uHdOpMaluu) B
COOTBETCTBUM C TpeOOBaHUSMHU 1O 3amuTe uHopmanuu (oOecreyeHutro
6e3omacnoctu)’.

!TpeboBanust ©0  3amuTe HUHPOPMALUHU, COAEpXKalIeWcs B  TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMaX, MHBIX HH(QOPMALMOHHBIX CHCTEMax TOCYIapCTBEHHBIX OpPraHOB,
rOCYJapCTBEHHBIX YHHUTAPHBIX HPEANPHUATHH, TOCYJapCTBEHHBIX YUPEXKIEHUH, YTBEpXkIACHHBIE
npukazoM ®CTIOK Poccun ot 11 anpens 2025 r. Ne 117.



B MeromuyeckoM JOKYMEHTE HE paccMaTpHUBAIOTCS COJEp)KaHue, IMpaBuia
BbIOOpa M peau3alii Mep MO0 3alluTe MH(OpMaIUU, CBA3aHHBIX C MPUMEHEHUEM
Kpunrorpadguyeckux METOJOB  3alluThl  WHoOpManmuu U MmHU(POBATBHBIX
(xpunrorpadudecKnx) CpeaCcTB 3auThl nHPopMarmu. [IpuHsITHE TaKUX MEp 3alTUThI
uH(pOopMalu 00EeCIIeYuBaACTCSI B COOTBETCTBUU C TPEOOBAHUAMHU, YCTAHOBICHHBIMU
®CBb Poccun.

1.4. Meroanueckuii TOKyMEHT TMpeAHa3HayeH i o0yagaTenel nHpopMalnu,
3aKa3UMKOB,  3aKIIOUMBIIMX  TOCYJAPCTBEHHBIM  KOHTPAaKT Ha  CO3JaHHE
MH(OPMAIIMOHHBIX CHUCTEM (Jajiee — 3aKa3yuKH), OINepaTopoB HHGOPMAIMOHHBIX
CUCTEM (Jajiee — OIepaTopbl), a TaKXKe OpraHu3aluid, KOTOpPbIM Ha OCHOBAaHHUHU
JIOTOBOpA HJIM UHOTO IOKYMEHTa TepenaeTcss nHbopMaIus, MpeIoCTaBIsIeTCs JOCTY
K WH(OpPMALIMOHHBIM CHCTEMaM ormeparopa (obOnanarens uHdbopMmanuu) U (HIH)
cofiepkamieiicss B HUX HHpOpMaIMM Ui OKa3aHWsS YCIyr, TPOBEACHHS padoT
no o0paboTke, XpaHEHHIO HHQOpMAIMM, CO3AAHHUIO (Pa3BUTHUIO), OOECIIEUEHUIO
AKCIUTyaTallii UHPOPMAIMOHHBIX CUCTEM, a TAKXKE ISl BBITOJIHEHHS pa0b0T, OKa3aHUsI
yCIIyT 1O 3alliuTe HHPOpMAIUH (Janee — MOoAPsIHbIE OpraHU3aIIH).

1.5. HacTosumii Meroanueckuil JOKYMEHT PUMEHSETCS B XOJIE:

OpraHu3allMy B OpraHe (OpraHu3alum) ACSITEILHOCTH 0 3alluTe HH(pOopMaluH,
CO3JaHMsl CUCTEMBI 3aIUThl HH(OPMAIIMU OpraHa (OpraHu3alii) U yIpaBiIeHUs €lo;

co3/1aHusl HHPOPMAITMOHHBIX CHCTEM, SKCILTyaTalluy TaKMX MHPOPMAITMOHHBIX
CUCTEM U MOJIIEpKaHUS HEOOXOAMMOTO YPOBHS 3aIIHUIIEHHOCTH;

O1eHKH ((HEKTUBHOCTH ESITEIILHOCTH TI0 3aIIUTe HHPOPMAILIUU U YIIPABJICHUS
CUCTEMOM 3aIuThl HH(OpMAIUU opraHa (OpraHu3alim);

aTTecTallid HMH(QOPMAIMOHHBIX CHCTEM Ha COOTBETCTBUE TpeOOBaHUSAM
no 3amure uH@opmanuu (oOecrneueHruo 0e30MacHOCTH), MPOBEAEHUSI UHBIX (HOpM
OLICHKH COOTBETCTBUS HMH(POPMAIIMOHHBIX CHCTEM TpPEeOOBAHHSIM IO 3allUuTe
uHPOPMAIlMU W JIOCTATOYHOCTH MPHHUMAEMBIX Mep MO 3amuTe uHpopManuu
(oOecnieueHmI0 6E30MACHOCTH).

TpeboBanus K 0OecreYeHnIo 3aluThl HHPOPMALUHU, colepKaleiicss B HHHOpMAIIMOHHBIX
CUCTeMax  YIpaBJIEHHUS  IPOU3BOJACTBOM,  HCHOJB3YEMbBIX  MPEANPUATUAMU  OOOPOHHO-
MIPOMBIIIJICHHOTO KOMILIeKca, yrBepxkeHHble npukazom @CTOK Poccum ot 28 ¢espans 2017 r.
Ne 31.

TpeboBanust 1o obOecredyeHUuI0 Oe30MacHOCTH 3HAYUMBIX OOBEKTOB  KPUTHYECKOM
nHpopmanoHHOH uHGpacTpykTypsl Poccuiickoit ®enepanuu, YTBEPKIEHHBIE MPUKA30M
OCTIK Poccum ot 25 nexabpst 2017 1. Ne 239.

TpebGoBanusi k oOecreueHuIo0 3alUThl MHGOPMAIMU B aBTOMATHU3UPOBAHHBIX CHUCTEMAax
yIIpaBJIEHUs TPOU3BOACTBEHHBIMH MPOLECCAMU Ha KPUTUYECKH BAXXHBIX 00BEKTaX, NOTECHIIMAIBHO
OIacHBIX OOBEKTaX, a TaKXKe 00BEKTAX, NMPEJICTABIAIOLUINX MOBBIIICHHYIO ONACHOCTh Ul XKU3HU U
300pPOBBbSL  JIIOAEHM M UL OKPYJKAIOIIEW IPUPOJHOM Cpelbl, YTBEPXKACHHBIE IPUKA3OM
OCTOIK Poccun ot 14 mapta 2013 1. Ne 31.

CoctaB M coaep)kaHUE OPraHU3AIMOHHBIX M TEXHUYECKUX Mep M0 O00ECleYeHUIo
0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX TPH HX 00paboTKe B HMHQPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIX, yTBepKaAeHHbIE TprKkazoM OCTIK Poccun ot 18 despans 2013 1. Ne 21.
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1.6. lnsa nenell HACTOALIETO METOAMYECKOIO JOKYMEHTa MCIONb3YHOTCS
TEPMHHBI U ONPEEIICHUS, yCTAHOBJICHHbIE HALIMOHAIBHBIMU CTaHapTaMH B 00J1acTh
3aIUThl MHPOpMAUK U oOecreueHuss UHPOPMAIMOHHON O€30MacHOCTH, a TaKke
TEPMUHBI M OIpPEICICHUs, NPHUBEACHHbIE B NpWIOKEHMH Ne 1 K HacTosieMmy
METOANYECKOMY JOKYMEHTY.

1.7.B cBA3M C yTBEpPXKICHHEM HACTOSIIETO METOJUYECKOro JIOKYMEHTa
HE TPUMEHSIOTCA IMOJIOKEHHS METOJAMYECKOTO JOKyMeHTa «Mepbl 3aluThl
MHPOpPMAIMU B IOCYAAPCTBEHHBIX HMH(OPMALMOHHBIX CHUCTEMAaX», YTBEPKIAECHHOIO
OCTIK Poccum 11 depans 2014 r.

1. DAKTOPBI, BJUAIOIUE HA COCTOSHUE
3AIIUTHI UH®OPMAIIUU, COJAEPKAIIENCS
B UH®OPMAIIMOHHbBIX CUCTEMAX

2.1. IloBbimienue ypoBHS 1U(POBOM 3perocT OpraHoB (OpraHu3aluii),
yCHJIeHHas ITU(GPOBU3ALIUS POU3BOJICTBEHHBIX, IPOMBIIIJICHHBIX, OM3HEC-TIPOIIECCOB
npuBeja K KPUTUYECKOM 3aBUCUMOCTH pEaJU3yeMbIX MOJIHOMOYMM ((PyHKIMIN),
MIPOBOJIMMBIX PabOT (OKAa3bIBAEMBIX YCIYT) OT YCTOMYMBOCTH (DYHKIIMOHHPOBAHUS
MH()OPMAITMOHHBIX CUCTEM W 3AIUIIEHHOCTH COJEpIKaIleicss B HUX WHGOpPMAIIHH.
OnpeneneHue  HETaTUBHBIX  TOCIEACTBUM  (COOBITUH)  OT  HapylUEHUs
(GYyHKIMOHUPOBAHUS ~ WH(DOPMAIMOHHBIX ~ CHCTEM  BCICACTBHC  peaau3aluu
(BO3HMKHOBEHHS) yrpo3 0O€30MacHOCTH WHGOPMAIUA  SBISETCS HEOOXOIUMBIM
ycinoBueM 3(PGEKTUBHON NEATETbHOCTH MO 3alluTe UH(POpMAIUHU, COJep Kallencs
B MH(OpPMAIMOHHBIX CHUCTeMaX. TakuMm 00pa3oMm, OmpejaenseMble B COOTBETCTBHUU
c TpeboBaHMsIMU MO 3amuTe HHOpManuu (oOecredeHu0 OE€30MaCHOCTH) LU
3aMUTHl UHGOPMAIMH, COAEpKameics B WHGOPMAIMOHHBIX CHCTEMaX, JOJIKHBI
MpEeTyCMaTPUBATh UCKIIOUCHNE HACTYIUICHUS COOBITUH, MOBJIEKITNX BO3HUKHOBEHHE
HETaTUBHBIX MOCHeACTBUM (yiiepOa). s ompenesieHus HEIOMYCTUMBIX COOBITHI
WCIIOJIB3YIOTCSL WMCXOJHBIC JIaHHBIE, cojaepkammecss B OaHKE JaHHBIX YIpo3
oe3omacaoctr nHpopmaruu PCTIOK Poccun.

2.2. JIeATebHOCTh o 3aIUTe uHpopmaruu, coaepKaliecs
B MH(DOPMAIMOHHBIX CHUCTEMaX, JOJDKHA OCYIIECTBISATHCS HETPEPHIBHO HAPSITY
C OCHOBHBIMH BHUJAMH JICATCILHOCTH oOIllepaTopa, s OO0eCredeHUs KOTOPBIX
MIPUMEHSIOTCS WH()OPMAIMOHHBIC CHCTEMBl M COJIEp)KaIascs B HUX HH(POpPMAIIHS.
D¢ heKTUBHOCTh 3alIUThl HUH(POPMAIIMK 3aBUCUT OT peaju3ali OIepaTopoM
MEpONPUATHIA (ITPOIIECCOB) IO 3aIUTEe HHPOPMAIIHH.

2.3. YpoBeHb peasin3aIiuu MEpONPHUATHH (IPOIIECCOB) IO 3aIuTe HH(pOpMAaIuy,
cozepkanieics: B ”HOOPMAITMOHHBIX CHUCTEMAaX, OMPEACIIACTCS CTENEHBIO BHEIPEHUS
KOKIOTO MepomnpusTust (mporecca), KOMIETCHIIMEH CIEeNUaluCTOB TI0 3allluTe
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uHpopMaiuu, 3Q(PEeKTUBHOCTHIO U KAUECTBOM IPUMEHSEMbIX UMHU CPEJACTB, a TAKXKE
IIOJTHOTOM TOKyMEHTHPOBAHUS MEPOIIPUATHH (ITPOLIECCOB) MO 3aIUTE UHPOPMALUH.

Haznayaemble Ha JOJKHOCTH OTBETCTBEHHBIX 3a 3alUTy MH(GOpPMaLUU JIMLA
JOJDKHBI 00J1aZlaTh COOTBETCTBYIOIIMMHU KommeTeHiusiMu. Kpome Toro, Tpebyercs
OCYIIECTBIISITh TEPUOAMYECKOE TOBBIIIEHHE UX KBATM(PHUKAUU 1O pPa3HbIM
HAIPABIICHUSM 3aIIUTHl WH(GOPMALMKM U HEMpepbhIBHOE MHPOPMUPOBAHHWE O HOBBIX
crocobax peanusaluuu yrpo3 0e30macHOCTH MH(pOpMalKU, METOJaX MU CPEACTBAX
POTUBOJIECUCTBUS UM.

B cnywae oTcyrcTBUS Yy omepaTopa COOCTBEHHBIX KBaJIM(PHUIMPOBAHHBIX
CHELMAIMCTOB 11€JIeCO00Pa3HO MPUBJIEKATh K IPOBEACHUIO MEPOIPUATUH (IIPOLIECCOB)
no 3ammre WH(OpPMAalUW OpraHU3alMH, MMEIOIINEe HEOOXOIWMBbIC IHUIEH3UN Ha
NEATEIBHOCTD B o0nacTu 3AIINATHI uH(popmanuuy,
U KBUTH(UIIUPOBAHHBIX CHEIMATIMCTOB MO TPeOyeMbIM HANPaBICHUSAM JIEATEIbHOCTH.
[Ipu osToM TpeOyercs OAHO3HAYHOE 33J0KYMEHTUPOBAHHOE pa3rpaHUuYEHHE
NoJHOMOYMM ((YHKUMI) M OTBETCTBEHHOCTM MEXIy paOOTHHUKAMHU 3aKa3zuHuKa
U CIIELUAINCTaMU [TPUBJIEKAEMOM JJIs1 OKa3aHUs YCIyT MOAPSAHON OpraHU3alyu.

2.4. [IporpaMMHble, NPOTrpaMMHO-aNNapaTHble CpPEICTBA, IMPUMEHSIEMbIE
CHequaIicTaMu 10 3almTe HHPOPMALUH, AOHKHBI OOECIEUMBATH PEATU3ALUI0
MEepONpUATHIA (IPOLECCOB) MO 3aIUTE HHPOPMALIMU U COOTBETCTBOBATH TPEOOBAHUAM
no 3amure uHPopMauuu (obecneyeHuto Oe3omacHocTv). K Takum cpencrtBam
OTHOCATCA B TOM YHCJIE CPEACTBA BBISBICHUS W aHalu3a Yrpo3 Oe30MacHOCTU
uH(popMalnu, OOHapYKEHUS U MPEIOTBPALLEHUS BTOP>KEHUHN, IPOBEACHUSI KOHTPOJIS
YPOBHS  3allMIIEHHOCTH  WMH(OpPMAlMHW,  MOHUTOPUHIa  HMH(POPMALMOHHOU
0e30macHOCTH MH(GOPMAIMOHHBIX CHCTEM, BBISBICHUS YA3BUMOCTEH, KOHTPOJIS
HACTPOEK M KOHPUTYpauii HHPOPMAIIMOHHBIX CUCTEM, CUCTEMBI, MTPEeTHAa3HAUYCHHBIC
JUI aBTOMATH3allMd W AHAIWTUYECKOW TOJICPKKH JEATEIbHOCTH IO 3alluTe
uHpopmanuu. [IpumenHsemMble crienuaIicTaMy 10 3aluTe HHPOPMAIMH CPEICTBA HE
JOJIKHBI CO3/1aBaTh YIpo3bl 0€30MaCHOCTH UH(OpPMALIUU.

B cnyuae orcyTcTBHS Y oniepaTopa cOOCTBEHHBIX MPOrPaMMHBIX, TPOrPaMMHO-
anmapaTHbIX CPEICTB WJIM  HEAOCTaTOYHOW  KBaJIM(PUKAIMK  CIIEHHAIUCTOB
K TPOBEJCHUIO MEPOINPHUATHI (MpOIeccoB) MO 3amuTe HHDOpPMALUU ClIETyeT
MPUBJICKATh OPTraHU3AIMHU, UMEIOIINE HEOOXOAMMBIE CPEICTBA 3AIUTH HH(POPMAIUH,
yrpaBieHus: U KoHTpous. [Ipu aTom Tpedyercs 0JlHO3HaYHOE 3aI0KYMEHTUPOBAHHOE
OTIpe/ICJICHHEe MEPONPUSITHI (TIPOLIECCOB) MO 3anuTe WHOOpPMAILMM, IJI1 KOTOPBIX
MPUMEHSFOTCSI CPEACTBA MOAPSATHON OpTraHU3alliU, W TOPSIKAa MX TOJIKIIOYEHHUS K
MH(GOPMALIMOHHBIM CUCTEMAaM OIepaTopa AJis OKa3aHUs yCIyT WIH UX PUMEHEHHUS.

2.5. PermaMeHThl, cTaHAapThl MO 3amuTe HHPOpPMAIUU, pa3padaThIBaeMbIC
OTepaToOpoOM, JOJIKHBI B COOTBETCTBHM C TPEOOBAHMSMHM IO 3amiuTe HWHGOpMaLUU
(obecrieueHuio 0€30MACHOCTH) OMpPENEATh MOPSAOK peanu3alli MepONpPUATUI
(mpo1ieccoB) M yCTaHABIMBATh MEPHI 110 3aLUTE HHPOPMALIK C YIETOM 0COOEHHOCTEN



NEeSTEeNBbHOCTH oOpraHa (OpraHu3anuu) M (QPYHKIMOHUPOBAHMS HH(POPMALMOHHBIX
cucteM. PernmameHThl, cTaHAapThl MO 3amUTe HWHPOPMALMKU JOJKHBI OBITH
HaIpaBJICHbI Ha HEJIOMYIICHHE BO3HUKHOBEHUS OpraHU3aIMOHHBIX
U apXUTEKTYPHBIX YSI3BUMOCTEH.

OKcIUTyaTalldOHHAsi ~ JOKyMEHTalus ~ pa3palaThiBaeTcs  Ha  KaXIyIO
WH(POPMALIMOHHYIO CHCTeMy U (WIHM) OTHAEJIbHBbIE MPOTPAMMHBIE, MPOTPAMMHO-
anmnapaTHble CpPe/ICTBA.

2.6. [Ipu opranuzaiuu AesITEIbHOCTU MO 3alIuTe UHPOPMALUU U YIIPABICHUH
JTAHHOM AESATENBHOCTHIO TPEOYETCs MPelyCMOTPETh HHPOPMUPOBAHUE PAOOTHUKOB 00
YTBEPXKJACHHBIX B OpraHe (OpraHU3aliH) MOJIMTUKE 3alUThl UHPOPMALMU U HUHBIX
JOKYMEHTax 10 3auTe nHPOopMaIuu (CTaHgapTax, periiaMeHTax ), CoOAep KalluX IeNn
3ammThl MHGOpMAMU W TpeOOoBaHUS MO 3anuTe HUHPopMaruu (00ECIeUCHUIO
0€30MacHOCTH), a TaKXe HCKIIOYHUTh OCYIIECTBICHHUE IOJTHOMOYMM ((DyHKIIMIT),
MpoBe/ieHHe padboT (0KazaHue yciayr) 0e3 yuera TpeOOBaHUM 10 3anuTe HHGOpMAIUH
(obGecrieuenuto  6e3zomacHocTH).  DakTOpOoM,  OKa3bIBAIOIIMM  CYIIECTBEHHOE
HEraTWBHOE BIMSHUE HA COCTOSIHME 3allUThl HMHGQOpMalMH, CcoaepKaliencs
B MH(OPMALIMOHHBIX CUCTEMAX, SIBISIETCS OTCYTCTBUE Yy OIlEepaTropa MepCOHaIbHOU
OTBETCTBEHHOCTH Pa0OTHUKOB, 3aKPETIEHHOW B COOTBETCTBYIOIIMX JIOJKHOCTHBIX
pernmamMeHTax (MHCTPYKUHUAX), 3a HApyIIEHUE TMOJIOKCHUN TOJUTHKH 3allUThI
uH(pOpMaIii, BHYTPEHHUX CTaHAapTOB U PETJIIAMEHTOB TI0 3alUTe HH()OPMAIIHH.

2.7. 3amurta wHGOpPMAIMH, COAEpKamIeiics B HHQPOPMAIIMOHHBIX CHCTEMaXx,
OTIpEeEISAETCS 3alIUILEHHOCThIO 3TUX MH(POPMAIIMOHHBIX CUCTEM. Mepbl Mo 3aliuTe
MH(GOPMALIMOHHBIX CHUCTEM NPUHUMAIOTCS HA BCEX CTAAUAX UX >KMU3HEHHOIO LIMKJIA!
CO3/1aHUE, Pa3BUTHE, BBOJ| B 3KCILTyaTallUIO, SKCILTyaTalus, BBIBOJ U3 KCILUTyaTallUH.
3amuTa MTHPOPMAIIMOHHBIX CHUCTEM SIBISIETCS HEOTHEMJIEMOW YacThIO MX CO3/IaHUs
U oKcmutyatanud. OQQGEeKTUBHOCTh 3aIIUThl WH(GOPMAIMOHHBIX CHCTEM 3aBHCUT
OT 3aKJaJIbIBAEMBIX Ha 3Tare CO3JaHMUs MPOCKTHBIX PEIICHUNA W BO3MOXKHOCTH ITHX
MPOSKTHBIX pEHICHW 3a CUeT CIeHUaTbHO CIPOCKTUPOBAHHOW apXUTEKTYPHI
MH(POPMALIMOHHBIX CHUCTEM YMEHBIIMTh HIMPUHY U TIOYyOMHY MOBEPXHOCTHU
KOMIIBIOTEPHBIX aTaK, CHW)Xas TEM CaMbIM BO3MOXXHOCTH HapyUIUTeNeH To
peanu3anuu yrpo3 6€30macHOCTA HH(POPMAITUH.

2.8. BbIOOp apXWUTEKTYpHBIX pelieHuH WH()OPMAMOHHBIX CHCTEM Ha JTare
WX TPOCKTUPOBAHUS  JODKEH OCYIIECTBISTHCS HA  OCHOBE  pPE3yJlIbTaTOB
MOJICTTUPOBAHUSl yTrpo3 0e30MacHOCTH WH(GOpPMAlMd M OINUCAHUS TOBEPXHOCTU
KOMIBIOTepHBIX aTak. Co3naHue WHQPOPMAIIMOHHBIX CHCTEM B 3alllUIICHHOM
HCIIOJTHEHUH, B OCHOBE KOTOPBIX JIE)KAT HALIMOHAJIBbHbBIE CTAaHAAPTHl KOHCTPYKTUBHOU
0€30MacHOCTH, CYIIECTBEHHO MOBBIIIAIOT 3()(HEKTUBHOCTH 3aIUTHl HHPOPMAITMOHHBIX
CUCTEM U COJIepKalleiicsi B HUX HHPOPMAIIIH.

OpraHu3aiuoHHbIE MEPbl U HAJOKEHHBIE CPEJCTBA 3alUThl HWH(OpPMALUU
JIOJDKHBI OBITH HaPaBJICHBI HA OJIOKMPOBaHKE (HEUTpaIU3aInio) yrpo3 0€30MacHOCTH
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MH(pOpMAIMU, COXPAHUBIIMX CBOIO AKTYaJbHOCTh IOCJIE MPUMEHEHUs! OE30MacCHBIX
APXUTEKTYPHBIX PELICHUH.

2.9. OCHOBHBIMH  NpPUHIUIAMH  CO3JaHHUS  MH(POPMALMOHHBIX  CHCTEM
B 3aII[UIIICHHOM HCIIOJTHEHUH SIBIISIOTCA:

muddepeHManys ypOBHEM 3HAYMMOCTH 3allUIIaeMbIX HH(GOPMAIIMOHHBIX
pPECYpCOB B 3aBUCHMOCTH OT HMX BIHSHHA Ha UMM 3allUThl HH(pOpManmu
U [IPEIOCTaBJICHUE JIOCTYIIa K HUM Ha OCHOBE MPOBEPOK YPOBHS JOCTyNa CyOBEKTOB
JOCTYTIa;

YCTaHOBJIEHHNE MUHUMAJBHBIX IPaB JOCTYNa K COOTBETCTBYIOIIEMY YPOBHIO
3HaYUMOCTU UH(POPMALIMOHHBIX PECYPCOB;

MUHUMHU3aIUs HHTEPGENHCcOB WH(GOPMALMOHHBIX CHUCTEM, JOCTYMHBIX IS
CyOBEKTOB JIOCTYIIA, B COOTBETCTBUU C (PYHKIMSIMHU HHPOPMAIIMOHHOW CUCTEMBI;

cerMeHTalus (MUKpPOCErMEHTalMs) HHPOPMALMOHHBIX CHCTEM C Y4Y€TOM
YPOBHEH 3HAYMMOCTH 3alUIIAEMbIX HH()OPMAIMOHHBIX pecypcoB (pa30ueHHue Ha
CErMEHThI O€30MaCHOCTH) U KOHTPOJIb JIOCTYIA B BBIJCIICHHBIE CETMEHTHI Ha OCHOBE
YPOBHS 10CTYIa CyOBEKTOB JIOCTYIIA;

peructpauys M aHanu3 JCHCTBUM CyOBEKTOB MpH AOCTYNE K CErMEHTaM
MH()OPMATMOHHOW CUCTEMBI M K MH()OPMAMOHHBIM PECYPCaM.

VYKka3aHHbIE KpPUTEpUU TOIJIEKAT yUeTy B  XOJE TMPOCKTUPOBAHUS
WH(POPMAIIMOHHBIX CHCTEM, TMPOBEPKE pealn3allii B XOJE AaTTecTalid Ha
COOTBETCTBHE TPEOOBAHUAM MO 3a1UTe HHPOopMaLnK (00ecreyeHn0 0€30acCHOCTH )
¥ KOHTPOJIIO B XO/JI€ SKCIUTyaTallui HH()OPMALIMOHHBIX CHCTEM.

2.10. CnencrBuem Bce Oouplliedt  jgoctymHocTd B cetd  «lMHTepHET»
BPEOHOCHOTO MPOrPaMMHOTO 0O€CHEeUYeHUs, CPEACTB €ro pa3pabOTKU SBISIETCA
MOCTOSIHHOE YCJIOKHEHUE TAaKTUK W TEXHHUK MPOBEACHUS KOMIIBIOTEPHBIX aTak Ha
WH(POPMAIMOHHBIE CHUCTEMBl. B 3THX yCIOBHSIX BBISIBJIEHHWE M OILEHKAa YIrpo3
0e30macHOCTH HH(POPMALMU HE TOJKHBI 3aKJIF0UAThCS TOJIBKO B pa3padoTKe MOJEIH
yrpo3 0e3omacHoCTd HHGPOPMALMU, a JOJDKHBI MPEeayCMAaTpUBATh OpPraHU3aLUI0
MPOLIECCOB IO MOUCKY, AaHAJIU3Y U MPUHITHIO MEP, HAIIPaBJICHHBIX Ha OJJOKUPOBaHUE
yrpo3 6e3onacHocty uHpopmaruu. [Ipu ananuze yrpo3 6e3omacHocTa uHGOpMAaIUu
NOJJIeKAT OICHKE TAaKTUKH, TEXHUKH U HWHCTPYMEHTHI, HCIOJIb3yEeMbIE IS
OCYIIECTBJICHUSI KOMIBIOTEPHBIX aTaK, a TaKXe YSI3BUMOCTH HH(POPMAIIMOHHBIX
CUCTEM.

2.11. Poct uMcia  CepBUCOB, MPEAOCTABIAEMbIX  HMHPOPMALUOHHBIMU
CHUCTEeMaMH, HEpPa3phIBHO CBSI3aH C YBEIMUYEHUEM KOJIMYECTBAa TPeOyeMBbIX M HX
(GYHKIIMOHUPOBaHUST HHTEP(ECOB, 4YTO BEAET K PACHIMPEHUI0 MOBEPXHOCTHU
KOMIIBIOTEPHBIX aTak Ha UH(OPMAIIMOHHBIE CUCTEMBI.

YMeHbIlIeHHe TOBEPXHOCTH KOMIIBPIOTEPHBIX aTak SBJISETCS OAHOM U3
BOXHEHIINX 33734 MO 3aluTe WHOOPMALMOHHBIX CHCTEM M COJAEpIKalllehcs B HHUX
uHpopMaluu. Peniennio JaHHOHN 3a/1a4M CIOCOOCTBYIOT YHU(UKALNS TPUMEHSEMbIX



IPOrpaMMHBIX, MPOTPAMMHO-AMNIAPATHBIX CPEJCTB U KOHTPOJIb UX MCIOJIb30BAHMSL.
Koutpons unTepdeiicoB nHPOPMAITMOHHBIX CUCTEM, MPEXKIE BCEro JIOCTYMHBIX W3
cetu «MHTEepHET», U HEAOMNYyIIEHNEe UX HECAaHKIIMOHWPOBAHHOTO BBOJA B JEHCTBUE
M OKCIUTyaTallud  OOECNEeYMBAIOT  CHIDKEHHE  BO3MOXHOCTH  HapyLIUTENen
M0 peayn3aluu yrpo3 0€30macHOCTH HHPOPMAITUH.

2.12. PazButue (yHKIUN (MOJTHOMOYHMM), MPOBOJUMBIX PAOOT (OKa3bIBAEMBIX
yCIyT) C MCHOJb30BaHMEM HH(POPMAIMOHHBIX CHUCTEM MPUBOJAT K IMOCTOSHHBIM
U3MEHEHHUSIM COCTaBa OOBEKTOB M CYOBEKTOB JOCTyna M HMX IOJHOMOYHUHM.
3adukcupoBaTh KOH(PUTypaluo UHOOPMAIITMOHHBIX CUCTEM B 0A30BBIX COCTOSIHUSX,
B OOJIBIIIMHCTBE CITy4aeB, HE MPEACTABIISIETCS BO3MOKHBIM. B 3THX yCIOBUAX cleyeT
OCYILECTBIISITh MOHUTOPUHT HH(POPMAIIMOHHOW 0€30MacHOCTH HUH(POPMAIMOHHBIX
CHUCTEM C y4Y€TOM HM3MEHSIOIIUXCS COCTaBa OOBEKTOB M CYOBEKTOB JOCTYyNa M HX
TTOJTHOMOYH.

2.13. OyHKIUOHUPOBAHHE pa3HbIX UH(}OPMAITMOHHBIX CUCTEM
U B3aMMOJICHCTBHUE MEXIAY HUMHU MOXKET OCYIICCTBIISTHCS Ha OCHOBE MPOTPAMMHO-
TEXHUYECKUX KOMILJIEKCOB M CPEJICTB, BBIMOJIHSIOMUX OOIIME TEXHOJOTHYECKHUE
byHkuuu U 00ecleuuBarONIMX  OCHOBY  (DYHKIIMOHMpPOBAHUS  YKa3aHHBIX
nHDOpPMAITMOHHBIX cucTeM. [Ipu 3TOM HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHAS
MHPPACTPYKTypa’? MOXKET INPUHAIJIEKATh OIEPATOPY MM IPEJOCTABIATHCA KaK
ycayra CTOPOHHEW OpraHU3aluen.

Hcnonp3oBanue o0MIMX MPOrpaMMHO-TEXHUYECKIX KOMIUIEKCOB U CPENICTB IS
GyHKIMOHUPOBaHUS WH(GOPMAIIMOHHBIX CHCTEM, B TOM YHCJE [JIi XpaHEHUs
uHdopMaIuu, nepeaadu TaHHbIX, OCYIECTBICHUS BHIYUCICHUHN, PYHKITMOHUPOBAHUS
MIPOTPAaMMHBIX CPEJICTB, MPEIOCTABICHHS N0CTyna K ceTu «HTepHeT», MPUBOIUT K
HEOOXOJUMOCTH OTHECEHUS K OOBEKTaM 3allUThl HE TOJIBKO OTICIBHBIX
WHOOPMAITMOHHBIX ~ CHUCTEM M COoJepkamelics B HHX  WHGOpMAIUH,
HO W WHPOPMAIMOHHO-TEJICKOMMYHUKAIIMOHHOW WH(QPACTPYKTyphl, Ha OCHOBE
KOTOPOI OHU (PYHKIIMOHUPYIOT.

2.14. IIpumeneHnue B nHOOPMAITMOHHBIX CUCTEMaX 3apyOeKHBIX MPOTPAMMHBIX
M TPOrpaMMHO-AIMapaTHBIX  CPEICTB  CO3JAeT  yIrpo3y  HCIOJIb30BAHMUS
HEJICKJIAPUPOBAHHBIX BO3MOXKHOCTEW W 3aKJIaJ0OK B MPOTPAMMHBIX, MPOTPaAMMHO-
anmapaTHBIX CpPEICTBaX JJs WHGOPMAIMOHHO-TEXHUYECKOTO BO3JCHUCTBUS Ha
nH(POPMAIIMOHHBIE CUCTEMBI. 3apy0OeHas JIEKTPOHHAsE KOMITOHEHTHas 6a3a co3maer
PUCK BHEIPCHUS B HWHTETPAJIbHBIC CXEMBI JIOTUYECKHUX Ys3BUMOcTed. [Ipm sTom
BO3MOXXHOCTH KOHTPOJISI TPOM3BOJACTBEHHOTO TIpollecca W IEMOYeK ITOCTaBOK
MPOTPaMMHO-AMIMAPATHBIX ~ CPEACTB,  AJIEKTPOHHOMW  KOMIIOHEHTHOW  0a3bl

2 ITynkr 3 Tlonoxxkenust o6 ydere WT-akTUBOB, HCHONB3YEMBIX MJISI OCYIIECTBICHHS
NESITeNbHOCTH 1O LU(POBON TpaHCHOpPMAIIMK CHCTEMBI TOCYIAapCTBEHHOrO (MYHUIIUIIAIBHOIO)
YIpaBJICHUS, YTBEPXKAEHHOro rmnocrtaHoBieHueM IIpaButensctBa Poccuiickoit  ®Denepanuu
ot 1 urons 2024 r. N 900.
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U TEJIEKOMMYHHMKAIIMOHHOTO OOOpYAOBaHUS B COOTBETCTBUU C TPEeOOBAHUSAMH I10
3aIIuTe uHpopMaruu (obecrnieueHUIO 0€301acHOCTH) OTCYTCTBYIOT.
[ToAKOHTPOABHOCTh HMHOCTPAHHBIM TOCyJapcTBaM pa3pabOTUMKOB 3apyOEKHBIX
MPOrPaMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEJICTB CYIIECTBEHHO CHUKAET YPOBEHb
JoBepuss K  TakoM  mpomykumu. Jlas  mpekpamieHuss WM HapyIIeHUs
GyHKIIMOHUPOBaHUS UH()OPMAIIMOHHBIX CHCTEM BO3MOXXHO HCIOJH30BAaHUE KAHAIOB
yJIaJIEHHOTO KOHTPOJIS ¥ YIIPABIECHUSI STUMU CPEICTBAaMU U 000pYAOBaHUEM.

B xone npoextupoBaHUSi MHPOPMAIMOHHBIX CUCTEM OJDKEH MPOBOAUTHCS
aHaIM3 JOCTYIHBIX OTEYECTBEHHBIX MPOTPAaMMHBIX, MPOrpaMMHO-aNNapaTHBIX
U TEXHUYECKUX CPEJICTB, JOJKHA ObITh IPEyCMOTPEHA BO3MOXKHOCTD UX TPUMEHEHHUS
B MH(MOPMAIMOHHBIX  CHCTEMax WM, KaK MHHUMYM, B  CETMEHTax,
B KOTOPBIX XpaHUTCS U oOpabaTbiBaeTcs Hanbosee 3HaunMasi tHGopMalus (J1aHHbIE).
DTO MO3BOJIUT CHU3UTH PUCKH HCIIONB30BAHMS HEJEKIAPUPOBAHHBIX BO3MOXKHOCTEH
Ui TOJY4YEHHs] HECaHKUMOHMPOBAHHOIO JOCTynma W (WiIM) BO3JAEUCTBUSA
Ha uHMOpPMAIHIO.

2.15. B ycnoBusix OOJIBIIOTO KOJMYECTBA CYOBEKTOB M OOBEKTOB JOCTyIMa
B pacrpeieseHHbIX UH()OPMAIMOHHBIX CHCTEMax TpeOyeTcsi oOecrieueHue J10BEpHs
npu ux B3aumojerictBuu. ObecnedyeHne JOBEpUsi MOXKET MPeyCMaTpUBATh:

NEPBUYHYIO HACHTU(DUKAIMIO TIOIh30BaTENIed W yCTPOMCTB, K KOTOPHIM
OCYIIECTBIISIETCSl JOCTYI MOJIb30BAaTENEC N7 BBIMOJTHEHUS CBOWX O0sS3aHHOCTEH
(pynxrmit);

CTPOTYIO0 ayTEeHTH(PHUKALUIO IMOJIb30BaTeNIeH, OCYUIECTBIAIOMIUX JOCTYN MJis
UCIIOJIHEHUSI CBOMX OOs3aHHOCTeW ((DyHKIMI), U HMX YCTPOHUCTB, K KOTOPHIM
OCYILECTBIISETCS IOCTYII, C UCIIOJIb30BAaHUEM CEPTU(PUKATOB 0€3011aCHOCTH;

MPOBEPKY TOJJIMHHOCTH W IEJIOCTHOCTH YCTaHABIMBAEMOTO IMPOTPAMMHOIO
oOecrieueHus U ero OOHOBJIEHUH € UCIIOJIb30BAaHUEM CEPTUPUKATOB OE30MaCHOCTH;

JIOBEPEHHYIO 3arpy3Ky NpOrpaMMHOTO OOECIEYeHHs] yCTPOMCTB, CTpPaHOM
IIPOMCXOXKICHUS KOTOPBIX sBisiercst Poccuiickas depepauus, ¢ UCIOJIb30BAHUEM
Moaysel 0e30MacHOCTH 3TUX CPEACTB, 00ECHEUHUBAIOIIUX B TOM 4uCie 0e30MacHoe
XPaHEHHE 3aKPBITHIX KITI0YEH U cepTu(UKATOB O€30MaCHOCTH.

CpenctBa  BBIUMCIHUTEIBHOW  TEXHUKM M ONEPAIMOHHBIE  CHUCTEMBI,
UCTIONIb3yeMble B WH(GOPMAIIMOHHBIX CHUCTEMaX, JOJDKHBI BKIIIOYATh MPOTPAMMHOE
obecrnieyeHue, oOecreunBaronee (QYHKIIMOHUPOBAHUE MOAYJICH OE30MacHOCTH
U OCYUIECTBIIAIONIEE TMPOBEPKY CEPTHU(PHKATOB OE30MACHOCTH YCTAaHABIMBAEMOTO
Y 3aITyCKaeMOr0 B UX CpeJie MPOTrPaMMHOT0 00eCTIEUCHH.

2.16. DPheKTUBHOCT, MEPONPUATHNA MO 3alUTe WHPOpMAIUM B OpraHe
(opranmzanuu) U Mep MO 3alUTe WH(YOPMAIMOHHBIX CHUCTEM U COJIEpKalencs
B HUX MH(POPMAIIMH U3MEHSAETCS BO BPEMEHHU MO/ JEHCTBUEM Pa3IUYHBIX (PaKTOPOB,
OCHOBHBIMU U3 KOTOPBIX SIBJIAIOTCS U3MEHEHHE (YHKIMM U MPOIECCOB, U3MEHEHHE
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COCTaBa U OJIHOMOYMI CyObEKTOB U OOBEKTOB JJOCTYIIA, U3MEHEHHE KOHPUTYyparui
MH(OPMAIMOHHBIX TEXHOJIOTUH.

Jnst nopaepkku Tpedyemoi 3()@PEKTUBHOCTH peanu3alud MEepOIpUITHH
no 3amuTe UWH(pOpManMHU, a TaKKe COXpPaHEHUs YPOBHS 3aIUIEHHOCTH
MH()OPMAIIMOHHBIX CHCTEM U COJEpXkalieiicss B HUX MH(OpMAIuu I11e1ecoo0pa3Ho
OPOBOJUTH  TMEPUOJUYECKYI0O OIEHKY Kak J(G(EKTUBHOCTH pean3yeMbIX
MEPOTIPUATUM, TaK U IOCTATOUHOCTU IPUHUMAEMBIX MEP.

OneHka TEKyIero COCTOSHUS 3allUuThl HMHQOpPMalUM TMPOBOAMUTCS IO
pe3yabTaTaM pacyera mokaszaTells 3alIMIeHHOCTH nH(opMaoHHBIX cucTeM (Ksy).

2.17.B ocHOBe KayeCTBEHHOM OIICHKM TEKYILIEro COCTOSHHUS 3allUThl
MHQOpMAIUU JIeKAT PEe3yiabTaThl KOHTPOJIA YPOBHS 3alUILIEHHOCTH MH(OpPMALNH,
cozepxaiieiicss B HHPOPMAIIMOHHBIX cucTeMax. KOHTposib ypOBHS 3alMIIEHHOCTH
nH(pOpManuu JOHKEH MPOBOAMTHCS OJHUM WM COBOKYIHOCTBIO CIIEIYIOLIUX
METOJI0B:

aBTOMATU3HpPOBAaHHOE W  (MJIM)  pY4YHOE  BBIABICHUE  YSA3BUMOCTEU
MH(POPMALIMOHHBIX CUCTEM C TMOCIEIYIOIIEH 3KCHEPTHOM OLIEHKOW BO3MOKHOCTU
UX UCHOJB30BAaHUS HApYyIIUTEJIEM JJsi HapyleHUs Oe30lacHOCTH HH(opManuu
U (1K) HapymeHus: GyHKIHMOHUPOBAHUS MH()OPMALIMOHHBIX CUCTEM;

BBISIBJICHUE HECaHKIIMOHUPOBAHHBIX NOAKITIOYEHU I YCTPOMCTB
K UH(OPMAaLIMOHHBIM CHCTEMAaM;

TECTUpPOBaHUE MH(POPMALIMOHHBIX CHCTEM ITyTEM MOJEIMPOBAHUS pealn3aluu
aKTyaJIbHBIX YIPO3 C LEJIbI0 OLIEHKH BO3MOKHOCTEN HECAHKIIMOHUPOBAHHOT'O JJOCTYIIA
K HUM (BO3JI€HCTBUI Ha HUX) WM MOBBIIIEHUS IPUBUJIETUN C YUETOM PEan30BaAHHBIX
Mep U MPUMEHSIEMbIX CPEJICTB 3aIUThl HHPOPMAIUY;

MPOBEICHHE B COOTBETCTBUM C €IUHBIMH 3aMbICIOM U IUIAHOM TPEHUPOBOK
no oTpaboTKe MEpOoNpUATHA U Mep MO OOEClNeYeHUu0 TpPeOyeMOro YpOBHS
3aIMIIEHHOCTH MHGOpPMAaLMK, CcoJepKaliecs B HWH(DOPMAIMOHHBIX CHUCTEMAX,
B YCJIOBUSIX pEaM3allui aKTyalbHBIX YIPO3.

I11. MEPOITPUSITUS (ITPOLECCHI) O 3AIIIMTE HH®OPMAIIUH,
COJIEPKAIIENACSA B HTHPOPMAIIMOHHBIX CUCTEMAX OPTAHOB
(OPTAHU3AIINN)

3.1. BoisiB/IeHHE U OlleHKa Yrpo3 Oe3onacHocTu nHpopmanuu (BY)

Heab: Co3nanue cucTeMbl 3alIUThl HHPOPMAIMK, HAPaBJIECHHON Ha 3alllUTy OT
aKTyalbHBIX yrpo3 Oe3omacHoCcTH uHGOpMaluu (Hajgee — akKTyalbHBIX Yrpo3),
a TaKXe€ CBOECBPEMEHHOE BBIABICHUE IPHU3HAKOB PEANM3ALMM AKTYAJIbHBIX YIPO3,
UX OLEHKY W TMPUHATHE Mep MO 3aure HHPOpMAIMM B XOAE JKCIUTyaTalllH
UH(OPMAITMOHHBIX CUCTEM.
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TpeOoBanus k peanuzanmu: BeisiBieHHE M OLIEHKa Yrpo3 O€30I1acHOCTU
MH(pOpMaIMU JOHKHBI IPOBOAUTHCS B XOZ€ CO3/1aHus (Pa3BUTHS) HHPOPMAIIMOHHBIX
CUCTEM U B XOJI€ UX IKCIUTyaTallH.

BrisiBneHue u orieHka yrpo3 6€30macHOCTH HH()OPMAILIUU TOKHBI TPOBOAUTHCS
i1 MHPOPMAIIMOHHBIX CHCTEM C yY€TOM aKTyalbHBIX YIpo3  HMH(OpPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON UHPPACTPYKTYPHI, Ha 6a3e KOTOPOil OHU (PYHKIIMOHUPYIOT.

Ha cragum co3ganust (pa3BuTHsl) WMHGOPMALMOHHBIX CHCTEM BBISBICHHE
1 OLICHKA yTrpo3 0€30MacCHOCTH HHPOPMALIUU JOJLKHBI [TPEyCMaTpUBATh ONIPEICIICHUE
yrpo3 0e30macHOCTH HH(OPMALIMM, OLEHKY BO3MOXHOCTH HX pead3aluu
(BOBHMKHOBEHMSI) BHEIIHMMHM UM BHYTPEHHMMM HApYIIUTEISIMHU, ONPEICICHUE
aKTyaJbHOCTH yrpo3 Oe3omacHOCTH MH(pOpMalK B UHPOPMALMOHHBIX CHUCTEMaX C
YU4ETOM HX apXHUTEKTYyphl M MPENAIoJiaraeMbIX YCIOBUH JKCIUTyaTaluu. Pe3ymbTaTsl
BBISIBJICHHSI U OLIGHKH yrpo3 0e30MmacHOCTH HMH(POpPMAIMH MOANEKAT BKIIOUECHUIO B
MOJENnb yrpo3 Oe3omacHOCTM HMHQOpMalMM, KOTOpas [OJDKHA COJAEpXKaTb
XapaKTEPUCTUKU UH(GOPMaLIMOHHBIX CUCTEM u UH(POPMaLIMOHHO-
TEJIEKOMMYHUKALIMOHHON HH(PACTPYKTyphl, Ha 0a3e KOTOPON OHU (PYHKIIMOHUPYIOT,
OTIPE/ICISAIONINE APXUTEKTYpPYy, NpPUMEHSEMble HH()OPMAIMOHHBIE TEXHOJOTUU U
npo1ecchl 00padOTKH UH(POpPMaLIMH, a TAKKE BO3MOKHOCTH HapyIIUTENIEH, IEPEUCHb
aKTyaJibHBIX yrpo3. Jlns pa3paboTku mMojnenu yrpo3 0e30macHOCTH WH(opMaiuu
JOJKHBI IPUMEHSTBCA METOINYECKUE JOKYMEHTHI, yTBepkaeHHbIEe DCTOK Poccum.

Ha cragum skcmimyarannu WHQOPMAIIMOHHBIX CHCTEM BBISBICHHE U OIEHKA
yrpo3 0e3onacHocT HHGOPMAIUU J0JKHBI ITPE1yCMaTpUBATh:

aHallu3 AaKTyaJbHBIX JAHHBIX O COCTaBe HWH(OPMALMOHHBIX CHUCTEM,
UX HaCTpOMKax M KOH(UTypanusx;

MOWCK JIaHHBIX M MPHU3HAKOB, HICHTUPUIUPYIONINX aKTyallbHbIE YTPO3BI,
C Y4eTOM cocTaBa MH(POPMAIMOHHBIX CUCTEM, HX HACTPOEK M KOH(UTYpaIlHii;

NPUOPUTHU3AIMIO BBISIBICHHBIX AaKTyaJbHBIX YIpPO3  HCXOAS W3 KPUTEPUEB
BO3MO>KHBIX MOCIICJICTBUI MX peaan3aiiui (BOSHUKHOBEHN);

OTOBEIICHUE 3aWHTEPECOBAHHBIX MOJApa3JeieHul (paOOTHUKOB) omeparopa
O BBISIBJICHHBIX aKTyaJlbHbBIX YIp0O3ax;

aHalli3 BBIABJICHHBIX aKTYyalbHBIX YIPO3 C IEJIbI0 TPUHATUS pEIICHUs
0 HEOOXOIUMOCTH TIPUHSITUS MEP.

B kadecTBe MCXOIHBIX JAHHBIX AJIS BBISIBICHUS U OIEHKU aKTyaJIbHBIX YIPO3
UCIIOJIb3yeTCsl OaHK JaHHBIX yrpo3 0€30MacHOCTH MH(POPMAILUU, BEACHUE KOTOPOIO
ocyuiectBisiercss @CTOK Poccun (manee — OaHK AaHHBIX Yrpo3 O€30MaCHOCTH
napopmaruun GCTOK POCCI/II/I)S, W HWHBIE WCTOYHUKH, COJACPIKAIIUE CBEICHUA
00 YSA3BUMOCTAX, HApYLIUTENSAX W HCIOIb3yeMbIX HWMH METOAAX M CpPEICTBax,

$Toanyaxr 21 nysxta 8 Ilomoskenus o @enepanbHOH coyk6e MO TEXHHYECKOMY
U DKCHOPTHOMY KOHTPOJIIO, YTBepkaeHHOro Ykazom Ilpesunmenta Poccuiickoit ®enepanuu
ot 16 aBrycra 2004 r. Ne 1085.
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JOCTYIHBIX JyIs onieparopa (obsanaresns nHGpopmarum).
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TpeOoBaHus K IOKyMeHTHPOBaHMIO: He npenbsBiastoTcs.

TpeGoBanusi K yCHJIeHHI0":

1) BBIABJICHME ¥ OILIGHKAa aKTYaJIbHBIX yIpO3 B XOJE OSKCIUIyaTalluu
WH()OPMAITMOHHBIX CHCTEM OCYIIECTBIISIOTCS C y4E€TOM CBEACHHM, COMCPKAIIUXCS
B cucTtemax nHBeHTapuszanuu UT-aktuBos;

2) BBISIBJICHHME W OICGHKA aKTyaJIbHBIX yrpo3 B XOJe OSKCIUTyaTaluu
MH(OPMAIIMOHHBIX CHUCTEM OO0OTallaloTCsl JAAaHHBIMH OT PA3IMYHBIX HCTOYHUKOB
(cuctem yrpaBieHUsI COOBITUSMU O€30MACHOCTH, CUCTEM OOHApYKEHUSI BTOPKEHUIH,
CPEIICTB aHTUBHPYCHOM 3aIlIUThI, CPEACTB OOHAPYKEHUSI U PEarpOBaHUs HA YPOBHE
y3J1a, MEKCETEBBIX IKPAHOB U JIPYTUX CPEJCTB 3aIUTHI HHPOPMAIINHN );

3) IS BBIABICHUS M OIEHKA  aKTyaJIbHBIX  yrpo3  NPHUBJICKAIOTCSA
CIICLIMATIM3UPOBAHHBIE OpPraHW3allM, WMEIONIME JIMIEH3UI0 Ha JACATEIbHOCTD
0 TEXHUYECKOU 3anuTe KOH(UICHIINaIbHON HHPOpMAITUHU C TPAaBOM OKa3aHUs yCIyT
0 MOHUTOPUHTY HMHGPOPMAIIMOHHONW  O€30MacHOCTH  CPEACTB M CHUCTEM
uH(pOpMaATU3AIMU — IEHTPHl MOHUTOPUHTA HH(POPMAIIMOHHOM 0€301MaCHOCTH;

4) is MOHHMTOPWHTA aKTyaJbHBIX YIPO3 NPUMEHSIOTCS CPEICTBA aHaIM3a
yrpo3, B ToM uucie TI-mnatdopmel.

3.2. Kourpouab konpurypanuii unpopmanuonnnix cucrem (KK)

Heab: Uckmouenue HECaHKIIMOHUPOBAHHOTO WU3MEHEHUS cocTaBa
IPOrpaMMHBIX, IMPOrPaMMHO-AINAPATHBIX CPEICTB HMH(OPMALMOHHBIX CHCTEM, HUX
HACTPOEK U KOH(QUTYypalMii, yCTAHOBJIEHHBIX BO BHYTPEHHHUX CTaHIapTax IO 3alluTe
uHopmaIuu, a Takxke OO0ECIeYeHHEe CBOEBPEMEHHOTO OOHapyeHus ¢(akToB
HECaHKIIMOHUPOBAHHBIX U3MEHEHU U BBISIBICHUE TPUYNH U3MEHEHUH.

TpeboBanus k peasmzanum: Konrponb koHpurypauuii mHGOpMAIMOHHBIX
CHCTEM JIOJDKEH OCYIIECTBIISATHCS Ha OCHOBE aHATN3a aKTyalIbHBIX JaHHBIX O COCTaBE
WH(POPMAIIMOHHBIX CHCTEM, WX HACTPOMKaX M KOH(PUTYpalUAX, yCTaHOBJICHHBIX
BO BHYTPEHHHUX CTaHAapTax Mo 3amute uHpopmanuu. KoHTponab koHpUrypauui
MH(GOPMALIMOHHBIX CUCTEM JIOJKEH MpeyCMaTpUBaTh:

ornpeneneHne 00bEKTOB HHBEHTAPU3ALlUHU, K KOTOPHIM JIOJKHBI OBITh OTHECEHbI
porpaMMHBIE, TPOTpaMMHO-aIMapaTHbIe CPEICTBA, BKIIOYAas KOMMYHHUKAIIHOHHOE
obopynoBanue, HHPOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIC CETH U WX TOJCETH;

OTpe/ieNieHNe JaHHBIX 00 OOBEKTaX WHBEHTApH3AIUH, MOJUICKAIINX COOpY,

*YcuneHnus MeponpuaTtaid  (TpoIeccoB) Mo  3amuTe HWHPOPMAIMH, TPHUBEIACHHBIC
B TOJpa3jienax «TpeOOBaHUS K YCHICHUIO» paszjiena 3, MPUMEHSIOTCS 10 PEHICHHI0 OmepaTopa
(o6namarens wHbOpPMANMK) IS TMOBBIINICHUS OS(PPEKTUBHOCTH peau3aliid  MEPONPUITHIA
Mo 3amuTe WHGOpPMANKMKA ¥ TOBBIIICHUS YPOBHS 3alIMIIEHHOCTH HH(DOPMAIMOHHBIX CHCTEM
W colepKalieicss B HUX WHQPOpMAIMU, a TaKkXKe I CHWKCHHS BO3MOXKHOCTH HapyIIUTENCH
0 peayn3aIfu yrpo3 0e30macHoCcTd HH(HOPMAIIUH.
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y4eTy U XpaHEHHUI0, BKIIIOYAIOIINX HAMMEHOBAaHUE 0OBEKTOB, BEPCUU MPOrPAMMHOIO
oOecrieueHus1, CeTeBbIe aJipeca, UCIOoJIb3yeMble (PU3NYECKUE MOPThI, CETEBbIE CBA3M,
NPUHAIIICKHOCTD MOAPA3ACICHUIO U (UITM) paOOTHUKY OIEepaTopa;

cOOp, YUET U XpaHEHHUE JaHHBIX 00 00BEKTaX WHBEHTAPU3AIIHH;

aKTyaJIM3alUI0 JIaHHbIX 00 OOBEKTaX WHBEHTapU3alUMu C YCTAHOBJIEHHOMN
OMepaTopoOM NEPUOINYHOCTHIO;

KOHTPOJIb CcOCTaBa OOBEKTOB WHBEHTApU3AIlMM U BBISBICHUE (PAKTOB
HECAaHKIIMOHUPOBAHHOTO J00AaBJIEHUS HOBBIX OOBEKTOB WJIM H3MEHEHHUS TEKYIIHX
KOH(pUTYypaIuii;

ornpeneneHnue KoH(puUrypanuii 0oObEKTOB HMHBEHTapU3allud M  KOHTPOJb
UX W3MEHEHWUW, BbISBICHHE (DAKTOB  HECAHKUMOHUPOBAHHOTO  HM3MEHEHUS
KOH(UTypaluii 00bEKTOB MHBEHTApU3ALINH;

cOop, aHanu3 W peructpanuio (HakTOB HECAHKIIMOHUPOBAHHOTO H3MEHEHUS
cocTaBa OOBEKTOB HWHBEHTapHM3allMM MW WX KOH(Urypauuii, pearupoBaHue
Ha HECAaHKIIMOHUPOBAHHBIE N3MEHEHUS.

[Ton koH¢urypamueit oObeKTa MHBEHTApU3aLMU MOHUMAETCS COBOKYIHOCTb
YCTaHOBJICHHBIX [apaMeTpoOB, IMpaBWJI U HACTPOEK, OIPENEIAIONINX CHoco0
(GYyHKIMOHUPOBaHUSI OOBEKTA, €ro CETEeBOE B3aWMOJCHCTBUE (€CIM MPUMEHUMO),
MOPSIIOK aJIMUHUCTPUPOBAHUSL U YIPABICHUS JOCTYIIOM, a TaKKe MNPUMEHSIEMbIE
MEXaHU3MBbI 3aILUTHI.

[Io Bcem (akTaM HECAaHKUIMOHUPOBAHHBIX H3MEHEHUH cocTaBa OOBEKTOB
MHBEHTapU3alM1 U UX KOHQUrypauui JOKHBI MPOBOJIUTHCS aHAJINU3 U BBISBISATHCS
MPUYUHBI TAKUX U3MEHEHU.

JIOIKHBI TIPUHUMATBCS MEPhl MO 3alUTe COOpPaHHBIX JTaHHBIX 00 OO0BEKTax
MHBEHTAPU3ALMU B COOTBETCTBUH C TPEOOBAHUSIMU O 3allIUTE MH(DOpMALUK.

TpeOoBaHuss K JOKYMEHTHPOBAHMIO: BHyTpeHHUE CTaHAAPTHI C TUIOBBIMHU
KOH(UTypalusiMu ¥ HACTPOMKaMU MPOTrPaMMHBIX, TPOTrPAMMHO-ANIMAPATHBIX CPEICTB
JOJIKHBI COJIEPIKATh:

nepedeHb MHGOPMAIIMOHHBIX CUCTEM W (WJIM) OTIEIBHBIX THUIIOB (KJIACCOB)
IIPOrPaMMHBIX, MPOrPaMMHO-ANMNAPATHBIX CPEIACTB, K KOTOPBIM YCTAHABIMBAIOTCS
TpeOOBaHUS K HACTPOMKaM U KOH(UTYpalusaM U MOJUIekKAIINX KOHTPOJIO B paMKax
KOHTPOJIsI KOH(PUTypaLInii;

ONMMCAHWE HACTPOWKUM M KOH(DUrypauuu i Kaxaoro tuma (Kjacca)
MPOTrPaMMHBIX, MPOrPAMMHO-AMMAPATHBIX CPEICTB, CETMEHTOB HH(MOPMAILIMOHHBIX
CUCTEM, B OTHOILIEHUHU KOTOPBIX OCYIIECTBISETCA KOHTPOJb KOH(QUTypauuid, B TOM
qHCIIe:

OMHCAaHWE HACTPOMKHM M KOH(QUTYpalu MPOTrpPaMMHBIX, MPOrpaMMHO-
anmnapaTHBIX CPEICTB, MPEAHA3HAYCHHBIX JIJIs1 00eCTIeueH s JOCTYTa OJIb30BaTeNeh K
cetu «IHTEpHETY;

ONMMCAHWE HACTPOMKM U KOHPUTYypalMyd MPOrpaMMHBIX, MPOrPAMMHO-
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anmnapaTHbIX CPEJACTB, MpPEIHA3HAUYECHHBIX I OOECHEYeHHUs YAAJEHHOIo JOCTYyIla
M0JIb30BaTENIeH, BKIIIOYasi TpeOoBaHUsI K 0OecrieueHnio 0€30MacHON JUCTAaHIMOHHON
paboTHI;

nepeyeHb MojapasfiefieHnid (paOOTHUKOB), OTBETCTBEHHBIX 3a HACTPOUKY
U YCTaHOBKY KOH(UTypaluil MmporpaMMHBIX, MPOrPaMMHO-ANIMapaTHBIX CPECTB,
a TaKKe 3a KOHTPOJIb KOHPUTypaluii ”HPOPMAITMOHHBIX CUCTEM;

MOPSIJIOK JACUCTBUM 1O U3MEHEHUIO HACTPOCK U KOH(MUTypaluii TPOrpaMMHBIX,
IPOrpaMMHO-aIMAPATHBIX CPEJICTB;

NOPSIIOK  IEHCTBUM TpU  OOHapy>KeHHH (PAKTOB HECAHKIIMOHUPOBAHHOIO
M3MEHEHUS! HACTPOCK W KOH(UTYpaluil MpOrpaMMHBIX, MPOTrpaMMHO-ANIapaTHBIX
CPEICTB.

TpeOoBaHus K yCHICHUIO:

1) koHTpONE KOH(pUTYpanuii WHPOPMAMMOHHBIX CHCTEM OCYIIECTBISICTCS
Ha OCHOBE JAaHHBIX aBTOMATHU3MPOBAHHBIX CHUCTEM cOOpa M XpaHEHHUS JaHHBIX
00 oObekTax wWHBEHTapu3zanuu u ux KoHurypamusx (CMDB-cucremsr).
ABTOMaTU3UPOBAaHHBIM CcOOp MJAaHHBIX 00 OOBEKTaX WHBEHTApHU3alUU JOJDKEH
OCYIIECTBIISITECS C MCHOJIb30BAHUEM BBIICICHHOW YYETHOM 3alHCH, KOTOPOH
HA3HAYCHBI MUHUMAJIbHO HEOOXOMMBIC npaBa TUTST POBEIACHUS
aBTOMATHU3MPOBAHHOTO cOOpa TaHHBIX.

3.3. Ynpasaenue ysizBumoctsimu (KY)

Heab: CBOEBpeMEHHOE BBISBICHUE YSI3BUMOCTEM MH()OPMAIIMOHHBIX CUCTEM,
OLICHKA WX KPHUTUYHOCTH, OIPEACIICHHE METONOB M NPHUOPUTETOB YCTPAHEHUS
YS3BUMOCTEH, a TAK)KE€ KOHTPOJIb 32 YCTPAHEHUEM YSI3BUMOCTEH.

TpeOoBanuss K  peajqu3aluu: YIPaBICHHE  YA3BUMOCTSIMHU  JOJDKHO
MpeayCMaTpUBaTh:

MOHUTOPHUHT YS3BUMOCTEHN U OLIEHKY UX IPUMEHUMOCTH;

OLICHKY YsI3BUMOCTEN;

OIpPEENIEHNE METOJOB U PUOPUTETOB YCTPAHEHHMSI YA3BUMOCTEN;

YCTpPaHEHHUE YSA3BUMOCTEM;

KOHTPOJIb YCTPAHEHHUS YSA3BUMOCTEH.

B xoge MoHMTOpMHTa YSI3BUMOCTEM M OLEHKM HX [PUMEHUMOCTH
OCYUIECTBJISIIOTCS. BBISIBJICHUE YSA3BUMOCTEM HAa OCHOBAaHUM JAHHBIX, IMOJTYYaeMBbIX
13 BHEmHHUX (0a3bl JAHHBIX HU3BECTHBIX YA3BUMOCTEH, O(UIMAIbHBIE PECYPCHI
pa3pabOTUYMKOB MPOTPAMMHBIX CPEJACTB, CIELHUAIU3UPOBAHHBIE MyOJIMKAIUH,
(bopyMbl, HHBIE UCTOYHUKHN) U BHYTPEHHUX (CPEACTBA aHAIN3a 3alUIIEHHOCTH, HHBIC
CpeICTBa 3alllMThl MH(POpPMAIMH, AAHHBIE O COCTAaBE€ MPOTPAMMHBIX, MPOrPAMMHO-
anmapaTHbIX CpEJICTB) HMCTOYHUKOB, W MPUHATHE PELIEHHS O NPUMEHHUMOCTU
YSI3BUMOCTEN K MHPOPMAILIMOHHBIM CHCTEMAM.
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B xome OLEHKM ySA3BUMOCTEM OIpENENseTcss YypPOBEHb KPUTHYHOCTH
YSI3BUMOCTEM  NPUMEHUTEIBHO K  HMH(MOPMAIMOHHBIM  CHUCTEMaM  OpraHa
(opranuzanun).

B xoxme ompezaeneHus METOJOB W NPUOPUTETOB YCTPAHEHHUS YSA3BUMOCTEH
ONpENENSIeTCS MPUOPUTETHOCTh YCTPAHEHHS YSI3BUMOCTEH M BBIOMPAOTCS METOIbI
UX YCTpaHEHHs: OOHOBJICHHE IMPOTPAMMHOIO obecreueHus U (WiM) MPUMEHEHHE
KOMIIEHCUPYIOIIHUX MEP 3aIUThl UHPOPMAIUK.

B xome ycTpaHeHus ysA3BUMOCTEM NPUHMMAKOTCS MEpbI, HAalpaBJICHHbIE
Ha yCTpaHEHHE WIM HMCKIOYEHHE BO3MOYKHOCTHU MCIIOIb30BaHUS (IKCIUTyaTalUH)
HapyLIMTEJIEM BbISIBICHHBIX ySI3BUMOCTEN. Bpems, B TeueHne KoToporo J10JIKHbI ObITh
MPUHATBL MEPBI MO YCTPAHEHHIO YSI3BHUMOCTEW, ONpPENENseTCs UCXOId U3 YPOBHSA
KPUTUYHOCTH YSI3BUMOCTH U B COOTBETCTBUU C TPEOOBAHUSAMU O 3aIUTE HHPOPMALIHH,
yrBepxkaeHHbiMu OCTOK Poccun.

B Xome KOHTpOds yCTpaHEHUs YSA3BUMOCTEH OCYILECTBISIOTCA COOp
U 00padoTKa JaHHBIX O IMpOLECCe YIpaBICHUs YSI3BUMOCTSIMU M €ro pe3yJbTaTax,
a TaK)Ke IPHUHIATHE PELICHUI IO YIYYIICHUIO JaHHOTO IpOoLEecca.

[Ipouecc  ympaBieHus  yA3BUMOCTSAMH  OpPraHM3yeTrcss Ul BCEX
MH()OPMAIIMOHHBIX CHUCTEM OIEpaTopa M JOJDKEH MPEAyCMATPUBAThH IMOCTOSIHHYIO
Y HENPEPBIBHYIO aKTyalIN3alHUI0 CBEICHUI 00 yA3BUMOCTSIX U COCTABE MPOTPAMMHBIX,
MIPOrpaMMHO-ANMAPATHBIX CPEACTB MH(POPMALMOHHBIX cucTeM. [lpu u3MeHeHuu
cTaTyca YsS3BUMOCTEH (MPUMEHUMOCTh K HH(MOPMALMOHHBIM CHCTEMAaM, HaJlU4due
UCIPABIICHUH, YPOBEHb KPUTHMYHOCTH) JOJIKHBI KOPPEKTHPOBATHCS CHOCOOBI HX
YCTpaHEHHUS.

TpeOGoBanuss K  JOKYMEHTHPOBAaHUIO: BHYTpeHHUN  perliamMeHT 1Mo
VIPABJICHUIO YSI3BUMOCTSIMU UH(POPMALIMOHHBIX CUCTEM JIOJIKEH COJIEPKaTh:

nepeyeHb nojpasefeHuii (pabOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3AIUI0 U
KOHTPOJIb YIpaBJCHUS YA3BUMOCTSAMH, a TakK€ YYacTBYIOUIMX B peau3aluu
MPOLIECCOB YINPABIEHUS YA3BUMOCTSAMU, HMX O00sS3aHHOCTH ((PyHKIIMM) W TMpaBa
(montHOMOYMSA);

ONMCAHHWE OIEepalui, OCYLIECTBISEMbIX NPH MOHHUTOPHHIE YSA3BUMOCTEN
M OLUEHKE WX  [PUMEHHMOCTH, T[€pEeYEHb  MCIOJHUTENEH  Omepaluid,
MPOJIOJKUTENLHOCTD peAIM3allK, BXOIHbBIE U BBIXOHBIE JAHHbBIE, UCIIOJIb3yEeMbI€ TIPU
MOHUTOPUHIE YA3BUMOCTEN U OLICHKE UX MPUMEHUMOCTH;

OMMCAHKE ONepalii, OCYIIECTBIAEMbIX MPU OLEHKE YSA3BUMOCTEH, MepeyeHb
WCIIOJIHUTEJIEH OTepalfii, MPOJAOIHKUTEIbHOCTh Pealli3allii, BXOJHbIE U BBIXOJHBIC
JAHHBIE, UCIIOJIB3YEMBIE MPU OLIEHKE YSI3BUMOCTEW;

ONHMCAHWE ONEpPALMI, OCYUIECTBISEMbIX HpPH ONPENEIEHUU METOJIOB
U TPUOPUTETOB YCTPAHEHHUs YA3BUMOCTEW, IEPEUYEHb MCIIOIHUTEIEH OIlepanui,
IIPOJIOJKATEIBbHOCTD PEAJIU3ALINH, BXOHBIE U BBIXOJHBIE JAHHBIE, UCIIOJIb3yEMbIE TIPU
ONPENEICHUN METO0B U IIPUOPUTETOB YCTPAHEHUS YS3BUMOCTEH;
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ONMCAHWE OIEpalnii, OCYIIECTBISIEMbIX NP YCTPAHEHHUH YSI3BUMOCTEH,
NEepEUYEHb UCIIOJHUTENEH ONepaluid, MPOAOKUTEIbHOCTh pealu3alii, BXOJHbIE U
BBIXOJIHBIE JTAHHBIE, UCIIOIb3YEMbIC IIPU YCTPAHEHUH YSA3BUMOCTE;

ONMCAaHWE  OIEpalMi, OCYIIECTBISIEMBIX IIPU  KOHTPOJIE  YCTPAaHEHHMS
YA3BUMOCTEM, IIEPEUEHDb UCIIOIHUTEIIEN ONEPALUH, IPOJOJIKATEIBHOCTD PEaIn3alu,
BXOJHBIE M BBIXOJAHBIE JAaHHBIE, MCIOJbB3YEMBIE MPHU KOHTPOJIE YCTPAHEHUS
YSA3BUMOCTEW;

CXEMbl B3aUMOJCHCTBUSL TMOJpa3AeieHui (paOOTHUKOB) TIPU pean3aluu
omepalui Mo yrnpaBJIeHUIO YA3BUMOCTIMU.

TpeOoBaHus K yCHIICHUIO:

1) nast  ynpaBieHHS YSI3BUMOCTSMHU  HCIIONB3YIOTCSI  aBTOMATH3HPOBAHHBIC
CUCTEMBI YIIPaBJICHUS YA3BUMOCTSAMH;

2) Ay MOHUTOPHHTA YSA3BHMOCTEH TPUMEHSIOTCS CPEICTBA aHajw3a yrpos,
B ToM unciie TI-mnardopmer;

3) ms  OLIGHKM TNPUMEHHUMOCTH  YS3BUMOCTEH WCIIONB3YIOTCS  JIaHHBIC,
colepKaliuecss B aBTOMATH3MPOBAHHBIX CHCTEMax cOoOpa W XpaHEHHUs JaHHBIX
00 00beKkTax MHBEHTapu3aluu 1 ux koHpurypanusx (CMDB-cucremsr);

4) i KOHTPOJISL YCTPaHEHUS YS3BHUMOCTCH HCHOJB3YIOTCS PE3yIbTAThI
MOHUTOPHUHIA HH()OPMALIMOHHOM O€30MaCHOCTH WJIH YIIPABIEHUS OOHOBICHUSIMU, UIH
yIpaBiieHUs] KOH(DUTYpAITUSIMH.

3.4. Ynpasienue ooHoBJeHussMu (KO)

Hean: CBoeBpeMeHHAs] yCTaHOBKA OOHOBJICHUHN MPOTPAaMMHOTO OOeCIeUeHus,
YCTPAHSIIONTUX YA3BUMOCTH.

TpeboBanuss Kk peaau3anuu: YIpaBJieHUE  OOHOBJICHUSMH  JOJDKHO
MIPEeTyCMaTPUBATD:

KOHTPOJIb aKTyaJIbHOCTH BEpPCHH MPOTPAMMHBIX, MPOTPaMMHO-AIMTapaTHBIX
CpPEICTB;

MOJIy4eHHEe OOHOBJICHUH MPOTPaMMHBIX, MPOTPAMMHO-AMITAPATHBIX CPEICTB
W3 UCTOYHHUKOB, COACPIKANINX MEXaHU3MbI MPOBEPKU MOJJIMHHOCTH U IEIIOCTHOCTU
OOHOBJICHHIA;

MPOBEPKY TOJJIMHHOCTH M IEJOCTHOCTH OOHOBJICHHH IPOTrPAMMHBIX,
MIPOTrPaMMHO-AIAPATHBIX CPEICTB;

TECTUPOBAHUE OOHOBJICHHM JI0 WX MPUMEHEHHUS B KOHTYpaX MPOMBIIIICHHON
AKCIUTyaTariii HH(OPMAITMOHHBIX CUCTEM;

pa3paboTKy  Oe30macHBIX HACTPOCK W  KOH(UTyparuii  OOHOBIICHUU
MIPOTPAaMMHBIX, IPOTPAMMHO-AIAPATHBIX CPENCTB (IIPU HEOOXOIUMOCTH);

MpUMEHEHUE OOHOBIICHUN MPOTPAMMHBIX, MPOTPAMMHO-AIAPATHRIX CPEICTB
B KOHTYpax MPOMBINIICHHON dKCIUTyaTalui WH(OOPMAIMOHHBIX CUCTEM;
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BO3MO>KHOCTh OTMEHbI OOHOBJIEHUH ITPOrPaMMHOT0 00€CIIEYEeHUs], B TOM YHUCIIE
BO3MOKHOCTbh BOCCTAHOBJICHUS IIPOIPAMMHOTO 00€CIIEUEHMSI U3 PE3EPBHOM KOIUU.

Pemenne o0 npuMeHeHUM OOHOBJIEHMH HPOrPpaMMHOrO  OOECHedEHHUs
MIPUHUMAETCS noApa3eIeHuEM (paboTHHKaMN), o0ecIieunBaroIuM
GyHKIIMOHUPOBaHUE HHPOPMAITMOHHBIX CUCTEM, MO COTJIACOBAHUIO CO CTPYKTYPHBIM
MO/Ipa3/IeJIEHuEM, CIIEHHATMCTaMU M0 3amuTe uHpopmanuu. [lopsaok npuMeHeHus
OOHOBJICHUH NIPOrpPaMMHOI0 OOECIHEUEHUs] YCTAHABIMBAETCS BO BHYTPEHHHX
pernameHTtax. HacTpoiiku u  KOHQUrypauuu OOHOBJIEHHH  HPOrPaMMHOTO
o0ecrniedyeHus ONpeAeIsIoTCsS BO BHYyTPEHHUX CTaHAapTax.

JUis mpuMeHeHusT OOHOBJIEHMM MPOTrpaMMHBIX, IPOrpaMMHO-ANINapaTHBIX
CpelnCcTB B MH(DOPMAMOHHOW MHPPACTPYKTYpE onepaTopa AOJKEH ObITh pa3BEPHYT
U (YHKIMOHMPOBATh BBIJCICHHBIA CEBEp OOHOBICHMW, MpeAHa3HAYEHHBIN
JUISL UX PacipoOCTpaHEHUsI M YCTAHOBKM B MH(OPMALMOHHBIX CHUCTEMax. 3arpyska
U YCTAaHOBKa B PEAJbHOM PEXHUME BPEMEHH (OHJIAlH) OOHOBJIEHHUI NMPOTrpPaMMHBIX,
IIPOrPaMMHO-ANIAPATHBIX CPEJACTB HE JOIMYCKAECTCS 32 HCKIOYEHUEM CIIy4aeB, KOrjaa
peajii30BaHa NpPOBEpKa ILEJIOCTHOCTH U AyTEHTUYHOCTH OOHOBJIEHUI HAa OCHOBE
cepTu(uKaToB 0€30MaCHOCTH C MPUMEHEHHEM POCCUHCKHX KpPUITOrpapUuecKux
CTaHAapTOB.

Cpoku mpuMeHEHUs OOHOBJIEHUH MNPOrpaMMHBIX, MPOTPAMMHO-ANNapaTHbIX
CPEICTB, NPEIHA3HAUYCHHBIX JUISl YCTPAHEHHS YSI3BUMOCTEH, YCTaHABIMBAIOTCA
BO BHYTPEHHEM pErjaMeHTe MO 3amuTe UH(OpMAalMu B 3aBUCHMOCTH OT CPOKOB
YCTPAHEHMS YSA3BUMOCTEM COOTBETCTBYIOIIMX YPOBHEH OIACHOCTH U PHUCKOB,
CBSI3aHHBIX C MPUMEHEHHEM OOHOBJIEHHH NMPOTPaMMHBIX, MPOTPaMMHO-aINIapaTHBIX
CPEICTB.

TpeOoBanuss K  JOKYMEHTHPOBAHUIO: BHYyTpEHHUN  perllaMeHT Mo
YIPABJICHUIO OOHOBJIEHUSIMH JIOJKEH COJIEPKATh:

nepedyeHb MNoJpa3aeneHuil (paObOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3ALMIO
M KOHTpOJIb YTNpaBlieHUs OOHOBJEHUSIMU, a TaKXKe€ YYacTBYIOUIMX B peaau3aluu
MPOIIECCOB YIPaBJICHUS OOHOBJICHUSAMH, HMX O00s3aHHOCTH ((QYHKIMHM) U TpaBa
(montHOMOYMSA);

OIKCaHUE OIEepalnii, OCYIIECTBISEMBIX NIPU YIPaBICHUN OOHOBICHUSIMH,

CXeMbl B3aMMOJCHCTBUS MOApPA3ACICHUl (PaOOTHUKOB) NpPH PpeaTU3aLMU
oriepaluil o yrnpapJIeHUI0 OOHOBICHUSIMH.

TpeOoBaHus K yCHICHUIO:

1) nast  KOHTPOJISL aKTyaJlbHOCTH BEPCHH MPOTPAMMHBIX, POTPAMMHO-
anmnapaTHbIX CPEICTB UCITOJIB3YIOTCS JAHHBIE, coZiepKalmecs
B aBTOMATHU3HPOBAHHBIX CHUCTEMax cOOpa W XpaHEHUA JMJAHHBIX 00 OO0BEeKTax
WHBeHTapu3aluu u ux koupurypamusax (CMDB-cuctemsr);

2) it TECTUPOBaHHMsSI ~ OOHOBJIIGHWH ~ NPHMEHSETCS ~ TECTOBas  30HA
UH()OPMAIIMOHHOM CUCTEMBI («KIIECOUYHHUIIAY);
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3) i npuMeHeHUsT OOHOBIICHHM MPOrPAMMHBIX, MPOTPAMMHO-AIMIMAPATHBIX
CpelcTB B MH(MOPMAIMOHHOW MHPPACTPYKTYpE omnepaTopa JAOJKEH ObITh pa3BEPHYT
U QYHKIIMOHUPOBATH BBIJICJIICHHBI UCTOYHUK (CETMEHT MH(OPMAIIMOHHON CHUCTEMBI)
OOHOBJIEHUM, TpPEIHA3HAYECHHBIA JUIsI MX PAcOpOCTPAaHEHUST U  YCTaHOBKHU
B MH(POPMAITMOHHBIX CUCTEMAX.

3.5. O0ecneyenne 3aMTHI HHpopManu npu 00padoTKe, XpaHEeHUHU
1 o0pameHnu ¢ nHpopmanueit orpann4deHHoro nocryna (O/1)

Heanb: NckimoueHne  HEMPaBOMEPHOTO  paclpoOCTpaHeHUs  UHOOpMAIUU
OrPaHUYEHHOr0 JOCTyNa IpH 00pabOTKe, XpaHEHUU M OOpallleHuu ¢ Hel (maiee —
oOparenue ¢ nHopManueld OrpaHMYEHHOTO JOCTYIa) BHE 3aBUCHMOCTH OT (POPMBI
MIPEACTABICHUS] HH(POPMALIUU.

TpeGoBanusa k peanuzanuu: 3anmmra HHPOPMAMK TPU  OOpalICHUU
¢ uHGopMaIreil OrpaHMuEHHOTO JOCTYyNa JOHKHA MPeycMaTpUBaTh:

OIIpE/IEIICHHE nepeyHs uHbopMauu OTPaHUYEHHOTO J0CTyTa
Y TIpEeIHa3HAYCHHBIX JJIsl €€ XPaHEHHUs MPOTPaMMHO-aNNapaTHBIX CPEJCTB, BKIIIOUAS
ChEMHBIE BHEIIHUE CPEICTBA XpaHeHHsI HH(popManmu;

o0OecrieyeHue  JOCTynma K  HMH(POpPMalMM  OTrPaHUYEHHOro  JOCTyNa
U TIPEHA3HAUYCHHBIX ISl €€ XPaHEHHUs MPOrpaMMHO-aIapaTHBIM CPEICTBAM TOJIBKO
TEM JIHIaM, KOTOPBIM TaKOW MOCTYH pa3pelieH B COOTBETCTBUU C BHYTPECHHUMH
perjiaMeHTaMH T10 3aiuTe HHHOPMAIIHH;

KOHTPOJIb Tepeiadu, pacpOCTPaHSHHI HH(POPMAIIMK OTPAHUYEHHOTO JI0CTyTa
B MH(MOPMAIIMOHHOW CHCTEME, B TOM YHCJI€ KOHTPOJbL BBIBOJA HHGPOPMAIUH
OTPAaHUYEHHOTO JOCTYTA U3 UH(POPMAIIMOHHOU CHCTEMBI;

KOHTPOJIb M  perucrpamuio Bcex (akToB JocTyna  IOJdb30Baresei
K TIPOrpaMMHO-aIMapaTHBIM CPEJICTBaM, B KOTOPBIX XPAHUTCA WHGPOPMAIIHS
OTPaHUUYEHHOTO J0CTyMa, ()aKTOB BHIBOJIA HH(POPMAIIMN OTPAHUYCHHOTO JOCTYIa U3
UH()OPMAITMOHHOM CUCTEMBI.

K wuHbopManmu OrpaHM4eHHOrO JAOCTYIA CIIEAyeT OTHOCUTH CBEICHUS, IS
HOCHUTEJIEH KOTOPBIX YCTAHOBJICHA OTPAaHUYHTENIbHAS TOMETKA <«JIJIsi CIIy)KEOHOTO
MOJIb30BAHU», NEPCOHANIbHBIE JAaHHbIC, CBEJACHHS, COCTABIISIIOIINE KOMMEPYECKYIO
TaliHy, ¥ WHBIE BHJbI WH(OOpPMAIUHU, JOCTYI K KOTOPOH OTpaHWYCH B COOTBETCTBHUU
c denepanbHBIMU 3aKOHAMH, HOPMATHBHBIMH TPAaBOBBHIMU akTamu IIpesmmeHra
Poccuitickon Oenepannu u IlpaBurenscrBa Poccuiickon denepamnuu.

B cmydae yTpaThl HEOOXOIUMOCTH XpaHEHUs HH(POpPMAIUA OTPAaHUUYEHHOTO
J0CTyTa JOJDKHO ObITh 00ecredeHo yaajaeHue (CTupaHue) ykazaHHOW WH(opmanuu
u (opmaTupoBaHME MAIIMHHBIX HOCHUTEJEH, MNpOrpaMMHO-aNMapaTHbIX CPEACTB
XpaHeHus: HMH(OPMALUK OTPAaHWYEHHOTO JocTyna (MpU HATUYMH TEXHUYECKOU
BO3MOKHOCTH).
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[Tpu HEOOXOAMMOCTH Iepenayu MPOrpaMMHO-ANIMAPATHBIX CPEJCTB XPAHEHUS
MHPOpMALMU OTPAHUUYEHHOTO JIOCTyIla B CTOPOHHHME OpraHU3allUuy JJIs PEMOHTA,
TEXHUUYECKOTO  OOCIY)KMBAHHWA WJIM  JAJNBHEHIIEr0  yYHUYTOXKEHUS  JIOJKHO
o0ecrneunBaThCs CTUPaHUE HHPOPMAITUU OTPAaHUYCHHOTO TOCTYIIA MMyTEM Mepe3anucu
MeCcT XpaHeHus ¢alaoB CIydyalHON OWTOBOW IOCIIEIOBATEIHLHOCTHIO, YAAICHUS
3amucH o (paitiiax, oOHyJIeHHE KypHaia (paifIoBON CHCTEMBI WITH TTOJTHOM ITepe3arvcH
BCEro aJpEecHOro0 MIPOCTPAHCTBA MAIIMHHOTO HOCHUTENS HHQOpMAIUM ClIydailHON
OMTOBOI IOCJIENOBATENBHOCTBIO € MocieAyomuM ¢opMatupoBanueM. llpu
OTCYTCTBMM BO3MO>KHOCTH (DOPMATHPOBAHUS JOIYCKAETCSl MIPOBEJIEHUE PEMOHTHBIX
paboT UM YHUYTOXKEHUS B IPUCYTCTBUU COTPYIHUKA (pabOTHHKA) onepaTopa.

[Ipu BbIBOZAE M3 3KCIUTyaTallUd MPOTPAMMHO-ANNapaTHBIX CPEICTB XpaHEHUs
MH(}OpMaAMU OIPaHUYEHHOTO JIOCTYIA OCYIIECTBIISIETCS (PU3NYECKOE YHUUYTOKEHUE
TaKMX CpEACTB WJIM YHUYTOKEHHE COJAEp)Kalleics Ha HUX HUHPOPMALMH
C HCIIOJIb30BAHMEM CpPEJCTB YHUUTOXKEHMs (cTUpaHusi) uHpopmauuu. CrocoObl
(U3MYECKOTO YHUUTOXKEHMSI CPEACTB XpaHEHUs HMHQPOPMAlUU JIOJKHBI OBITh
oIpe/iesieHbl BO BHYTPEHHUX PETJIAMEHTax 110 3aluTe HH(OpMaluu.

B oTHOmeHun cpenctB XpaHeHUS HHPOpPMAIMM OrPaHUYEHHOTO JOCTYyIa
JOJIKHBI OBITh MPUHSTHI MEPBI (PU3NUECKOMN 3aLTUTHI.

Koutpons 006pa®oTku, XpaHeHuss HHPOPMALMUU OTrPaAaHUYEHHOIO JOCTyNa
B IPOrpaMMHO-AIIMAPaTHBIX CPEICTBAX M €€ MepeJayd JOJDKEH O00ecrneduBaThCs
B COOTBETCTBUU C BHYTPEHHUM PETJIAMEHTOM IO 3alUTe HHPOPMALIUH.

O ¢akrax HEmpaBOMEPHOI'O PACHpPOCTPaHEHUs MH(OpPMALMHU OTPaHUYEHHOI'O
J0CTyMNa U (WIM) JOCTYyIa K CPEJCTBAM €€ XpaHEHHs I0JKEH ObITh HE3aMeIUTEIbHO
MpOUH(POPMUPOBAH  PYKOBOJIWUTENh  omeparopa (oOmamarenss  uHbopmaiun),
OTBETCTBEHHOE JIULIO.

TpedoBanus K AOKYMEHTHPOBAHUIO: BHYyTpeHHUI perjaaMeHT,
ONPENENSIOMUN MOPSIOK 3alUThl MHPOPMALUKU MpU 0OpallleHnu ¢ UHPopMauuen
OTPaHUYEHHOTO JIOCTYIIA, JOJKEH CONepPKaTh:

nepeyeHb MH(OpPMAalUKU OrpaHUYEHHOIO JOCTyNa M MpeJHa3HAYCHHBIX MJIs
€€ XpaHEHWs MPOTrpaMMHO-aNNapaTHBIX CPEACTB, BKJIIOYAs CHEMHBIE BHEIIHHE
CpeacTBa XpaHeHHs HH(OpMaLIUK;

nepedyeHb Jul (KaTeropui JHl, poJield MOoJIb30BaTENeH), KOTOPbIM AOCTYI
K HWHGOPMALMK OTPAaHUYEHHOIO JIOCTYNa pa3pelieH JUIsl BBIIOJHEHHUS CBOHUX
oOs3aHHOCTeW ((PyHKUMI), W COOTBETCTBYIOIIMX oOOs3aHHOCTEeH (PyHKIMI),
TpeOYIOIIUX AOCTyNa K MH(pOpMAIIMK OTpaHUYEHHOTO JI0CTYTIA;

NIEPEYEHb [TPOrPaMMHO-AINIAPATHBIX CPEJICTB, IPEIHA3HAYEHHBIX JIJIS1 XpPaHEHUS
uH(pOpPMallMK OrPaHUYEHHOTO JOCTyMa, MOJJISKAIINX YUeTy, MOPAJOK ydeTa TaKhX
CPEIICTB;

NOPSAIOK  YHUYTOXKEHHUS  IPOrPAMMHO-ANIApPAaTHBIX  CPEACTB  XPaHEHUS
MH(POpMaIMU OrPAaHUYEHHOIO JA0CTyNa U (WIN) UX ChEMHBIX MALIMHHBIX HOCUTENEH
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uHpopMauy;

NepeUeHb U COACP>KaHUE MEPOITPUSATUH 110 KOHTPOJIIO 32 XpaHEHHUEM, Tiepeiauei
U pacrpocTpaHeHrueM HHGOpMAIIMKU OTPAHUYEHHOTO JIOCTYIIA, a TAKKE UCIIOJIb3YyEeMbIX
IpU TMPOBEACHUU TAKUX MEPONPUATHN MPOrpaMMHBIX, MPOTPaMMHO-AIMIMapaTHBIX
CPEJICTB;

MepeueHb TMojapa3fcieHnid (paOOTHUKOB), OTBETCTBEHHBIX 3a KOHTPOJb
XpaHEHHMsl, Tepeaul U pacrnpocTpaHeHUss MH(OpMAIMU OTPaHUYEHHOrO JIOCTYTIA,
ux 00s3aHHOCTH ((DYHKIIMN) U TIpaBa (MMOJTHOMOYHS );

MOPSJIOK YCTAHOBJICHUS TPUYMH HEMPABOMEPHOrO JIOCTYyMa TOJIb30BaTesen
K TpOrpaMMHO-alNapaTHbIM CPEACTBAM, B KOTOPBIX XpaHUTCA HUHGOpMaLUs
OTPAaHUYEHHOTO JOCTyIa, HEMpPaBOMEPHBIX PACIpPOCTPAHEHHsI, BHIBOJA, IMEpeAadn
uH(GOpPMaIlMK OTPAHUYEHHOTO JOCTYyMa U3 UH(POPMAITHOHHON CUCTEMBI;

CXEMbl B3aWMOJCHCTBUS MOApPA3ACICHU (paOOTHUKOB) MpH pean3aluu
MEpOIPUATHIA 1O KOHTPOJIIO TMEpefadyd M paclpoCTpaHeHUs HHpopmanuu
OTPaHUYEHHOTO JTOCTYyTA (TIPU HEOOXOTUMOCTH).

TpeOoBaHus K yCHIICHUIO:

1) xpaHenne WHGOPMAIUK OTPAHMYCHHOTO JOCTylla B  MPOTPAMMHO-
anmapaTHBIX CPEJICTBAaX XpaHEHHs B 3amM(pPOBAHHOM BHJE C HCIOJIb30BAHUEM
U (GPOBANBHBIX (KPUITOrPAPUUECKUX) CPEACTB 3aIUTHl HHPOPMaLIUY;

2) obecrieueHre XpaHEeHUsI HHOOPMAIK OTPAHUYCHHOTO JOCTYIA HA YYTEHHBIX
ChEMHBIX BHEIIHHX CPEACTBaX XpaHEHHWs WH(POpPMAIMH, C MPUCBOCHUEM YUETHBIX
JaHHBIX (PETUCTPALIMOHHBIX HOMEpOB). B KkadecTBe perucTpallMOHHBIX HOMEPOB
MOTYT HCHOJIb30BaThCs MJIEHTU(UKALMOHHBIE (CEpHUIHbIE) HOMEpa CpEeACTB,
MIPUCBOEHHBIX MMPOU3BOJUTENSIMUA 3TUX CPEJICTB, HOMEpAa HHBEHTAPHOIO YY€Ta, B TOM
YrCIIe HTHBEHTAPHbBIE HOMEPa TEXHUUECKHUX CPE/ICTB, UMEIOIINX BCTPOSHHBIC HOCUTENN
nH(pOpPMaINH, U UHBIE HOMEPA;

3) obecrieueHre MapKUPOBKHM MAIIMHHBIX HOCUTENICH MH(OpMAIH, ChEMHBIX
BHEITHUX CPEJCTB XpaHEHUS HHPOpPMAIMH C HCMOJb30BaHHUEM pPATUOYACTOTHBIX
METOK, HMHBIX TEXHOJOTHH, 00eCIeyuBalOIUX OAHO3HAYHYIO HACHTU(UKALUIO U
KOHTPOJIb UCIIOJIb30BAHUS HOCUTENICH, CPEICTB;

4) obecrieueHue XpaHeHUs IpOrpaMMHO-aIapaTHbIX CpPEICTB,
NpelHa3HaYeHHBIX I XpaHeHWs] WHQPOpPMAIlMM OTrPAaHUYCHHOTO [OCTymna, B
MOMEIIEHUAX, CHEIHATbHO  MpeIHA3HAYEHHBIX [UIsl  XpaHEHUs  HOCUTENeH
uHpopmanuu;

5) npuMeHeHHe aBTOMATH3UPOBAHHON CHCTEMBl KOHTPOJS —(pU3MUECKOTro
JIOCTylla B TIOMEHICHHS, B KOTOPBIX OCYIIECTBISIETCS XPAaHEHUE CPEACTB,
npeIHa3HaYeHHBIX JUIsl XpaHeHUs WH(OpPMalliK OTPAaHUYEHHOTO JOCTYTA;

6) oOecrnieueHre KOHTPOJISI MIEPEMEIICHUST UCTIONBb3YEMBIX B UH(POPMAIIMOHHOM
CHUCTEME CBEMHBIX BHEIIHUX CpPEICTB XpaHEHUs HH(OpPMALMU 3a MPEAebl
KOHTPOJUPYEMOU 30HBI;
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7) NpUMEHEHHE CPEJICTB 3alUThl OT HEMPABOMEPHOH Nepeauu HHPOPMAIIUU U3
nH}opMaroHHOM cucteMsl (B ToM uncie DLP-cuctem u cpeicTB o IHOHAMPABICHHOM
nepeaayu HHGOpPMaIIH ),

8) aBTromMaTHUeCKOe MAapKHPOBAaHHWE HOCUTEIS WHQPOPMAIMU IIPH  BBIBOJIC
nH(}OpMAIUU OTPAaHUYCHHOTO JJOCTYIIA HA MeYaTh.

3.6. Odecnieyenne 3aMTHI MHGOPMAIIUM NIPH UCIIOJIb30BAHUI
KOHEYHbIX ycTpoiicTB (3Y)

Hennb: MckinroueHne  BO3MOXKHOCTM ~ HECAHKIIMOHMPOBAHHOIO  JOCTYyIIA
K MH(OPMAIIMOHHBIM CHCTEMaM U KOHEYHBIM YCTPOMCTBAM MJIM BO3ACHCTBUS HA HUX
yepe3 MHTep(eichl, HEMOCPEICTBEHHO B3aUMOJICUCTBYIOIMINE ¢ ceThio «MHTepHeT»
1 (Wam) HocTymnHble u3 cetu «MHTepHEeT.

TpeOoBanusa k peaguszanmu: 3aura HHPOPMAIMM TPU HCIOJIB30BAHUU
KOHEYHBIX YCTPOMCTB JAOJDKHA IPEyCMaTpUBATh:

IIPEIOCTABICHUE HAa KOHEYHBIX YCTPOMCTBax JocTyma K cetu «MHTepHEeT»
TOJIbKO PaOOTHHMKAaM, KOTOPbIM TaKOW JOCTYN HEOOXOIUM JJisi BBINOJIHEHUS CBOUX
oOsa3aHHOCTEN ((PyHKIIMIN);

peanu3alyi0 Ha KOHEUYHBIX YCTPOWCTBaX Mep MO 3aluTe HHPOPMALHUH
OT HECAaHKIIMOHUPOBAHHOTO JOCTYIa;

OCYUIECTBJIEHUE HA KOHEUHBIX YCTPOMCTBAX MOHMUTOPUHTA M aHAJIM3a ITPOLIECCOB
U COOBITUH C LIEJIBIO BBISIBJICHUS aKTYyaIbHbBIX YTPO3;

NPEAYNPEXICHNAE TIOJIB30BATENS O MPOU3OLIECIIINX HA KOHEYHBIX YCTPONUCTBAX
COOBITHAX 0€30MaCHOCTH.

[IpenocraBnenue  modb3oBarensiM  jgoctyna Kk cetu  «MHTepHET»
C UCIOJIb30BAaHUEM KOHEUHBIX YCTPOMCTB AOJIKHO OCYIIECTBISTHCS MOAPA3ICIECHUEM
(paboTHMKaMHK), 00ECIEYUBAIOIINM (PYHKIMOHUPOBAHHE UH(POPMALIMOHHBIX CUCTEM,
B COOTBETCTBHUH C 3asiBKAMU MOJPA3ACICHUM, IKCILTyaTUPYIOIUX UH(POPMALIMOHHBIE
CUCTEMBI, COIJIACOBAHHBIMH CO CTPYKTYPHBIM IOJAPA3/EIECHUEM, CIEHHAINCTAMU
10 3aIuTe HHPOPMAIIUH.

Ha KOHEUHBIX YCTPOMCTBax IOJDKHBI IPUMEHATHCS MPOrPaMMHBIE CPEICTBA,
MPOTOKOJIBl U MOPThI, UHTEP(ENChl, MUHUMAJIBLHO HEOOXOIUMBIE ISl BBINOJHEHUS
oOsi3aHHOCTeM ((PYHKIMI) TIONB30BAaTENC, CBSI3aHHBIX C JIOCTYIIOM K CETH
«IHTEpHETY.

N3meHenne HacTpoek W KOHQUTypaluuid KOHEYHBIX YCTPOWCTB JOJIKHO
OCYLIECTBJISATBCA IO  COTJIJACOBAHUIO CO  CTPYKTYPHBIM  IOAPA3ACIICHUEM,
CHEIHATUCTaMH 110 3aIIuTe HHPOPMAIUU.

KOHTposib  MCIOJIB30BaHUSI KOHEYHBIX YCTPOMCTB (aBTOMAaTHU3MPOBAHHBIX
pabouynx MECT TMOJNb30BaTeNeil) JODKEH OCYIIECTBISTHCS B COOTBETCTBHUH
C BHYTPEHHMMHM CTaHAAPTaMU U pErjlaMEeHTaMH 110 3aIUTe HHPOpMaLUK.
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[To Bcem ¢akTaM HECAaHKIMOHUPOBAHHOIO nocTyna B cerb «lHTepHeT»
WM U3 ceth «VHTepHEeT», HECaHKIMOHMPOBAHHOIO H3MEHEHHUs HAaCTPOEK
U KOH(pUTypaluii KOHEUHbIX YCTPONMCTB OTHOCUTEIBHO HACTPOEK M KOH(UTYypaluid,
YCTAaHOBJICHHBIX BO BHYTPEHHUX CTaHJIApTaX, CTPYKTYPHBIM MOJpa3IeICHHUEM,
CHeIHATUCTaMH TI0 3amuTe WH(GOPMAllMU MPOBOAUTCS AaHANU3 U BBIABISIOTCS
MPUYHMHBI TAKUX JOCTYIIOB, U3MEHEHUM.

TpeGoBanuss K JOKYMEHTHPOBAHHMIO: BHyTpeHHHE CTaHAapThl MO 3aIUTE
KOHEYHBIX YCTPOMCTB JOJKHBI COIEPKATh!

TpeOOBaHUS K COCTaBy IIPOTrPAMMHBIX CPEJCTB U CPENICTB 3aLIUThl HHPOPMAIIH
KOHEYHBIX YCTPOMCTB, UX HACTPOMKaM, KOHQUTYpaLUsIM;

TpeOOBaHMSI K COCTaBy IIOPTOB, HHTEP(ENCOB, MPOTOKOJIOB KOHEUYHBIX
YCTPOWCTB (aBTOMaTHU3MPOBAHHBIX pabouunx MECT TIOJIh30BAaTEICH),
C CIOJIb30BaHUEM KOTOPBIX pa3pelleH IOCTYI K ceTh « MHTepHET», U UX KOHTPOJIIO;

TpeOOBaHUSI K COCTaBy IIPOLECCOB U COOBITMH KOHEUHBIX YCTPOMCTB
(aBTOMATU3UPOBAHHBIX PA0OYMX MECT IMOJB30BATEIICH), MOUICKANINX MOHHUTOPHHTY
Y QHAJIM3Y C LIEJIBIO BBISIBICHUS aKTyaJIbHBIX YIPO3;

TpeOOBaHUSI K COOBITUAM O€30IaCHOCTH, MO KOTOPBIM OCYLIECTBISIETCS
MPENYNPEKICHUE TIOJIB30BATEIIA.

JleficTBus  moJnb3oBarens HOpu  pabOTe HAa  KOHEUHBIX  YCTpPOMCTBax
P OCYIIECTBIEHUN JOCTyna K ceTu «/IHTepHET» Onmpenenstorcsi BO BHYTPEHHEM
periamMeHTe, ONpPENEIAIOIIEM IOPSAAOK MPEIOCTABICHHS TMOJb30BATENSAM JOCTyNa
U3 MH(POPMALMOHHBIX cHUCTEM B ceTb «/HTEpHET» MW KOHTPOJIS HCIOJIb30BAHUS
KOHEYHBIX YCTPOWCTB B CIIy4ae B3aUMOJEUCTBUSA C CEThIO «IHTEpHET.

TpeboBaHus K yCHICHUIO:

1) Ha KOHEYHBIX YCTPOHCTBax (aBTOMATHU3UPOBAHHBIX pPa0OYMX MecTax
MOJI30BATENEH) JTOJKHBI MPOBOJUTHCS KOHTPOJIb U pErucTpauusi (pakToB JIOCTYIA
Kk pecypcam cetu «MuTepHer» Ha ocHoBe URL-¢punpTpanmu, penyTanroHHBIX
(GuUIbTPOB, TMOTOKOBBIX AHTUBHUPYCOB, BEIECHHE U OOCITY)KMBaHUE KOTOPBIX
OCYULIECTBJISIETCS CTPYKTYPHBIM TOAPA3ACIICHUEM, CIEUUAIUCTAaMU IO 3alluTe
uH(popmaIuu.

3.7. Ob0ecnieyenne 32U THI HHpOpPMAIMH TPU TPUMEHEHNH MOOMIBHBIX
yerpoiicts (MY)

Heab: MckmroueHne  BO3MOXXKHOCTM  HECAaHKLUMOHUPOBAHHOIO  JOCTyIHa
K MHPOPMAIMOHHBIM CHCTEMaM U CoOJepXKalleiics B HHUX HH(pOpMaluu,
a TaKXe K B3aUMOJICHUCTBYIOIINM C HUIMH MOOMJIBHBIM YCTPOMCTBAM M COJEpIKaIIeHCs
B HHUX HMH(QOpMAIMK 4Yepe3 KaHajbl MepeAadyd MOOWIBHBIX JTaHHBIX, MOOWIIbHBIC
CEpPBUCHI, UHTEP(PEICH U MOPTHI MOOMIIBHBIX YCTPOMCTB.

TpeboBanuss k  peanmsanmu: OGecniedeHrue  3amUThl  MH(OpMaALUU
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Opy NPUMEHEHUH B COCTaBe MH(POPMALMOHHON CUCTEMBI MOOWJIBHBIX YCTPOWCTB
JOJIKHO TPEyCMaTpUBaTh:

MPEeNIOCTaBIEHUE JOCTyINa K UHPOPMALMOHHBIM CUCTEMaM C MCIOJIb30BaHUEM
MOOUJIBHBIX YCTPONCTB TOJIBKO paOOTHHKAM, KOTOPBIM TaKOM JOCTYN HEOOXOIUM AJIs
BBITIOJTHEHHSI CBOMX 00s13aHHOCTEHN ((PYHKIIHIT);

peann3anuio B UH()OPMALIMOHHBIX CUCTEMaX MEp MO 3alluTe HHPOpMAIUU IPpU
JOCTYIIE C UCIIOJIb30BaHMEM MOOUIILHBIX YCTPOUCTB;

peanu3alyio B MOOWIBHBIX YCTpPOMCTBAX Mep MO 3amuTe HHGOpMaIU
OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA;

3alUTY KaHAJIOB IME€pelayd JaHHbIX MpH JAOCTyNEe K HH(OPMALMOHHBIM
CUCTEMAaM C MCIOJb30BaHUEM MOOWIBHBIX YCTPOMCTB C  HCIIOJIb30BAaHUEM
U (GPOBAIBHBIX (KPUITOrPAPUUECKUX) CPEACTB 3aIUTHI HHPOPMALIUH.

[IpenocraBiienne nocTyna K MHPOPMAIMOHHBIM CUCTEMaM C HCIOJIb30BaHUEM
MOOWJIBHBIX YCTPOMCTB JIOJDKHO OCYILIECTBISITHCS B COOTBETCTBHUM C 3asBKaMH
MOJIpa3/IeICHUM, IKCIUTYaTUPYIOLINX HH(OPMAILIMOHHBIE CUCTEMBI, COITIACOBAHHBIMHU CO
CTPYKTYPHBIM O/Ipa3AeCHUEM, CIIEHUAINCTaMH 10 3aLUTe HHPOPMAIIHH.

B uHpopManmoHHBIX cHCTEMax MpH JOCTyN€ K HUM C HCIOJIb30BaHUEM
MOOUJIBHBIX YCTPOWCTB JOJDKHBI OBITh TPHHATHL MEPbl MO HWACHTU(UKAINN
U ayTeHTU(UKAIUU MOAKIIOYAEMbIX C HCIHOJIb30BAHUEM MOOWIIBHBIX YCTPOMCTB
MOJIb30BATENEH, pa3rpaHUYEHUI0 U KOHTPOJIIO JOCTYIa MOJIb30BaTeNe K 00ObEeKTaM
IocTyna HWH()OPMAMOHHBIX CHUCTEM, pPETrUCTpaluu COOBITUM  0€30MacHOCTH,
CBSI3aHHBIX C JIOCTYIIOM C MCHOJIb30BaHUEM MOOMIBHBIX YCTPOMCTB, 3aIllUTE JaHHbIX,
nepenaBaeMblx 1o cetn «VHTepHeT», C HUCHOJIb30BaHHEM IHU(POBAIBHBIX
(xpunTorpadu4ecKrx) CpelCTB 3alTUThl HHPOPMAIIMH, a TAKKE KOHTPOJIIO CETEBBIX
JOCTYIIOB K CErMEHTaM HH(POPMALMOHHON CHUCTEMBI YJAJI€HHBIX IOJIb30BaTENEH
1 0OHAPYKEHUIO U MPEIOTBPAILECHUIO BTOPKEHUH.

MoOUIIBHBIM YCTPOWCTBAaM, UCIIOJIB3YEMbIM ISl JOCTYINA K HHPOPMALIMOHHBIM
CUCTEMaM, JIOJKHBI ObITh PUCBOEHBI UAEHTU(UKATOPHI, 00eCTIeUnBAIOLINE KOHTPOJIb
MOJIKJIFOUEHUS U TOCTyNa K HHPOPMAIIMOHHBIM CHCTEMaM.

Ha MOOuIbHBIX yCTpOMCTBaX JOJDKHBI TMPUMEHSATHCA  KOHPUTYpaluu
¥ HaCTPOMKH MPOTPaMMHBIX, IPOrpPaMMHO-AIIAPaTHBIX CPEJCTB, 00ecreunBaroIe
UX 3aLIUTY OT aKTyaJIbHBIX YIPO3, ONpeeICHHbIE BO BHYTPEHHUX CTaHAApTaX.

[Tonb3oBaTenemM MNpuU HKCHONB30BAHUM MOOWIIBHBIX YCTPOMCTB Il AOCTyIa
K MHQOPMAILIMOHHBIM CHUCTEMaM C 1I€JIbI0 BBIMIOJIHEHHUS] CBOMX OO0s3aHHOCTEN
(pyHKuuMiA) AOMHKHBI MPUHUMATBCA BCE BO3MOXKHBIE MEPBl MO0 HCKIIOYEHHUIO
HECAaHKIIMOHUPOBAHHOTO  (U3UYECKOTO0 JOCTynma K MOOUJIBHOMY YCTPOMNCTBY
ITOCTOPOHHUX JIULI.

B cnyuae yTpaThl MOOHJIBHOTO YCTpOWMCTBA IMOJIb30BATENb HE3aMEIUTEIHHO
uHpopMUpYeET 0 (haKTe TaKOW yTpaThl CTPYKTYpHOE MOJpa3felieHUue, CIeHaTuCTOB
no 3ammure uHQOpMaMM U ToapasaereHue (pabOTHHUKOB), OOECIEeUHUBAIOIICE
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AKCIUTyaTallMil0  MH(POPMALMOHHBIX CUCTEM. YKa3aHHbIMU  MOAPA3/ACIICHUIMU
(paboTHUKAMU) MODKHBI OBITH MPHUHATHI MEPHI MO OJIOKHMPOBAHUIO BO3MOXKHOCTH
nocTynma B HWHGOpPMAIMOHHBIE CHCTEMBI omepaTopa (oOmagatens WHQpOpPMAIIUN)
C MCTIOIb30BaHUEM YTPAuYECHHOTO MOOUIIBHOTO YCTPOMCTBA.

[Ipn npuMEeHEHUM TOJB30BATEISIMH MOOWMIIBHBIX YCTPOWCTB [JIsl JOCTYyIa
K MH(OPMAITMOHHBIM CHCTEMaM U COJIepKaIelicss B HUX HHPOpPMaIUU, HE CBI3aHHOTO
C BBITMIOJIHEHUEM I0JIb30BATEIEM CBOMX 00si3aHHOCTEH ((YHKIMI), B TOM 4YUCIe IS
JOCTyTa K 0011e10cTynHON nHbOpMaIliu, oreparopoM (obaaaresneM nHPpopMaIum)
JOJIKHBI IPUHUMATHCS MEPHI 110 3alTUTe HHPOPMAIIMOHHBIX CUCTEM U COJIepKallencs
B HMX HMH(OpMaNuu U, IpU HEOOXOJUMOCTH, 3allMTa KAaHAJIOB Iepefadyd JTaHHBIX,
MCIIOJTE3YEMBIX JIJISl OCYIIIECTBICHHS TOCTYTIA.

B ciydae ucnonb3oBaHus U JOCTyHa K HHPOPMAIIMOHHBIM cucTeMaM Oolee
10 MOOWJIBHBIX YCTPOWCTB JIOJDKHO OOECIEYMBATHCS  aBTOMATU3UPOBAHHOE
yIPaBJICHUE U KOHTPOJIb UCIIOJIH30BAHUS MOOMIIBHBIX YCTPOMCTB.

N3meHenue  KOHQUTypallud U HACTpOE€K  MOOWJIBHBIX  YCTPOMCTB
WX TIOJIb30BaTENIIMH HE Jomyckaerca. V3meHeHue KoHUTypallii W HACTPOEK
MOOWJIBHBIX YCTPOMCTB OTHOCUTEIHHO KOH(UTYpAIMi U HACTPOEK, OIMpPEIACIICHHBIX
BO BHYTPEHHHX CTaHJapTaX, JOJDKHO OCYIIECTBIATHCS TOJBKO IOAPA3ACICHHEM
(paboTHUKaMHU ), 00eCTIeUUBAIOIINM (PYHKIIMOHUPOBAHUE UH(POPMAITMOHHON CUCTEMBI,
M0  COTJIACOBAaHHMIO CO  CTPYKTYPHBIM  TIOJpa3felieHuEeM,  CIeIHUaIuCTaMH
1o 3amuTe UHGOpPMaIUH.

[Io Bcem (akTaM HECAaHKIIMOHUPOBAHHOTO W3MEHEHHUS KOHGUTyparui
U HaCTPOCK MOOWJIBHBIX YCTPONCTB OTHOCHTEIBbHO KOH(UTypaluii M HACTPOEK,
OMpENETICHHBIX BO BHYTPEHHUX CTaHJApTax, [JOJDKEH TMPOBOJAMUTHCS aHAJIU3
Y BBISBIISATHCS MPUIMHBI TAKMX U3MCHEHUH.

[IpumMeHeHre MOB30BATESIMU JIMYHBIX MOOWJIBHBIX YCTPOWCTB IS AOCTYyIa
K WHPOPMAIMOHHBIM CHCTEMaM W COIep)Kalielcss B HUX WHOOPMAIUU C IEJbI0
BBITIOJTHEHUST CBOMX OOs3aHHOCTEM ((yHKIMI) JOMyCKaeTcsi TOJBKO B Cllydae
peanu3anii B MOOWJIBHBIX YCTpPOMCTBaX Mep IO 3amure WH(opmaiuu,
YCTAaHOBJICHHBIX HACTOSIIUM METOJUYECKUM JOKYMEHTOM, U HAJIMYUS y OTeparopa
(obmamarenss mHpOpPMAIMKM) BO3MOKHOCTH KOHTPOJIS HCIIOJIB30BAaHUS MOOHIBHBIX
ycTpoiictB.  KOHTponmb  WCMONB30BaHUS  MOOWJIBHBIX  YCTPOWCTB  JIOJDKCH
OCYIICCTBJIATHCS B COOTBETCTBHUU C BHYTPEHHHMH CTaHIApPTaAMH M PETJIAMCHTAMH
10 3ammuTe UHGOPMAaIUH.

TpeGoBaHusi K JOKYMEHTHPOBAHHMIO: BHyTpeHHHE CTaHAApPTHI IO 3aIIUTE
MOOWJIBHBIX YCTPOUCTB JIOJDKHBI COJIEPKATh:

TpeOOBaHMSI K THUIAM MOOWIBHBIX YCTPOWCTB, TPUMEHSIEMBIX B COCTaBE
WH()OPMAITMOHHBIX CUCTEM,

TpeOOBaHMS K COCTABY IPOTPAMMHBIX CPEJICTB U CPEJICTB 3aIUTHI HHPOPMAIIUU
MOOMJIBHBIX YCTPOMCTB, UX HACTPONKAM, KOHPUTYpaLUsM;



28

TpeOOBaHMSI K  COCTaBy  MHTeppEHCcOB  MOOWIBHBIX  YCTpOIICTB,
C MCIIOJIb30BAaHUEM KOTOPBIX Pa3pellIeH 10CTYN K ceTH «HTepHeT», U X KOHTPOJIIO.

JleiictBust mosib3oBaredst Mpu paboTe Ha MOOWJIBHBIX YCTPOWCTBAaxX IIpH
OCYIIECTBICHUH JOCTyNma K HH(DOPMALMOHHBIM CHUCTEMaM  OIpPENEISIOTCS
BO BHYTPEHHHX pErjJaMeHTax, ONpPEACISIIONMX TMOPSAJOK  MPEJOCTaBICHUS
MOJIb30BATEsIM  YJAJICHHOTO  JOCTynma K  MHPOPMAIMOHHBIM  CHCTEMaM
U coJieprKalleiicss B HUX MH(GOPMALMU U ONPEACIAIOMNX TOPAI0K IPEI0CTaBICHUS
[OJIb30BATENSIM  JIOCTYNIa W3 HMH(POPMALMOHHBIX CHCTEM B ceTb «lHTepHET»
U KOHTPOJII HCIIOJIb30BAHUS MOOWIBHBIX YCTPOMCTB B Cilyd4ae B3aWMOJEHUCTBHUSA
c ceTbto «IHTEpHET».

TpeOoBaHus K YCHIICHUIO:

1) mpu XpaHeHMHM B MOOWJIBHBIX YCTPOMCTBaX WH(GOPMAIMHA OTPaHUYCHHOTO
JoCcTyna €€ 3aliuTa O0ecrneyuMBaeTcs C  HKCIOJb30BAHMEM  IIM(PPOBAIBHBIX
(xpunTorpadMyeCcKux) CPEJCTB 3AMUTH HHPOPMAIIUH.

3.8. Obecnevyenue 3a1MTHI HH(POPMAIUM NPH YAAJTEHHOM J0CTYIIE
noJib3oBareJieii K uHGopmanuoHHbIM cuctemMam (Y /1)

Heap: McknroueHne  BO3MOKHOCTHM ~ HECAHKIIMOHMPOBAHHOTO  JIOCTyNa
(Bo31eiCcTBUA) K MH(DOPMAIMOHHBIM CUCTEMAM U COJIeprKalllelicsd B HUX UH(POPMALIHH,
a TakXke K B3aMMOJCHCTBYIOIIMM C HUMHU IPOrpaMMHO-ANIMAPATHBIM CpPEICTBAM
MOJIb30BaTEIe uepe3 KaHalbl MepeAauyd JaHHbIX, UHTepdenchl yaaneHHO
MOJIKJIFOYAEMBIX POTPaMMHO-aNNapaTHIX CPECTB.

TpeboBanuss k  peanmsanmu: OGecniedeHue  3amUThl  WHOpMaIUU
MpU yIAJEHHOM JOCTyIE MOJb30BaTeiedl K MH(OPMAIIMOHHBIM CHCTEMaM JOJIKHO
MpeayCMaTpUBaTh:

MPEIOCTaBIEHUE YIAIEHHOTO JOCTyIa K HH()OPMAIIMOHHBIM CUCTEMAaM TOJBKO
TEM TO0Jb30BATENSIM, KOTOPBIM TaKOW JOCTYI HEOOXOAMM MJisi BBINOJIHEHHUS CBOMX
oOs3anHOCTEH ((PyHKITHIN);

ornpenaeneHue UHPOPMAIIMOHHBIX CUCTEM, WX CETMEHTOB M (MJIM) OTAEIbHBIX
MPOrpaMMHBIX, MPOTPaMMHO-ANNapaTHBIX CPEACTB, K KOTOPHIM IPEIOCTaBISIECTCA
YIAJECHHBIN JOCTYII;

peanu3anrio B ”HGOPMALIMOHHBIX CUCTEMAaX Mep MO 3allKUTe HHPOpMaLUU MpU
YAAJIEHHOM JOCTYIIE;

peann3alrio B yAAJICHHO MOAKIYaeMOM MPOrPaMMHO-AIIAPaTHOM CPEJICTBE
M0JIb30BATENSI MEP IO 3aIUTE HHPOPMAIIHIH;



29

oOecrieyeHue KOHTPOJIsi YAQJIEHHOIO JOCTYyNa K cerMeHTaM (KOMITIOHEHTaMm)
UH(OPMAITMOHHBIX CUCTEM.

VY naneHHbIM JOCTYIIOM SIBJISIETCSl OCTYI TMOJIb30BaTeNell K HH(HOPMaIlMOHHBIM
CHUCTEeMaM M cojepxaleiics B HUX MH(GOpMalMU W3-3a Tpeesia KOHTPOJIUPYyeMOn
30HBI C HCHOJB30BAaHUEM CETeH CBsI3W OOIIET0 IMOJIb30BAHUSA, BKIIOYAas CETh
«HTepHETT?.

B undopmanmoHHBIX cHCTEMax MpPU OCYIIECTBICHUM YAAJIEHHOTO JO0CTyMa
K HUM [IOJIb30BaTeNe JIOJDKHBI OBITh NPUHATHL MEphl MO HJACHTU(DHUKAIUU
U ayTeHTU(PUKALUMUU YAAJEHHO TOJKIIOYaeMbIX I0Jb30BaTeNIeH, pa3rpaHUyEHUIO
U KOHTPOJIO JOCTyNa YJAJICHHBIX IOJNb30BaTeNell K OO0BbEKTaM JOCTyIa
MH(QOPMAITMOHHBIX CHUCTEM, PETUCTpalldd COOBITHI 0€30MacHOCTH, CBS3aHHBIX
C YAAJIEHHBIM JIOCTYIIOM, 3alllUT€ BEO-TEXHOJOTUH, UCIOIb3YEMBIX MPHU YAAICHHOM
J0CTyIE, 3alUTE JAHHBIX, IEpEJaBaeMbIX 1Mo ceTu «HTepHeT», C HUCIOIb30BAHUEM
MUGPOBAIBHBIX (KPUOTOrpAPUUECKUX) CPEACTB 3alUThl MH(POPMAIUM, a TaKKe
KOHTPOJIIO CETEBBIX JOCTYIOB K CETMEHTaM MH()OPMAILIMOHHOW CUCTEMBI YJAJIEHHBIX
M0JIb30BaTENIeN U OOHAPYKEHUIO U IPETOTBPALICHUIO BTOP)KEHUI HA CETEBOM YPOBHE
IIPU OCYIIECTBICHUH YAAJIEHHOTO JOCTYIIA.

B ynmaneHHO — NOAKIIOYAEMBIX  MPOTrpaMMHO-alNapaTHbIX  CPeICcTBax
MOJIb30BATENE NPUHUMAIOTCA MEpbl MO WACHTU(PUKALMK M ayTeHTU(PUKALMH
MOJIb30BATENEH, Pa3rpaHUUEHUI0 U KOHTPOJIIO JOCTYIa MOJIb30BaTelield K 00beKTaM
J0CTyIa IPOrpaMMHO-aIapaTHOrO CPEACTBA, PETUCTPALIMM COOBITUI O€30MaCHOCTH
B IIPOrpaMMHO-ANIIAPaTHOM CPEICTBE, AHTUBHUPYCHOW 3allUTe, MOIAEPIKKE
MEXaHU3MOB CTpPOTOM ayTeHTU(PUKAIUU TOJb30BATEICH © 3aluTe JaHHBIX,
nepeaaBaeMepIX 1o ceTh «HTepHET».

VY4eTHble 3amucH, BbIIAHHBIC MOJB30BATENSAM [JIsl YAAJIEHHOTO JIOCTYIa
K MH()OpPMAMOHHBIM CHUCTEMaM, JOJDKHBI MCIOJb30BAThCS JJISl BBIMIOJHEHUS CBOUX
o0sa3anHOCTeN (PyHKIMi). Micnoap30BaHNe YUETHBIX 3alKMCEe B CTOPOHHUX CEpBHUCAX
Ha JOMYCKAETCs.

[Tybnmukamuss B cetu «VHTEpHET» CETEBBIX CEPBUCOB HH(POPMAIIMOHHON
CUCTEMBI He JIOIyCKaeTcs (3a UCKII0UEHUEM MyOIMYHbIX BEO-TPUIIOKEHHM, CEPBHCOB
AJIEKTPOHHOM TMOYTHI, T€ICPOHUU M WHBIX CEPBUCOB, (PYHKIHOHHUPOBAHME KOTOPBIX
HE00X0AMMO B HH(POPMALIMOHHBIX CUCTEMAX ).

[IpenocraBienue yaajieHHOro JAoCTyna K HWH(OPMAIMOHHBIM CHCTEMam
C HCIMOJb30BAHMEM JIMYHBIX MPOTrPAMMHO-AMNMNAPATHBIX CPEICTB PabOTHUKOB
JOTMYCKaeTCsl TMPU YCJIOBUM TPUMEHEHUs] CpeJCTB obOecreueHus Oe30macHoi
JTUCTaHIIUOHHOMN paboThI U CPEACTB AHTUBHUPYCHOM 3aIUTHI
Y IO COTJIACOBAHUIO CO CTPYKTYPHBIM NOJPa3AEICHUEM, CIIEUAIMCTAMHU IO 3allIUTe
uH(pOpMaInu.

VYaanenuslii gocTyn K HHQOPMAIMOHHBIM CHCTEMaM WJIM HUX CErMEHTaM
(cpencTtBaM), HECAHKIMOHUPOBAHHBIA JOCTYN K KOTOPBIM WM BO3JEHCTBUSA
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Ha KOTOpPbIE MOTYT NPHUBECTH K CYIIECTBEHHBIM HETATHUBHBIM IOCJIEACTBUAM,
HenmpuemJIeMbIM NIt oOsajgatenss uWHGOpPMAIMM WM OMeparopa, JIOJDKEH
NPEIOCTaBIATHCS TOIBKO MPU HEOOXOAMMOCTH U MO COTVIACOBAHUIO CO CTPYKTYPHBIM
noJipa3iesieHueM, CIeNUaINCTaMHu MO 3aluTe MHGOpMAlMd W Ha OTpaHUYEHHBIN
MHTEpBaJ BPEMEHU (32 UCKIIFOUEHUEM CITy4aeB MEpPeBOIa paOOTHUKOB HA YJaJICHHBIN
peXUM paboThI).

B  cinydae  mpekpaimieHus ~— HEOOXOJUMOCTH  yNAJE€HHOTO  JOCTyIa
K MHPOPMALMOHHBIM CHUCTEMaM BO3MOXKHOCTh JOCTyla C HCIOJIb30BaHUEM
BBIJICJICHHBIX JIJIS1 3TOT'0 YUYETHBIX 3aMMCel MOJIb30BaTENeH TOKHA OBITh UCKITIOUEHA.

VY aneHHbl JOCTYIl BHYTPEHHUX HENPUBWIETUPOBAHHBIX I10Jb30BATEIICH B
MH()OPMAIIMOHHYIO CUCTEMY C JIMYHBIX CPEACTB BBIYMCIUTEIBbHON TEXHUKH JOJDKEH
OCYUIECTBJISATBCA C  HUCIOJB30BAHUEM  CpEICTB  oOecrieueHuss  Oe30MmacHOn
JTMCTAHIIMOHHOUW pabOTHI.

TpedoBanus K AOKYMEHTHPOBAHUI: BHyTpeHHUN CTaHIaprT,
yCTaHABIMBAIOIIUNA TpeOOBaHUA K KOH(UTypamusM M HACTpOWKaM MpPOrpaMMHBIX,
MIPOrpaMMHO-AMIapPaTHBIX CPEICTB, IPEAHAZHAYCHHBIX JIJIs1 00ECIIeUEHUs YIaIeHHOTO
JOCTYIIA MOJI30BATEIEH, JOJDKEH COAEPXKaTh:

TpeOOBaHMs K TUIIAaM MPOTPAMMHO-ANNapaTHBIX CPEJICTB, C HUCIOIb30BAHUEM
KOTOPBIX Pa3pelICH yAAIEHHBIN TOCTYIL;

TpeOOBaHMS K COCTaBY IPOrPAMMHBIX CPEJICTB U CPEJCTB 3aIUTHI HHPOPMaLUU
MIPOTPaMMHO-ANNAPaTHbIX CPEACTB, C HCHOJIB30BAHMEM KOTOPBIX pa3pelieH
yAAJICHHBIN JOCTYT, UX HACTPOUKaM, KOH(PUTYPAIUIM;

TpeOOBaHUSI K COCTaBy IMOPTOB, HHTEP(EHCOB, MPOTOKOJOB MPOTrPaMMHO-
armapaTHbIX CPEACTB, C MCIIOJIb30BAHUEM KOTOPBIX PA3PELICH YIAJICHHBIA JOCTYII,
U UX KOHTPOJIIO;

TpeOOBaHMS K TMEPEYHI0 HACTPOEK M KOH(QUrypauuid MNpOrpaMMHBIX,
MIPOTPAMMHO-ANNAPaTHEIX CPEACTB, MOJIEKAIIMX KOHTPOJID M PEarupoBaHUIO
B Cilyyae OOHapyKeHMs (paKTa UX U3MEHEHUS.

BHyTpeHHHMI  periaMeHT, ONPENCISIIOIMK  MOPSAOK  MPEIOCTaBICHUS
MOJIb30BATEIISIM  YAQJICHHOTO  JIOCTynma K  WMHGOPMAIMOHHBIM  CHCTEMaM
U coJieprKalieiics B HUX UH(popMaluu, J0KEH COepKaTh:

nepedyeHb Jull (KaTeropuil mojb30BaTeNiei, poseil Mmob30BaTelei), KOTOPhIM
paspenieH yaajleHHbI JocTynl K HMH()OPMAIMOHHBIM CHUCTEMaM [JIsl BBIMOJIHEHUS
cBoux oOs3aHHOCTEeM ((PpyHKuM) W (WIM) nepedeHb oOs3aHHOCTeN ((yHKIU),
[IpEeIyCMaTPUBAIOILINMN Yy IAIIEHHBIN JOCTYII;

MEePEUYCHh CETMEHTOB HH(POPMAIIMOHHBIX CHUCTEM, OTICIBHBIX MPOTPAMMHO-
anmnapaTHBIX CPEICTB M CoAeprKalieiics B HUX MHGOpMAIUU, K KOTOPBIM pa3pelieH
YAAQJIEHHBIN JOCTYII COOTBETCTBYIOIMX KaTETOPUH, POJIEN NTOJIB30BATENEH;

IIEpEYEHb U COAEPKaHUE MEPONPHUATHU IO NMPEIOCTABICHUIO ITOJIb30BATEISIM
YIAJIEHHOTO JIOCTyNa K HMH(POPMALMOHHBIM CHUCTEMaM M CoOJAepXkalleicss B HHUX
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uHdopmalmy, BKJIOYas cocTaB M (QYyHKIMH PaOOTHUKOB, OTBETCTBEHHBIX
3a MPUHATHE PEIICHUS U OCYIIECTBIISIONINX MPEAOCTABICHUE YAATIEHHOTO JOCTYIIA;

NOPSIIOK JCHCTBUM TOJIb30BaTeNil B Cily4yae BBISABICHUS (akTa W3MEHEHUS
HACTPOEK U KOHPHUTypaluil IPOrpaMMHBIX, IPOTPAMMHO-aNapaTHBIX CPEICTB;

NEPEYEHb U COAEPKaHNE MEPONPUATHIA 110 KOHTPOJIIO 33 YAAIEHHBIM JOCTYIIOM
M0JIL30BAaTEIICH;

nepedeHb Mojapas3icieHnii (paOOTHHUKOB), OTBETCTBEHHBIX 3a KOHTPOJb
yAQJICHHOTO JOCTYIIa, UX 00513aHHOCTH ((PYHKIIMH) U MpaBa (TTOJITHOMOYHSA);

MOPSIIOK YCTAHOBJIGHUSI TMPUYMH HEMPABOMEPHOTO M3MEHEHHSI HaCTPOEK
U KOH(UTYypaluil IporpaMMHBIX, IPOrPaMMHO-AMIAPATHBIX CPEACTB, UCIOIb3yEMbIX
JUTSL YJAJIEHHOTO JIOCTYIIA;

CXEMbl B3aUMOJCHCTBUS MOApA3ACNeHU (paOOTHUKOB) NpPH pean3aluu
MEPONPUATHIA 110 KOHTPOJIIO YAAIEHHOTO JOCTyNa (IpU HEOOXOAUMOCTH).

TpeOoBaHus K yCHIICHUIO:

1) yueTHble 3amucu pPaOOTHUKOB, KOTOPBIM TIPEJIOCTaBICHA BO3MOXKHOCTH
yIAJIeHHOIO JocTyna K HH(OPMALMOHHBIM CHCTEMaM, MOJIeKaT OOBEAMHEHUIO
B paMKax OJHOW WM HECKOJbKMX TpyMI, [UIsI KOTOPbIX OOecreunBaloTCs
LEHTPAIU30BAaHHOE YIIPABJICHUE U KOHTPOJIb YUETHBIMH 3aIIUCAMU;

2) TPOrpaMMHO-aNIapaTHBIM CPEICTBAM, UCTIONB3YEMBIM JUTS YIAJICHHOTO JIOCTYTIA
K HMHPOPMALMOHHBIM CHCTEMaM, JOJDKHBI ObIThb TPUCBOEHBI HEU3MEHSEMbIE
UACHTU(PUKATOPBI,  OOECHEUYMBAIOIIME  KOHTPOJIb  MOAKIIOYEHUS W JIOCTyIa
K HMH(OPMALMOHHBIM cucTeMaM. Kakaomy cpeicTBy, € HCHOJB30BAHUEM KOTOPOTO
OCYIIECTBIISIETCS] yIAJICHHBIN TOCTYT, TOJKHO MPUCBAUBATBCS CETEBOE (IOMEHHOE) UM

3) OJDKEH OCYILIECTBISTBHCS KOHTPOIb YAAJICHHOTO JIOCTYNA ¢ MPUMEHEHHEM
CpPEICTB, CHUCTEM T€ONO3UIMOHUPOBAHUS MPOrPAMMHO-ANIAPATHBIX  CPEJCTB,
00€eCreynBaIINX ONpPENeIEHUe MeCTa, U3 KOTOPOro IMOJIb30BaTEIb OCYIIECTBISET
YAEIEHHBIN JOCTYIL;

4) nomkHO  ObITh  oOecre4eHO  OJOKMpOBAaHUE  YAAJCHHOIO  JOCTYIa
MoJIb30BaTeNIe omepatopa MNpu OOHAPY)KEHHMHM NPU3HAKOB peallu3alliid YIrpo3
6e3omacHoCcTH WHGOPMAITNH, CBSI3aHHBIX C TAKUM JOCTYIIOM, BKJIIOYasl OJOKHPOBKY
YYETHBIX 3aIIMCEU U CECCUM, CO3aHHBIX YUYETHON 3aIUChIO;

5) nomwkeH OBITH OOECIeYeH KOHTPOJb YIAJICHHOIO JOCTyNa K CerMEHTaM
(koMnoHeHTaM) HMH(POPMALMOHHBIX CHCTEM C BO3MOXHOCTbIO aBTOMAaTHUYECKOIO
MpEeKpalieHuss A0CTyNa MOocie HMCTEYEHUs MHTEpBajga BPEMEHHU, Ha KOTOPBIM ObuI
MPEAOCTABIIEH yIaJ€HHBIN TOCTYII, WU NPUHYAUTENBHO;

6) Ha yCTpoiCcTBaX, € KOTOPBIX OCYIICCTBISICTCS YAAJICHHBIA JIOCTYII
K UWH(OPMALMOHHBIM CHCTEMaM, JOJDKHBI TPUMEHITHCS CPEACTBA CETEBOTO
B3aMMOJICHCTBUS (B TOM YHUCIIE, JOBEPEHHbIE anapaTHbIe CETeBbIe HHTEP(DENCHI).
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3.9. O6ecnevyenue 3a1MTHI HH(POPMAIIUY PU OECITPOBOTHOM IOCTYIIE
noJib3oBareJieii K uHgopmannoHabiM cuctemam (b/1)

Heap: McknroueHne  BO3MOXKXHOCTM ~ HECAHKIIMOHMPOBAHHOTO  JIOCTyHa
K UH(OpPMALMOHHBIM CHUCTEMaM U CcojJepkamieiics B HUX HH(OpManuu
pU MPUMEHEHUHN B cOCTaBe MH(OPMALMOHHONW MH(PACTPYKTYPHI OlepaTopa TOUYEK
0ecrpoBOJHOrO JOCTYTIA.

TpeboBannsa k  peanmsanum: OOecnieueHue  3alUThl  MH(pOpMaLUU
IpY IPUMEHEHNUU TOUYEK OECTIIPOBOJHOIO TOCTYIA I0JIKHO MPELyCMaTpUBaTh:

peanu3anuio B UHPOPMAIIMOHHBIX CUCTEMaX Mep MO0 3aluTe HHOpMaLuuU MpH
OecrpoBOIHOM JIOCTYIIE;

peanu3aluio B MOJKIIOYAEMBIX C HCIOIb30BAaHUEM OECIPOBOJHBIX CETel
MIPOrpaMMHO-ANIAPATHBIX CPEACTBAX MOJIb30BATEIEH MEP MO 3aUUTE HHPOPMALIHH;

o0ecrieueHune 3aluIiThl OECIIPOBOAHBIX KaHAJIOB Mepeaadn JaHHbIX;

3alIUTY TOYEK OECHpOBOJHOTO JOCTyHa, C HCIHOJB30BaHUEM KOTOPBIX
OCYILIECTBISIETCS JOCTYH K HH(OPMALMOHHOW CHCTEME M COJAEpXKalleics B He
uHpopmaIuu.

B  uHdopmanmumoHHbIX ~ cHcTeMaxX  JOJDKHBIL — NPUHUMAThCS  MEpHI
10 UACHTU(PUKALIMY U ayTEHTU(PUKALIMKI TOYEK OECTIPOBOIHOIO I0CTYTIA, BKIFOUEHHBIX
B COCTaB OECIPOBOJAHON CETH, JIOTHUECKOMY pa3/IeJIEHUI0 CETMEHTOB OECPOBOAHOM
CETH, HCIONb3YEMBIX TOJb30BATENIIMA IS BBIIIOJHEHUS CBOUX OO0sS3aHHOCTEU
(byHKIHMIT), 1 CETMEHTOB OCCITPOBOIHBIX CETEH CBSI3HU, MPEIHa3HAYSHHBIX JUIS JOCTYIIa
Kk cetn «MHTepHeT» M (MnH) 00mmenocTynHol uHdopmaluu oneparopa (obmagaTens
uHdopMaIum).

B Toukax OecmpoBOJHOTO JOCTyna JOJDKHBI  OBITh  peaJM30BaHbI
uaeHTUGUKAIMS W ayTeHTU(PUKalUWs TMOAKIIOYAaeMbIX K HHM  YCTPOMCTB
Y TI0JIb30BaTeNeH, PUIIbTpalvs U KOHTPOJIb JOCTYIIA MOJIb30BaTEIEH U UX YCTPOUCTB,
MOAKIIOYaEMbIX K OECHPOBOJHBIM TOYKAM JOCTyIa, MPUMEHEHHUE 3allMIIEeHHbIX
TEXHOJOTMi OecpOBOAHOIO JOCTyMa, PErysipHOe OOHOBJIEHHE BCTPOECHHOTO
nporpaMMHOro  obecrieyeHus:  (MPOLIMBOK),  YCWJIEHHass  MHOTO(aKTOpHas
ayTeHTU(UKaLKg aIMUHUCTPATOPOB OECIIPOBOJHON ceTH, obecrneueHne (puanieckon
3alIMTBl TOYEK OecrnpoBOJHOrO noctyna. KoHdurypauus W HACTPOMKH TOYEK
0ecnpoBOAHOTO JOCTyMNa, MCHOJb3YyEeMbIX JUISl TOJKIIIOUEHHsS IOJIb30BaTEleH
K HWHG()OpPMAIMOHHBIM CHUCTEMaM B LEJAX BBINOJIHEHUS CBOMX OO0s3aHHOCTEU
(pyHKuMit), OOMKHBI HUCKIIOYATh BO3MOXHOCTh MOAKIIOYEHHS K HUM JIHII,
HE UMEIOIIMX MpaB JOCTyna K HHPOPMAIIMOHHBIM CHCTEMAM.

TpeGoBanus K NOKYMEHTHMPOBAaHMIO: BHyTpeHHNI CTaHJapT,
YCTaHABIMBAOIUNA TpeOOBaHWS K TUIOBBIM KOH(UrypamusiM © HacTpoHKam
IIPOrpaMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEICTB, TOJKEH CONEPHKATH!

TpeOOBaHUSI K  TUIAM  pPa3pelieHHOro  OecnpoBOAHOrO  gocryma  /
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K MH(QOPMAIIMOHHBIM CUCTEMAM,

nepedyeHb O0ECIPOBOIHBIX CETEeH, pa3pelIeHHBIX ISl TOJKIIOUEHUS] K HUM IS
J0cTyna K MHQOPMallMOHHBIM CUCTEMAM,;

TpeOOBaHMSI K COCTaBy TOYEK OECHpPOBOAHOTO JOCTYIA, HCIOIb3YEMBbIX
IS TIOJIKJTIOUEHUS TIOJIb30BaTeNeH, UX HACTPOKaM, KOH(PUTYpaLIUsM;

TpeOOBaHUS K TMEPEYHI0 HACTPOeK U KoH(pUrypamuii Todek OecrpOBOIHOTO
J0CTyIa, MOJIeKAIUX KOHTPOJIIO U PEaripoOBaHUIO B Cilyyae OOHapyx eHus ¢akra
UX U3MEHEHHUSI.

TpeOoBaHuA K YCHJIEHHIO:

1) ypOBHU CHUTHAJIOB TO4YEK OECIPOBOJHOIO JOCTYIA, HCIOIb3YEeMbIX JIJIs
MOAKIIOYEHUS MOJIb30BaTENEH K HHPOPMALIMOHHBIM CUCTEMAM B LENSIX BBIIIOJIHEHUS
CBOUX 00si3aHHOCTEN ((PYHKIIMIT), TOJTKHBI UCKIIOYATh BO3ZMOKHOCTh MOAKIIOUCHHUS
K HUM H3-3a TPaHUI] OXPaHSAEMON TEPPUTOPUH (KOHTPOIUPYEMOM 30HBI) OlepaTopa
(ob6namarens nndopmaiun);

2) IpUMEHEHNWE B TOYKaX OECHPOBOIHOTO JOCTYIa MOJOCOBBIX (DHIBTPOB,
o0ecreunBaroIIMX 3aTyXaHUe CUrHajla BHE paboyero Auana3oHa 4acTorT.

3.10. Ob6ecneuenue 3anUThl HHPOPMALUH NPHU MPETOCTABIECHUU
M0JIb30BaTe/IsIM NPUBWIErHpoBaHHOro pocryna (I11)

Heuab: McknroueHne BO3MOKHOCTH MOJYYEHUS] TPUBUIETUPOBAHHOIO JTOCTYyNa
K MH()OPMALIMOHHBIM CHUCTEMaM JIMLAMH, JUUIsl KOTOPBIX TaKOW JOCTYI JOJIKEH OBbITh
UCKJIIOYEH, a TaKXXe€ HEJOIYILIEHHWE MCIOJIb30BaHMs MOBBILIEHHBIX MpPaB JOCTYIa
C HapyILLIEHUEM BHYTPEHHHUX CTaHJIapPTOB U PErVIaMEHTOB 110 3alUTe HH(OPMaLIUK.

TpeGoBanuss k  peanusanmu: OOecnieueHre  3amUTBl  UHGMOpPMAIUU
OpU  TPEIOCTABICHUU TOJH30BATENSIM TMPUBUIIETUPOBAHHOTO JIOCTyMAa JIOJKHO
nperycMaTpuBaTh:

NPEIOCTaBICHUE MPHUBWICTUPOBAHHOTO JOCTyNMa K  HMH(DOPMAIIMOHHBIM
CHUCTEMaM TOJILKO TeM pal0OTHHKaM, B 00s3aHHOCTU ((YHKIHUU) KOTOPBIX BXOJUT
pa3paboTka, TECTUPOBAHHUE IIPOTPAMMHOT0 0OecrieueHNs HH(MOPMAIIMOHHOM CUCTEMEI,
oOecnieueHre (YHKIIMOHUPOBAHUA HWH(GOPMALMOHHBIX CHCTEM WM  3alluTa
coJiepxkalieicss B HuX nHQpopManuu;

CO3/IaHWe I TMPUBUIETUPOBAHHOTO JOCTYIa MPUBUIETUPOBAHHBIX YUETHBIX
3amucel ¢ TpaBaMH JOCTyNa, MHHUMAaJIbHO HEOOXOIWMBIMH [JIsl BBIOJHEHUS
pabOTHHUKAaMU BO3JIO’KEHHBIX HAa HUX 00s3aHHOCTEN ((DyHKIIMIA);

HaJIeJICHUE MPUBWIECTUPOBAHHBIX YUYETHBIX 3amuceil mpaBamMH JOCTyIa
B COOTBETCTBHM C MOJIEISIMH JOCTYyNa MH(QOPMAIIMOHHBIX CHUCTEM, ONpPEAEIECHHBIMU
BO BHYTPEHHHX CTaHJAPTaX, U KOHTPOJb MPaB AOCTYTIA;

OpPUMEHEHHWE Il  NPUBWICTUPOBAHHBIX  YYETHBIX  3allUCedl  CTpPOrow
ayTeHTU(UKALUY WIA YCUIIEHHON MHOTO(AaKTOPHON ayTeHTU(PUKALIUY;
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perucTpalmio JEHCTBUII MO JOCTYNy I0Jb30BaTeNed € MCIOIb30BAaHUEM
OPUBWIECTHUPOBAHHBIX  YYETHBIX  3alMCE M KOHTPOJb  HMCIOJb30BaHUS
OPUBWIECTUPOBAHHBIX  YYETHBIX 3allUCEl B COOTBETCTBUM C BHYTPEHHUMH
CTaHJIapTaMH U PETIaMEHTaMH 10 3aIluTe HHPOPMAITIH.

Bce mnpuBuierupoBaHHbIE Yy4YeTHBIC 3alUCH JOJDKHBI OBITh 3aKpEeIJICHBI
3a COOTBETCTBYIOIIMMH PaOOTHUKAMHU.

PaGoOTHUKM AOKHBI HKCIOJIB30BATh IPUBMUIIETMPOBAHHBIE YYETHBIE 3allCU
B COOTBETCTBMM C  BHYTPEHHUMHM  perjaMeHTamMM U  CTaHJapTaMHu.
He nomyckaercst ncnosib30BaHUE MPUBUIIETUPOBAHHBIX YUETHBIX 3alIMCEH IS Lieei,
HE YyKa3aHHbIX B 3asiBKE Ha CO3JaHME IPUBUIIETUPOBAHHBIX YUETHBIX 3alHUCEM.
Hcnonp30BaHne MPUBWICTUPOBAHHBIX  YUETHBIX 3amuceld 0e3  ciy:keOHOU
HEOOXOJIMMOCTH 3aIPEIICHO.

Co3nmanvie ¥ WCIONB30BAaHUE TPYIIOBBIX MPUBWICTHPOBAHHBIX 3amucen
JOMYCKAeTCsl MpPU YCIOBUM OJHO3HAUYHOM MJEHTHU(UKALUU JIHI, HCHOJB3YIOLINX
NPUBWIETHPOBAHHBIEC YUETHBIE 3aMIUCU B KOHKPETHBI MOMEHT BPEMEHHU.

He nomyckaercs o0bequHEHNE B paMKax OJAHOM NMPUBUIETUPOBAHHOMN yueTHOU
3allUCH WM OJHON TpYIIbl TNPUBUIETUPOBAHHBIX YUYETHBIX 3aluced poJeit
0 CHCTEMHOMY aJMUHUCTPUPOBAHHIO, POJieH TO pa3paboTKe W TECTHPOBAHUIO
IpPOrPpaMMHBIX, TPOrPaMMHO-AMIAPaTHBIX CPEACTB, pOJIeH aJAMHHHCTPATOPOB
0€30MacHOCTH.

Co3naHHble TPUBWICTHPOBAHHBIC YUETHBIE 3alHCH  TMOAJIEKAT  YYeTy
Y KOHTPOJIIO UX HCTIOJb30BaHMUS.

BerpoenHble B mporpaMMHble,  MPOTrpaMMHO-alIapaTtHble  CPeACTBA
IPUBWIETUPOBAHHBIE YUYETHBIE 3alUCU JOIYCKAETCsl MCIOJIb30BaTh TOJIBKO IS
NEepPBOHAYAIBHON HACTPOWKHM, pPEMOHTa WJIM TEXHHYECKOTO OOCITy>KWBAaHMUSA,
MPOBEJCHUS aBapUWHOTO BOCCTAHOBJICHHSA WH(OPMALMOHHBIX CHCTEM (B ciydae
OTCYTCTBHSI BO3MOXKHOCTH HWCIOJB30BaHUsl APYTUX TPUBUIECTHUPOBAHHBIX YUETHBIX
3amucei), a TakKe U CO3JaHus JIOKaTbHBIX MPUBUICTUPOBAHHBIX YUETHBIX 3aHCen
C TMpaBaMH IO CO3JAHMUIO JIPYTMX NPUBWICTHPOBAHHBIX YYETHBIX 3amucei
M Ha3HAYeHUI0O MM TMpaB JoCTyna (Jajee — Yy4YeTHble 3allUCH TIJIAaBHBIX
aIMUHUCTPATOPOB).

VY4eTHbIE 3aMUCH TIaBHBIX aJMUHUCTPATOPOB JOJDKHBI MMETHh MEPCOHATHHOE
3aKperuieHne 3a pabOTHHUKaMHU, Ha KOTOPBIX BO3JIOKEHBI 00S3aHHOCTH ((DYHKIIMH)
M0 CO3[IaHUI0, U3MEHEHUI0, OJIOKHPOBAHUIO MPUBUIIETUPOBAHHBIX YUYETHBIX 3amucen
(manee — rIaBHBIA AAMUHUCTPATOP) (32 UCKITIOYECHUEM UCTIOIB30BAHUS IS CO3/IaHUS
MPUBWIETUPOBAHHBIX YUETHBIX 3alKMCEed aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPaBJICHUS
MPUBWICTHPOBAHHBIMU YUYETHBIMH 3amucsiMu). PakT MPUBHIETHPOBAHHOTO JOCTYIIA
[JIABHOTO aIMUHUCTPATOPA, AODKHOCTD U (haMUJIMsl, UMs, OTYECTBO (IIPHU HAIHYHUN),
BpEMS IOCTYIA U MEPEUYCHb COBEPIIAEMbIX IIaBHBIM aJIMUHUCTPATOPOM JCUCTBUN B
MH(POPMALMOHHON CUCTEME JIOJKEH PErMCTPUPOBATHCS B JKypHAJe ydeTa JeHCTBUN
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[JIABHOTO aJIMUHUCTPATOpa, KOHTPOIb 32 BEIACHHEM KOTOPOTO OCYIIECTBISIETCS
CTPYKTYPHBIM MOAPA3CICHUEM, CTICIIHATMCTAMH T10 3aIUTe HH(OPMAIIHH.

[IpuBmiIeTMpOBaHHBIE  YYETHBIE  3allUCH  TJIABHBIX  QJMHHHCTPATOPOB
HE JIOJDKHBI UMETh yNAJICHHOTO JOCTYMA, JOJIKHBI ObITh MEPCOHUMUIIUPOBAHBI IS
KOHKPETHBIX ~pa0OTHUKOB, HAJCNEHHBIX COOTBETCTBYIOIIMMHU OOSI3aHHOCTSAMU
(pyHKUIHISIMH).

BcTpoeHHbIe TPUBUIIETUPOBAHHBIC YIETHBIC 3AMUCH JTOJIKHBI OBITh OTKIIFOUEHBI
WINA, B CIydyac HEBO3MOXKHOCTH OTKJIIOYCHHS, ITEPCHMEHOBAHBI TOCJE 3aBEPIICHUS
HACTPOWKM M YCTAaHOBKM KOH(HTypalui, 3aJaHHbIX BHYTPEHHUMH CTaHIApPTaMU
no 3ammre uHGopManuu (IpU  HAJIWYUKM  TEXHUYECKOW  BO3MOXKHOCTH).
AytentudukanmonHas WH(OpMAIUs BCTPOSHHBIX NPUBHICTHPOBAHHBIX YUETHBIX
3amuced JOJDKHAa OBITh M3MEHEHAa B COOTBETCTBUM C BHYTPEHHUMH CTaHIapTaMu
Y perJIaMEeHTaMU TI0 3aluTe nH(pOpMaIHH.

B cnyyae He00X0AMMOCTH BPEMEHHOTO IIPEIOCTABICHUS IPUBUIIETHPOBAHHOTO
J0CTyna K MHPOPMAIMOHHON CUCTEME WM HEOOXOJUMOCTH HECTaHJAPTHBIX IpaB
JOCTYIIa B 3alIpOCe Ha CO3/aHUE NMPUBUIIETUPOBAHHOM YUETHOH 3alluCu JOJKEH OBITh
yKa3aH CPOK M COCTaB paboT, JUIsl KOTOPBIX CO3/1Aa€TCS BPEMEHHAs yueTHas 3alucCh.
Bpemennas mpuBmIerHpoBaHHAs ydeTHas 3alHCh MOMJEKHUT YYETy U KOHTPOIIIO
ucnoip3oBanus. [1o ucreuennn nHTEpBaia BpeMEHH UCTIOIB30BaHMS, B KOTOPHIH ObLTa
CO3/aHa BpEMEHHas MPHUBWICTUPOBAHHAS YYEeTHAs 3alHuCh, OHA MOJIJIEKUT
OOKMpOBaHWIO B WH(GOPMAIMOHHONW CHCTEME M B aBTOMATH3WPOBAHHOHN cHCTEME
VOpPaBJICHUS TMPUBWICTUPOBAHHBIMU ~ YYETHBIMU  3amucsIMU (B cllydae UX
MCIIOJIb30BAHUs1) B AaBTOMAaTHYECKOM WJIM aBTOMATU3UPOBAHHOM PEXHUME.

Jlnst B3auMoeicTBUST WHMOOPMAITMOHHBIX CUCTEM, OTACIBHBIX MPOTPAMMHBIX,
MIPOrPaMMHO-AMIAPATHBIX CPEACTB C MCIOIB30BAaHUEM MPOTPAMMHBIX HHTEP(EicoB
CO3/IAI0TCSI  HEMEPCOHU(UIIMPOBAHHBIE TEXHOJOTHYECKHE MPHUBHICTHPOBAHHBIC
y4eTHBIE 3amuch. TexXHOIOTHYEeCKHe MPUBUICTUPOBAHHBIC YUETHBIC 3aIUCH JTOJDKHBI
OBITh  3aKperuieHbl 3a  pabOTHUKAMU  TOApa3AeNieHus, O0O0ECIeUnBaOIIEro
(GYyHKIIMOHUPOBAHUE UHOOPMAITMOHHBIX CHCTEM. TexHonornueckue
MPUBUJICTUPOBAHHBIC YUYETHBIC 3allUCH JIOJDKHBI TO/JIEKATh Y4eTy M KOHTPOJIIO
MCIOJIb30BaHUSI.

AytenTudukanmonsas nHGoOpMaIs MPUBUICTUPOBAHHBIX YUETHBIX 3amucei
MOJNJICKUT W3MEHEHHI0O B COOTBETCTBMM C BHYTPEHHUMH  perjaMeHTaMU
U CTaHJapTaMH, HO HE PeXe OJTHOTO pasa B IIECTh MECAIEB (3a HCKIIIOUCHUEM CITydacB
WCIIOJIL30BAHUS JIJISl JOCTYIA CEPTU(PUKATOB OE30MACHOCTH).

AytenTudukanuonsas uHGopMaIus TPUBUICTUPOBAHHBIX YUETHBIX 3alHCEH,
3aJaHHas  pa3pabOTYMKOM, TMPOU3BOAMUTEIEM  MPOrPAMMHBIX, IPOrPaMMHO-
anmnapaTHBIX CPEACTB MO YMOJIYAHHIO, MOJICKUT U3MEHEHUIO TIPU MePBOHAYATHHON
HACTPOITKe IPOrpaMMHBIX, POTPAMMHO-ANIAPATHBIX CPEICTB.

AyTteHTudukanonHas HHQOpMaIys MPUBIICTUPOBAHHBIX YUYETHBIX 3aIlUCeH,
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CO3/1aHHAasl B XOJI€ HACTPOMKH, PEMOHTA, CEPBUCHOTO OOCITYKMBAHMs, NOJJIEKUT
M3MEHEHUIO NIOCIIE 3aBEPILECHNUS YKa3aHHBIX padoT.

He nomyckaercs Hcronb3oBaHME  OJIMHAKOBOM  ayTeHTU()UKAIIMOHHOU
uHbOopMaIuu VIS PUBUIIETUPOBAHHBIX YYETHBIX 3aMMce,
HENEPCOHU(PUIIMPOBAHHBIX  TEXHOJIOTUYECKUX  MPUBUIICTUPOBAHHBIX  YYETHBIX
3aIMCcen, HEPUBUWIETHPOBAHHBIX YUYETHBIX 3AIIUCEN.

Heucnonp3zyemble NpUBUIETUPOBAHHBIE YYETHBIE 3allCH JOJDKHBI  OBITH
3a0JI0KMpOBaHbl M yJaleHbl. B ciydyae oTcTpaHeHUs paOOTHHUKA OT BBIOJHEHUS
o0si3aHHOCTEN ((PyHKLIMIT), BO3MOKHOCTh HMCIOJIb30BAaHUS €r0 IMPUBHIECTMPOBAHHON
YYETHOM 3alucu J0JDKHA OBbITh 3a0JOKMpOBaHa HE IMO3[JHEE § YacoB IMOCIIEe
OTCTpaHEHUs1 pabOTHUKA OT BBINOJHEHUs 00si3aHHOCTEN (PpyHKuuMit). Taxxke nomkHa
ObITh M3MEHEHA AayTeHTHU(PUKALMOHHAs WH(OpPMAIUMs BCEX YYETHBIX 3aMHCEH,
K KOTOPBIM Y pa0OTHUKA OBLT JOCTYII.

Hcronb30BaHuE CHUCTEMHBIMU AJMUHUCTpPATOpaMU MW aAMUHUCTPATOpPaMHu
0€30MacHOCTH MOOWJIBHBIX YCTPONCTB Ui OCYILECTBICHHSI MPUBHIECTHPOBAHHOTO
JOCTyIIa HE JAOIYCKAETCS.

VYnaneHHslli ~ NPUBWIETHPOBAHHBIM  JOCTyNl  MPENOCTABISIETCS  IIpHU
HEOOXOJAMMOCTH TOJIBKO [JIsl BBIMOJHEHUSI paOOTHUKOM OOs3aHHOCTEHN ((PyHKIIMIN)
U3 MECT, B KOTOPBIX OTCYTCTBYET BO3MOXHOCTb (PU3MYECKOr0 JOCTYIa
K MpOTrpaMMHO-aNNapaTHbIM CpPEACTBaM, BXOISUIMM B COCTaB HMH(POPMALMOHHOM
cucteMbl.  JlomkHa ~ ObITh  oOecreyeHa  BO3MOXKHOCTh — HMCIIOJIb30BaHUS
[IPUBUJIETUPOBAHHOMN YUYETHOM 3allUCHU B OTBEICHHOE JJIS1 3TOr0 BPEMSI.

[IpuBHUIErUpOBAaHHBIE YYETHBIE 3alMCH  CTPYKTYPHOTO  IOJpa3leieHus,
CHELMAIUCTOB MO0 3aliuTe MHGOPMAlMU CO3/JAI0TCS MO0 PEUICHUIO PYKOBOJIUTEI,
OTBETCTBEHHOTO JIMIIA.

TpedoBanus K AOKYMEHTHPOBAHUIO: BHYyTpeHHUI pEeriaMeHT,
OMPENENSIOUUN TOPAJOK CO3aHusl, yUeTa, U3MEHEHUS U OJIOKUPOBAHUSI, KOHTPOJIS,
yAaJIeHUs TPUBWJIETUPOBAHHBIX YUETHBIX 3aIUCEH, JOJIKEH COJEPKATh:

nepeyeHb UL (B TOM YUCIIE KaTerOPHil MOJIb30BaTENEH, pOJIe MOJIb30BaTEIIEH ),
KOTOPBIM IPEIOCTABIICHBI NTpaBa Mo CO3JaHHI0, YUETY, U3MEHEHHIO U OJIOKUPOBAaHMIO,
KOHTPOJIIO, YIAJIEHUIO IPUBUJIETUPOBAHHBIX YYETHBIX 3aIHCEH;

NepeUYeHb U COJIEp)KaHUE MEPONPUITHI MO CO3AAHHIO, YYETY, U3MEHEHHIO
1 OJIOKMPOBAHHUIO, KOHTPOJIIO, YAAICHUIO TPUBUIETUPOBAHHBIX YUETHBIX 3aIUCEH;

NepeuYeHb U COJEP)KaHHE MEPOINPUATUNH MO KOHTPOJIO 32 JIEUCTBUSIMU
B MH(OPMAIIMOHHBIX CUCTEMAX NMPUBUIIETUPOBAHHBIX YUETHBIX 3aIIHCEH.

Bo BHyTpeHHEM cTaHAapTe MO MEPBUYHON MACHTU(UKALIMYA yCTaHABIUBAIOTCS
TpeOOBaHUS K TMEPBUYHON HMACHTU(UKALMK JIUI, OOJAJAloIIUX IMpaBaMu
MPUBUJIIETHPOBAHHOIO JOCTYIA.

Bo BHyTpeHHEM cTaHJapTe O NPUMEHIEMBIM MOJIEIISIM JIOCTYTIA MOJIb30BaTeNIen
YCTaHABJIMBAIOTCS THIIBI IIPUBUIIETUPOBAHHBIX YYETHBIX 3anmce,
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UX MpaBa Mo JAOCTYMy K 00bEKTaM JOCTyIa HH(POPMAIMOHHBIX CUCTEM.

Bo BHyTpeHHEM cTaHIapTe MO OTPaHUYECHHUIO M 3ampeTam JCHCTBUM IS
MOJIb30BAaTEJIE YCTAHABIMBAIOTCS 3allpellleHHbIe JEeWCTBUSI TI0JIb30BaTeNie Mpu
OCYUIECTBJICHUM UMH MPUBUIETHPOBAHHOIO JOCTYIA, a TaKKe€ OrPaHUYEHUs
Y 3aMPETHI IPU CO3JIaHUH, YUeTe, U3MEHEHHIX U OJOKHUPOBAHUH, KOHTPOJIE, yIATCHUN
MIPUBWICTUPOBAHHBIX YUETHBIX 3aMKCEH.

TpeOoBaHuA K YCHJIEHHIO:

1) cuCTeMHBIC aJIMUHUCTPATOPBl W aIMHUHHCTPATOPhI OE30MACHOCTH IS
BBITIOJIHEHUS CBOUX 0OO0si3aHHOCTEW ((YHKIMIA) JOJKHBI HCIOIB30BATh TOJBKO
BBIJICJICHHBIE OINEpaTOpoOM [JIsl aAMUHHUCTPUPOBAHMS MPOrPAMMHO-AIIAPATHBIC
cpeacta. Jloctyn kK MH(OPMAIMOHHBIM CHUCTEMaM IO MPOTOKOJAM YIpaBIEHUS
JOJIKEH OBITh pa3pelleH TOJIbKO C BbIIEICHHBIX aBTOMAaTH3UPOBAHHBIX pa0OUNX MECT.
Hcnonbs3oBanne [ 3THX LeJed MHBIX [POrpaMMHO-aNIapaTHbIX CPEACTB
JOIyCKAeTCsl TOJBKO IpPU MCIOJIb30BAaHUM CPEACTB oOecreueHus Oe3onmacHou
JTUCTaHIITMOHHOU paboTHI,

2) B MH(OPMAITMOHHOM CUCTEME JOJDKHBI IPUMEHATHCS CPEJICTBA YIIPABICHHS
MIPUBWICTUPOBAHHBIMA YYETHBIMU 3alUCAMHU JJISI TPEIOCTABICHUS BO3MOXXHOCTH
WCIIOJIb30BaHUs, y4€Ta, W3MEHEHUs, OJOKUPOBAHUS W KOHTPOJS HCIOIb30BaHUA
MIPUBWJICTUPOBAHHBIX YUETHBIX 3aUCEH;

3) cozmanme, W3MEHEHHWE, OJOKMPOBAaHWUE TJABHBIM  aIMHHHCTPATOPOM
NPUBUJIETMPOBAHHBIX  YYETHBIX  3amuced MO  3adBKE  MOJpa3/eiiCHHS,
oOecreunBarero GyHKIMOHUPOBAHNE HHPOPMAIIMOHHBIX CUCTEM, WIIH TI0 3asBKaM
Mo/Ipa3ieNieHui, SKCIUTYyaTUPYIOMUX HH(GOPMAIIMOHHBIE CHCTEMbI, COTJIACOBAHHBIM
C TmojapaszieneHreM, obOecreunBaronuM (yHKIIMOHUPOBAHUE HWH(POPMAIIMOHHBIX
cucteM. CBelleHHs O CO3/JaHHOW, U3MEHEHHOMW, 3a0JOKMPOBAHHOW YUYETHOM 3amucu
M ee MpaBax J0CTyna MepealTcsl B CTPYKTYPHOE MOJpa3/iejeHUe, CHelralnucTam
0 3al[UTe HHPOPMALIMU JIJIS1 y4eTa U KOHTPOJIS UCIIOJIb30BaHMUS;

4) noypKHA TIPOBOJWTBCS HE PEXKE OJJHOTO pa3a B TOJA OICHKA 3HaHUM
paOOTHUKOB,  HAa3HA4YeHHBIX  HA  POJb  CHUCTEMHBIX  AJMUHUCTPATOPOB
¥ aIMUHHCTPATOPOB O€30MaCHOCTH, MEp MO0 3amuTe UHGOPMAIUH, YCTAHOBIIEHHBIX
HaCTOAIIUM  METOJIMYECKUM  JOKYMEHTOM, BHYTPEHHUMH  perjiaMeHTaMH
Y CTaHJApTaMH B YaCTH KACAIOLIECHCH,

5)B cilyuae TpPEIOCTABJICHUS YIAJICHHOTO TNPUBWICTHPOBAHHOTO JIOCTYIIA
JNEUCTBUA CHUCTEMHBIX aJIMHHHCTPATOPOB W AJMUHHUCTPATOPOB O€30MacHOCTU
MOJ/JIEXKAT MOCTOSSHHOMY MOHUTOPUHIY C 3alUChI0 JIEUCTBUI B >KypHAJIbl COOBITUI
0€30MacHOCTH W MX XPAaHCHHEM Ha MAaITWHHBIX HOCUTENSX WH(GOpMAIlM HE MEHEe
6 MEcCHIICB;

6) mpuMeHeHne CpeACTB, CHUCTEM T'€ONO3MIIMOHUPOBAHUS MPOTPAMMHO-
anmapaTHbIX CpPEICTB, OOECNEYMBAIOIIMX OINPEACICHHE MeCTa, U3 KOTOPOro
OCYUIECTBJISICTCS yIaJICHHBIN MPUBUIIETUPOBAHHBIN JOCTYII;
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7) npu yIajJCHHOM MPUBHICTHPOBAHHOM JOCTYIE JUIsS BBIIOJHCHHS poJiei
CHUCTEMHBIX aJMHUHHCTPATOPOB W aJIMHHHCTPATOPOB OE30MaCHOCTH JOKCH OBITH
oOecrieueH KOHTPOJIb 3arpy’kaeMblX aJIMHHHCTpAaTOpaMHd B HH(POPMAIMOHHBIC
CUCTEMBI (paiiJIoB Ha HAIMYWE B HUX BPEJOHOCHOTO MPOTrPAMMHOTO OOECIeUeHus, a
TaK)XK€ KOHTPOJb BBITPY)KAEMBIX aIMUHUCTpaTOpaMu (ailioB C IEIbIO BBISIBICHUS
HapylleHuid  TpeOOBaHMM  BHYTPEHHUX  PETJIAMEHTOB 1o 00paboTKe
KoH(puACHIIMATbHON HHpOpMAITUH.

3.11. Obecneyenue MOHUTOPUHIA HH(pOpMauMOHHOMH Oe3onacHocTu (MbB)

Henanb: BeisiBnenue Npu3HAKOB peann3aluu yrpo3 0€30macHOCTH MH(pOpMauu
U (W1K) HapyleHuid TpeOOBaHU BHYTPEHHUX CTaHAAPTOB U PETJIAMEHTOB 110 3alIHUTE
nH(popMaIuu Ha OCHOBE cOOpa JaHHBIX O COOBITHUAX O€30MaCHOCTH, UX O0pabOTKH
Y aHaJIU3a.

TpeOoBanus k peanusanuu: MOHUTOPUHT MH(OPMALIMOHHON O€3011aCHOCTU
JOJDKEH MPEelyCMaTpUBAaTh:

cOOp MaHHBIX O COOBITHSX O€30MaCHOCTM M HUHBIX JAHHBIX MOHUTOPHHIA
MH()OPMAIMOHHONW 0€30MaCHOCTH, MPEIYCMOTPEHHBIX HAIMOHAIBHBIM CTaHIAPTOM
Poccuiickoii ®enepanuu 'OCT P 59547-2021 «3ammra uadpopmanyii. MOHUTOPUHT
nHpopmanmoHHoi Oe3omacHocTu. OOuWMe mnonoxeHus» (Jajee — JaHHBIE
MOHUTOPHUHTA);

00pabOTKy JaHHBIX O COOBITHUAX OE30MACHOCTH U UHBIX JAHHBIX MOHUTOPUHTQ;

aHaJIn3 COOBITHI 0€30IaCHOCTH M UHBIX JAHHBIX MOHUTOPHHIA;

COIOCTABJICHUE COOBITUHA O€30MaCHOCTM M MHBIX JaHHBIX MOHHUTOPHHIA
C XapaKTEepUCTUKaAMHU yTpo3 0€30MacCHOCTH UH(pOpMaIINH;

KOHTPOJIb, YYET U aHaJIU3 JEHCTBUI NOJIb30BaTeIe HH(POPMAIMOHHBIX CUCTEM;

cOOp M aHamM3 JaHHBIX O PE3yJibTaTax KOHTPOJII MNOTOKOB HH(GOpPMALMH
B MH(OPMAIIMOHHBIX CUCTEMAX;

BbISIBJICHHE  HapylleHud  Oe3omacHocTd — MHpopMmamuun U (WJIH)
GyHKIIMOHUPOBaHMS HH()OPMALIMOHHBIX CUCTEM U pearupoBaHUE HA HUX;

CBOEBpEMEHHOE MH(OPMUPOBAHNUE O BBISBICHHBIX HapyIICHUAX 0€30MacHOCTU
uHbopmanuu U (W) HapyUIeHUsIX PYHKIMOHUPOBAHUS MHPOPMALIUOHHBIX CUCTEM.

TpedoBanus K AOKYMEHTHPOBaHMIO: BHyTpeHHHUI pEeTJIaMEHT,
OTIPENICNAIONUNA  MOPAJOK  MOHUTOPUHTA  HWH(POPMAIIMOHHOM  OE30MaCHOCTH
MH()OPMAIIMOHHBIX CUCTEM, JIOJKEH COACPKATH:

nepedyeHpb noapaseneHnil (pabOTHUKOB), HA KOTOPBIE BO3JIOKEHBI (DYHKIUH IO
MOHUTOPHUHTY WH(OPMAITMOHHON 0€30MacHOCTH, UX (QYHKIMH (005S3aHHOCTH) U TIPaBa,

nepeyeHb U COJAep)KaHWe MEPONPHUSTHII MO0 MOHUTOPUHTY HH(GOPMALUOHHON
0e30MacHOCTH;

nepeyeHb JEHCTBUI MOApA3JEICHUN, I0Jb30BaTENl B CIydyae BBISABICHUS
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no pe3yjJbTaTaM MOHUTOPUHTa HMHPOPMALMOHHON Oe3omacHOCTH (akTa WIH
PU3HAKOB pealn3aluu yrpo3 6e30nacHoCTH HHPOpMaInK;

CXEMbl B3aUMOJICHCTBUA ToJpa3ieieHuil (paOOTHUKOB) MpPU OCYLIECTBICHUU
MOHUTOpPWHTA MHGOPMAIIMOHHON 6€30macHOCTH (TIPH HEOOXOIUMOCTH ).

Bo BHyTpeHHEM CcTaHIapTe YCTAHABIMBAIOTCA TpeOOBaHUS K cOOpy,
perucTpald W aHaau3y COOBITHI O€30MacHOCTH, MOMAJIEKAIIUX MOHUTOPUHTY
uH(OpPMaIIMOHHOM 0€30MacHOCTH.

TpeOoBaHuA K YCHJIEHHIO:

1) co3nanne u obecrniedyeHue (HyHKIIMOHHUPOBAHUS OTACIBHOTO CTPYKTYPHOTO
MO/Ipa3ieNICHuUs 0 MOHUTOPUHTY UH(OPMAIITMOHHON O€301aCHOCTH;

2) IpUBJICYCHHUE CIICIMAIN3UPOBAHHON OpTraHU3AlMKA, HWMCIONMIEH JIHIICH3UIO
OCTOK Poccun Ha AeATENBHOCTh MO TEXHUYECKOW 3anuTe KOH(UICHIHAIBHOU
nHpopMaIuu C MPaBOM OKa3aHUsl YCIAYr MO MOHUTOPUHTY WH(POPMAIIMOHHOM
O€30IIaCHOCTU CPEICTB U cUCTeM MH(OPMATH3ALMU® (Hajee — CHelUalu3upOBaHHAs
opranuzanusi). B ciydae mnpuBieYeHUs ~CIHENUAIU3UPOBAHHON  OpraHu3aluu
ONPEENAIOTCA PAOOTHUKHU CTPYKTYPHOTO MOAPA3ACIICHUS, CIICIUAIUCTHI 110 3aIlUTe
uH(pOopMaIuu, OTBETCTBEHHBIEC 3a MIpUEM MHGOPMAIIMU O pe3yIbTaTaX MOHUTOPHUHIA
nHPOpMAIIMOHHON  0€30MacHOCTH  OT  CHEUUATM3UPOBAHHON  OpraHu3alluuy,
pearupoBaHU€ Ha BBISIBJICHHBIE aKTYaJIbHbIE YIPO3bl 0€30MacHOCTH UH(OpMaIINHY;

3) IOJDKHBI ~ MPUMEHATBCSA  TEXHUYCCKHUE CPEJCTBA  OJHOHANPABICHHOIO
OTBETBJICHUS CETEBOrO Tpaduka,

4) NOJDKHBI TIPUMEHSATBCS TACCHBHBIC (IHEPrOHE3aBHCHUMbBIC) TEXHHUYECKHUEC
CpeliCTBa OJHOHAMPABIEHHOTO OTBETBJIECHUS CETEBOTO TpaduKa.

3.12. ObecneueHue pa3padoTKu 06e30MaCHOTO
nporpaMmmHoro odecneuernus (bP)

ean: [IpenoTBpalnieHne NMOSIBICHUS, BBISIBICHUE W YCTPAaHEHUE YA3BUMOCTEH
pH pa3pabOTKe MPOTrpaMMHOTO oOecTieueHus: B MH()OPMAITMOHHON CUCTEME.

TpeboBanus Kk peanuszanum: Pazpaborka 0€30MacHOTO0 MPOTPaAMMHOTO
oOecrieueHus JOJKHA TTPETyCMaTPUBATh:

IJJAHUPOBAHUE MEPOIPUATHN MO pa3paboTke 0e30MmacHOro MPOrpaMMHOIO
oOecrcUeHuS,

oOydyeHre  paOOTHUKOB, OCYLIECTBISIOMIUX  Pa3pabOTKy,  MOAJEPKKY
0€301MMacHOTO MPOTPaAMMHOT0 00ECTICYCHHS,

dbopMupoBaHHe W OpeabsBIcHHEC  TpeOoBaHWM 1O  0E30MacHOCTH

® [loanyHKT «B» myHKTa 4 [1010KEeHUs O NHMIIEH3UPOBAHUH [IESATENLHOCTH 10 TeXHUYECKOH
3ammTe KOH(PUICHIMANbHOM WH(pOpMAalWU, YTBEpXKIEHHOrO IMocTaHoBieHueM IIpaBurenbcTBa
Poccuiickoii @enepanuu ot 3 pespans 2012 r. Ne 79.
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K IPOrpaMMHOMY 00€CIIeYeHHIO, BKIIIOUast TPEOOBAHUS K €T0 apXUTEKTYPE;
ympaBiieHUe KOHPHUTYypaIueil mporpaMMHOT0 00eCIIeUCHHS,

yhpaBlieHUE HEAOCTaTKaMHW W 3ampocaMd Ha H3MEHEHHe 0e30MacHoro
MIPOTPaMMHOT0 00€CTICUCHUS;

pa3paboOTKy, YTOYHEHUE U aHAIM3 apXUTEKTYPhI MPOTPAMMHOTO 00eCIICUeHN,
o0ecIeunBaIIe CHIKCHHE WM HCKIIOYCHUE BO3HHUKHOBEHUS ITOTEHIIMATBHBIX
YSA3BUMOCTEW;

MOJICTTMPOBAHUE aKTyaJIbHBIX YTPO3 U pa3pabOTKy OMMCAHUS TIOBEPXHOCTH aTak;

dbopMUpOBaHUE U TTOIJIEPIKAHUE B AKTYAIbHOM COCTOSIHUHM TMPaBUJI 0€30TIaCHOTO
KOJIUPOBAHMUS;

AKCIIEPTU3Y UCXOTHOTO KOJa MPOTPAMMHOTO 00ECTICUCHHS,

MIPOBEICHUE CTATUYECKOTO, JMHAMUISCKOTO aHaIN3a KOjia IPOrpaMm;

UCITOJIb30BaHUE O€30TaCHOW CHCTEMBI COOPKH MTPOTPAMMHOTO 00ECIICUEHUS;

oOecrieueHue 6€30MacHOCTH COOPOYHON CpeIbl TPOrPAMMHOTO O0ECIICUEHUS;

yIpaBJICHHE JIOCTYIIOM UM KOHTPOJIb LIETOCTHOCTH MPOTPaMMHOTO KojAa B XOJe
pa3pabOTKH MPOrPaMMHOI0 00ECTICUCHHS;

MPOBEICHUE KOMITO3UITMOHHOTO aHaIN3a MPOTPaMMHOTO 00€CIICUEHUS;

MPOBEPKY MPOTPAaMMHOTO KOJa Ha TPEIAMET BHEIPEHUS BPEIOHOCHOTO
MIPOTPAaMMHOTO 00ECIIeUeHHUs Yepe3 IIEMOYKH MOCTABOK €r0 COCTABHBIX YaCTECH;

GyHKIHOHATBPHOE ¥ HE(YHKIMOHAJTBLHOE TECTUPOBAHHWE IPOTPAMMHOTO
oOecrcUeHMS,

oOecrieueHne 0€30MaCHOCTH TPH BBIMYCKE TOTOBOM K JKCIUTyaTallud BEPCHH
MIPOTPAMMHOTO 00€CTICUCHUS;

0e30mMacHyl0  JOCTaBKy Y  YCTaHOBKY NPOTrPaMMHOTO  OOECIeYeHHs
B MH(POPMAITMOHHBIX CUCTEMAX;

oOecrieueHre TOMJICPKKH TMPOTPaAaMMHOTO OOECIIeUeHUsT TPHU IKCILTyaTaIiu
MTOJTB30BATEIISIMHU;

pearupoBaHue Ha MH(OOPMALIUIO 00 YSI3BUMOCTSX TPOrpaMMHOT0 00ecTieueHu s,
MOCTYTIAIOIIYIO OT TOJIb30BaTEICH;

YCTPAHEHHE YSI3BUMOCTEH MPOTPaMMHOTO OOECIeYEHUSsI, BBISBICHHBIX B XOJIC
€r0 DKCILTyaTallny;

MOWCK YSA3BUMOCTEH B TIPOrpaMMHOM OOECIIeYeHUH U pa3paboTKy Mep
10 X YCTPAHCHHIO.

TpeGoBaHus K JOKYMEHTHPOBAHUIO: BHYTpeHHMII perinamMeHT no pa3paboTke
0€30I1aCHOr0 MIPOrPAMMHOIO  00€ecIeueHus®, B Cllydae €ro CcaMoCTOATEIbHOI
pa3paboTku oreparopom (obaagaTeraeM HHPOpMaIHH), TO0HKEH COIePIKATh:

COCTaB MPOTPAMMHOTO 00ECTIeUeHHUSI, Ha Pa3padO0TKy M IKCILTyaTaI[UI0 KOTOPOTO

6 [Tynkr 3.2 HamumonambpHOTO cranmapta Poccuiickoir ®eneparmu ['OCT P 56939-2024
(M., ®I'BY «PCT», 2024) (nanee — 'OCT P 56939-2024).
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pacIpoCTpaHstoTCsl  Mepomnpusitus  (Mpolecchl) Mo pa3paboTke 0e30macHoro
IPOrpaMMHOTO O0ECTICUeHMUS;

nepedeHb nojpaszieneHuil (pabOTHUKOB), HA KOTOPBIX BO3JIOKEHBI (PYHKIIUU
M0 OpraHU3allMy U BHEJIPEHUIO MPOLIECCOB pa3pabOTKU O6E30MacHOr0 MPOTPaMMHOTO
oOecrniedeHus, uX QyHKINUU U TTOJTHOMOYHS;

COCTaB M COJEp KaHUE MEPONPHUITHH (IIPOIECCOB) MO pa3paboTKe O€30MaCHOTO
IPOrpaMMHOTO O0ECTICUeHMUS;

NepeuYeHb HMHCTPYMEHTAIbHBIX CPEACTB, MCIOJIb3YEMBIX IMpPU pean3aluu
MEpPOTPUATUH (TTPOLIECCOB) MO pa3paboTke 6€30MacHOro MPOrpaMMHOT0 00€CTICUEHNUS;

NepedeHb Mopa3ieieHui (paOOTHUKOB), Ha KOTOPBIX BO3JIOKEHBI (DYHKIIUU 110
KOHTPOJIO TIPOIIECCOB pa3pabOTKKM O€30MacHOro MPOTPaMMHOTO OO€CTIeUeHMUS,
X QYHKIIAW U TIOJTHOMOYHSI,

ONKCaHWE TOpsIKAa  B3aMMOJACHCTBHS  paOOTHUKOB  omeparopa  IMpHU
OCYILIECTBIICHUH pa3padOTKU O€30MaCHOT0 MPOTPaMMHOTO 00ECTICUEHMUS.

TpeOoBaHus K yCHIICHUIO:

1) mouck ysI3BUMOCTEH B MPOrPaMMHOM OOCCIICYCHHH B paMKaX OTKPBITHIX
mporpaMM ¢ TPHUBJICUYEHHEM BHEIIHUX OKCIEPTOB U  pa3paboTka  Mep
M0 UX YCTPaHEHHUIO.

3.13. Obecneuenue pu3nyecKkoii 3aMTHI HHGOPMAIIHOHHBIX cucTeM (P3)

Heab: UckmtoueHne BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO  (PU3UUECKOTO
JOCTyla K TMpOrpaMMHO-alIapaTHbIM cpeAcTBaM OOpaOOTKM U XpaHEHUs
uHdopmaIuu.

TpeboBanus k peanm3zamuu: Meponpustus no oOecrneueHuo (puzndeckoin
3aIIUTHl THPOPMALIMOHHBIX CUCTEM JIOJKHBI PEyCMaTpUBAaTh:

OIpeJeNIeHHe MPOrpaMMHO-aNMNapaTHbIX CPEACTB MH(POPMALUOHHBIX CHUCTEM,
NpeJAHa3HAYeHHBIX 11 00paboTkm W (Wiou)  XpaHeHuss  uHGOpMaIUH,
HECaHKIMOHUPOBAHHBIA (U3NYECKUN JOCTYN K KOTOPHIM JOJDKEH OBITh HCKIIOYEH
(mamee — cpeacTBa 0OpabOTKH U XpaHEHUST HHGOPMAITIH);

ONpEJENICHUE MepeyHs JIML (KaTeropui JIMI), KOTOPBIM pa3peleH J0CTyM
B TMOMEIIEHUS (30HBbI MOMEIEHUH) W (Wiau) (U3MYECKUM JOCTYNl K CpeicTBaM
00paboTkM U XpaHeHus wuHPOpMaAllUM, a Takxke pabOTHUKOB oOIleparTopa,
OTBETCTBEHHBIX 32 KOHTPOJIb JOCTYyNa B MOMELIEHUS (30HBI MOMELIEHUN) U (UJIH)
K cpeZicTBaM 00pabOTKHU M XpaHEeHUs1 MH(pOpMaIuu;

KOHTPOJIb (DM3UYECKOTO JOCTyNa K CpeACcTBaM o00pabOTKU U XpaHEHHS
uHpopmaruu u (WIM) B TOMENIEHUs (30HBI TIOMENICHHH), B KOTOPHIX OHU
YCTaHOBJICHBI;

OCYLIECTBJIEHHE JIOCTYNa IOCTOPOHHUX JHI[ B TIOMEIIEHHS, B KOTOPBIX
YCTAHOBJIEHBI CPeICTBA 00pabOTKU U XpaHeHUs] MH(MOPMAIUU, U MPOBEJICHUE B HUX
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paboT TOJBKO B COMPOBOXKACHUH PAOOTHUKOB, OTBETCTBEHHBIX 3@ KOHTPOJIb 1OCTYyIMa
B IOMeENIeHUs1 (30HbI TOMEIICHHI), 1O COIJIACOBAHUIO CO CTPYKTYPHBIM
noJipas/ieJICHUEM, CIeIIUAIMCTaMU 10 3aluTe HH(OPMAIIH;

pa3MeIeHne KOMMYHUKAIIMOHHOTO 000pyI0BaHUsS MH(GOPMAITMOHHBIX CHCTEM
B MecTax (mkadax, KoMHaTaX, SIMKaX), K KOTOPBIM HCKIIOYEH HEKOHTPOJIHUPYESMBIH
NOCTYI,  ONpEJEJeHUE  MepeyHs  JIML, KOTOPhIM  pa3peuieH  JOCTyM
K KOMMYHHUKallUOHHOMY OOOpYZOBaHWIO, a TakXe pabOTHUKOB OIEparopa,
OTBETCTBEHHBIX 32 KOHTPOJIb JIOCTYIA K KOMMYTAIIMOHHOMY 000pYA0BaHUIO.

duznyeckuii 10CTyN K Cpe/icTBaM 00pabOTKH U XpaHEeHUs HH(GOpMAITUH JOJIKEH
OBITh TIPEJOCTaBIEH TOJBKO TEM II0JIb30BATENSIM, KOTOPHIM OH HEOOXOIUM s
BBITIOJTHEHUS BO3JI0KEHHBIX Ha HUX 00s13aHHOCTEHN ((QyHKITUI).

[IporpammHoO-anmapaTHbIe cpeAcTBa MH(POPMAITMOHHBIX CUCTEM,
MpeaHa3HaYeHHbIE JJIi XpaHEeHUs HHQPOpMAIUU, [OHKHBI OBITh YCTaAHOBJIEHBI
B IOMENIEHUSX (30HaX TOMeNIeHud, MmKkadax, Qymsgpax, Kopmycax),
HECAaHKIIMOHUPOBAHHBIN (PU3UUYECKUM TIOCTYI B KOTOPBIE TOJKEH OBITh UCKITFOYEH.

3anpemaercs OCTaBIsATh ChEMHBIE MAIIMHHBIE HOCUTENW HH(POpPMAIIUU,
MpeHa3HAYCHHbIC JJI1 MCIOJIb30BaHUS B HMH(OPMAIMOHHBIX CHCTEMaxX, a TakKxKe
HEe3a0JIOKUPOBAHHBIE SKPaHbl KOMITBIOTEPOB C pa3MEIIEHHON Ha HUX uHpOpMaIuen Ha
pabounx Mectax pabOOTHHKOB B Hepabodee BpeMs 3a HCKIIOUCHUEM IOMEIICHUN,
B KOTOPBIX pa3pelieHo XxpaHeHue nHpopmaluu B Hepadodee BpeMs.

KoHTponb (¢u3znueckoro npoctyma K CpeiacTBaM OOpadOTKM M XpaHEHHs
uH(pOpMAIUU OTPAHUYCHHOTO JOCTyNa W (WJIM) B MOMEIIEHUs (30HBI MOMEIICHUH,
mKadbl, GyTISpEI, KOPITyca), B KOTOPBIX OHU YCTAHOBJICHBI, JOHKEH OCYIIECTBIATHCS
B COOTBETCTBUU C BHYTPEHHUMH PErVIAMEHTAMH 110 3aIUTe HHDOpMAIUH.

CbeMHBIE  MAaIIMHHBIE  HOCUTENM  WHQOpMalMM, pa3pelieHHbIe IS
WCIIOJB30BaHUsA B HMH(POPMAIMOHHBIX CHUCTEMaxX, MOJJIeKaT Y4YETy M KOHTPOJIIO
WCIIOJb30BaHusA. B MH)OpPMAIIMOHHBIX CUCTEMax JOJHKHBI HCIOIb30BAThCA TOJIBKO
ChE€MHBIC MAIlMHHBICE HOCUTEIW WHGOpPMALUM, BbIJABaCMbIE  OINEPATOPOM
(obnamarenem wunH(popManuu). B ciaydae oOHapyKeHUS MOJIB30BATEIEM CHEMHOTO
MaITUHHOTO HOCHUTENSI WHGOPMAINK, MPUHAJICKHOCTh KOTOPOTO WM BJaJeliblia
KOTOPOrO YCTAHOBUTb HE YJIAJIOCh, TAaKOW CHEMHBIM MAIIWHHBIM HOCHUTEIb
nH(popMaIuu 10HKEH OBITh TIEpPead B CTPYKTYPHOE MOApa3/ieieHue, CleuaiicTam
Mo 3ammuTe WHpOpMaMu I aHaliu3a COJSpXKaIMXCsi Ha HeM HWHQopMaIuu,
porpaMM W TIpU HEOOXOJUMOCTHU JalibHEWIIero yHu4ToxkeHus. IloakiroueHue
0OHapPyKEHHOTO ChEMHOTO MaIIMHHOTO HOCHUTEJIS nHpopMaru
K MH(POPMAIIMOHHBIM CHCTEMaM 3aIpeIaeTcs.
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TpedoBanus K AOKYMEHTHPOBAHUIO: BHYTpEeHHUI pEerJIaMeHT
no oOecnedeHn0 (U3MUECKOM 3amMThl  HMH()OPMALMOHHBIX CHCTEM JIOJKEH
peyCcMaTpUBaTh:

COCTaB Cpe/IcTB 00pabOTKU M XpaHEHUs HH()OPMALINH;

nepeyeHb MOMEIIeHUN (30H TNOMEIeHUH, mKadoB, QyTISIpoB, KOPILYCOB),
B KOTOPBIX YCTAHOBJICHBI, XPAHATCS CPECTBA OOPaOOTKHU M XpaHEeHUs WH(POpPMALIUH;

nepeyeHb Jull (KaTeropui JMI), KOTOPBIM pa3pelieH JOCTYyH B IOMEIICHHUS
(30HbI moMmernieHUH) u (WaK) GU3HMYECKHM JIOCTYH K CpeAcTBaM 00pabOTKH
U XpaHeHHMs HH(pOpMalM{, a Takke paOOTHUKOB OINEPAaTOpa, OTBETCTBEHHBIX
32 KOHTPOJIb JIOCTyIla B TOMEUICHHs (30HBI MOMEIIEHHWH) W (WIM) K CpelcTBaM
00pabOTKM U XpaHEeHUs! UH(OpMAIIIH;

COCTaB U COJIEP)KAaHUE MEPONPHUIATHI MO KOHTPOIIO (PU3UYECKOr0o OCTYyIa
B NOMENICHHs (30HBI MOMENIEHUI) W (WIM) K cpeAcTBaM OOpabOTKH M XpaHEHUs
uHpopmaIuu.

TpeOoBaHus K yCHIICHUIO:

1) npuMeHeHe aBTOMATU3UPOBAHHBIX CHUCTEM KOHTPOJS W  YIPaBJICHUS
JOCTYNOM U (WJIM) BUAECOHAOIIOACHUS AJI1 KOHTPOJS JOCTYyNa B MOMENIEHUS (30HBI
MOMENIEHWI), B KOTOPBIX YCTAHOBJIEHbl CpEACTBa OOpadOTKM M XpaHEHUs
uH(pOpMaIuy, a TAKXKEe K MECTaM YCTAHOBKM KOMMYHHUKALIMOHHOTO 000PYOBaHUSI.

3.14. OdecneyeHue HeMPePbIBHOCTH (PYHKIMOHUPOBAHUS HH(POPMAITHOHHBIX
CHCTEM NPHU BOBHUKHOBEHMH HelITATHBIX cutyaunid (HD)

Heab: ObGecnieueHne BO3MOXHOCTH BOCCTAHOBJICHUS BBITIOJHEHUS COLIMATIBHO
3HAUYUMBbIX (PYHKHUH, UHBIX (PYHKUIUH (MPOLECCOB, BUAOB padOT) MH(POPMALIMOHHBIX
CUCTEM, [UIsl KOTOPBIX YCTAHOBJIEHBI TPEOOBAHUS K HEMPEPHIBHOMY PEXUMY
(yHKUIMOHUPOBaHUS (fanee — 3HauuMble (PYHKIMH), B IPEIeNIaX MHTEPBAJIOB BPEMEHU
BOCCTaHOBJICHUS, YCTaHOBJIEHHBIX BHYTPEHHUMU CTaHAapTaMu
U perjiaMeHTaMu 10 3aluTe HHpOpMaIHH.

TpeboBanus k peajausanuu: MepornpHusaTHs 110 00€CTIEYCHUIO HETIPEPHIBHOCTU
(GYHKIIMOHUPOBAHUS MH(POPMAIIMOHHBIX CHCTEM MpPH BO3HUKHOBEHUHM HEIITATHBIX
CUTYaLIMI TIOJKHBI IPelyCMaTPUBATh:

oTpeesieHre 3HAYMMbIX (QYHKIIUU;

ONpeJeIeHHe TEPEeYHs] MPOTrPaMMHBIX, MPOTPAMMHO-AMNMAPATHBIX CPEICTB,
00€eCreynBalONINX BHITTOJIHEHUE 3HAUMMbBIX (YHKIUH;

OINpEEJICHUE MEePEUYHs] HEIITATHBIX CUTyaluid, NPU BO3HUKHOBEHHUH KOTOPBIX
J0JHKHA OBITH 0OOECIieueHa HEMPEPHIBHOCTD BBIMOIHEHUS 3HAYUMBIX (DYHKIIHIA;

ONpe/eNieHNe HMHTEPBAJIOB BPEMEHU BOCCTAHOBJICHMS (PYHKIIMOHUPOBAHUS
MH(GOPMALIMOHHBIX CUCTEM, UX CETMEHTOB, BBITIOJHSIONINX 3HAYUMbIE (QYHKIIUY;
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CO3JaHME JOCTAaTOYHOIO KOJMYECTBA PE3EPBHBIX KOMHM MPOrpaMMHBIX,
IPOrpaMMHO-AIIAPAaTHRIX CPEACTB M HX KOH(Urypauuid, o00ecneurnBaronmux
BBITIOJIHEHUE 3HAYUMBIX (PYHKIIUNA, HEOOXOJUMBIX JJI1 BOCCTAHOBJICHHUS BBITIOJHEHUS
3HaYUMBIX (YHKUMHA B YCTAHOBJICHHBIM HWHTEpBal BPEMEHH BOCCTAHOBJICHMS,
U TICPUOIUYECKOE TECTUPOBAHNE TAKUX CPEICTB HAa paOOTOCIIOCOOHOCTH;

Ha3HAYCHHE HEOOXOAMMBIX JJii MPOBEACHUS pPabOT MO BOCCTAHOBIICHHUIO
(GyHKIMOHUPOBaHUSI THGOPMAIIMOHHBIX CUCTEM PA0OTHHUKOB,;

CO37aHMe JOCTAaTOYHOTO KOJMYECTBAa pPE3EpPBHBIX KOMUil uH)OpMmaiuwy,
HEOOXOMUMOM JUisi OOecredeHUsl BBINOJHEHUS 3HAYMMBIX (YHKIHMM, a Takke
X XpaHEHHE Ha Pa3HBIX TUIIAX MAIIUHHBIX HOCHUTENed HH(OpMallUd B MecCTax,
MCKJITIOYAIOIINX HECAHKITMOHUPOBAHHBIHN TOCTYI K PE3EPBHBIM KOMUSAM HHPOPMAITHH.

Meponpusatus 1m0 00eCneYeHHI0 HEMPephIBHOCTH  (PYHKIIMOHUPOBAHUS
WH(POPMAIIMOHHBIX CHCTEM TPHU BO3HWKHOBEHHWW HEIITATHBIX CHUTYAIMil TOJDKHBI
M03BOJIATh BOCCTAHOBUTH BBIIIOJIHEHUE 3HAUMMble (DYHKLMHU B Mpe/iesax UHTEPBajIOB
BPEMEHM  BOCCTaHOBJICHHUS,  YCTAHOBJEHHBIX  BHYTPEHHUMHU  CTaHJIapTaMu
U perjaMeHTaMu 10 3alIuTe UHPOPMAIIUH.

HuTepBanbl BpeMeHH BOCCTAaHOBJICHUS (YHKIIMOHUPOBAHUS WHOOPMAITMOHHBIX
CHUCTEM, HMX CErMEHTOB, BBITIONHSIONIMX 3HAUYUMble (DYHKIWH, yCTaHABIUBAIOTCS
B COOTBETCTBHHM C aKTaMH, Ha OCHOBAaHHHM KOTOPBIX OCYIIECTBIISIETCS CO3IaHHE,
SKCIUTyaTalusi MH(OPMAIMOHHBIX CHUCTEM, WJIH TpeOOBaHUAMU OOIagaTesNs
uHpopManuu B 3aBUCUMOCTHM OT 3HAYUMOCTH (YHKIMA JUIsi OOecredyeHHsl €ro
JESITeIbHOCTH.

JlomkHo  ObITh  00OecredeHo pe3epBHOE  KONUPOBaHUE  HH(POpMAaIUH,
cojepkaieiicss B MHGOOPMAIIMOHHBIX CHCTEMaxX, HEOOXOAUMOMN IS OOecreueHus
BBITIOJTHEHMs 3HAYMMBIX (YHKIHI, a TaKkKe €€ XpaHCHHE B MECTaX, MCKIFOYAIOIINX
HECAaHKIIMOHUPOBAHHBIA JIOCTYn K ee KomusM. I[lepuogndHOCTh pPE3epBHOTO
KOMUPOBAHHUs, MECTa XPaHEHWS PE3EePBHBIX KOMUA W YPOBEHb KPUTHUYHOCTU
pe3epBupyemMoii nH(HOPMAIIUY OTIPEACIISAETCS BO BHYTPECHHHUX periiaMeHTax.

Bpemsi BOCCTaHOBJIEHMSI YCTaHABIMBAETCS ONEPATOPOM B COOTBETCTBUU
C aKTaMH, Ha OCHOBAaHUHU KOTOPBIX OCYIIECTBIIIETCS CO3JaHHe, PYHKIIMOHUPOBAHUE
MH()OPMAITMOHHBIX CUCTEM, WJIM TPEOOBaHUSAMU 00JagaTeNsi HHPOPMAIIUHA C YIETOM
3HAUUMOCTH  (yHKUMH 17 obOecrneueHus ero JAesTelbHOCTH. B ciydae
HEBO3MOXXHOCTH BOCCTaHOBIJICHUSI (DYHKIIMOHUPOBAHUS WH(DOPMAIIMOHHOW CHUCTEMBI
B YCTAHOBJICHHOE BpeMsI IOJHKHO OBITh 00ecriedeHo nH(POPMHUPOBAHUE MOJIb30BATEICH
O MPOTHO3UPYEMBIX CPOKAX BOCCTAHOBICHUS ()YHKIIMOHUPOBAHMS HH(POPMAITMOHHBIX
CHCTEM.

Joctyn K 3HAUMMBIM (QYHKUIUSAM HHQOPMAIIMOHHOM CHUCTEMBI, AJII KOTOPBIX
TpeOyeTcsi BOCCTAaHOBJICHUE B Mpe/eIax YCTAaHOBJIEHHOTO BPEMEHH BOCCTAHOBJICHHUS,
JOJDKEH OCYIIECTBIIATHCSA C HCIOJB30BaHHEM TyOJIMpPOBAHHBIX KaHAJIOB Iepeaadu
JAHHBIX, KOTOPBIE TIPEIOCTABISIOTCS Pa3HBIMU OIlEpaTOpaMu CBSI3U U (MIJIM) pa3HbIMU
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MH(POPMALIMOHHO-TEIEKOMMYHHUKAI[MOHHBIMU CUCTEMaMHU.

JIOIKHBI IPOBOAMTHCS IIEPUOINYECKHE IPOBEPKH BO3MOKHOCTH BOCCTAHOBJICHHMS
BBIIIOJTHEHUS 3HAYMMBIX (DYHKIUM C UCIIOJIB30BAHUEM PE3EPBHBIX KOIUI ITPOrpaMMHBIX,
MIPOTrPaMMHO-AMNIAPATHBIX CPEICTB U MHPOPMAITUH, HEOOXOMMOM ISl MX BBIIOJHEHUS,
C TpuBJCYCHHEM paOOTHUKOB, 3a/JCHCTBOBAHHBIX B TMPOBEICHHH pabOT IO
BOCCTAHOBJICHHIO (DYHKITMOHUPOBAHUS MHPOPMAITUOHHBIX CHCTEM.

B cnyuyae npoBeneHust MEPONPUATHIN [T0 BOCCTAHOBJICHNUIO (PYHKIITMOHUPOBAHUS
MH(POPMAILIMOHHBIX CUCTEM, HUX CETMEHTOB, BBINOJHSIOMIMX 3HAYUMbIE (YHKIIMH,
C IIPEBBILLIEHUEM HHTEPBAJIOB BPEMEHU UX BOCCTAHOBIICHUS JIOJKHA OBITh 0OecIieueHa
BO3MO>KHOCTh BBINIOJHEHUSI MOJIb30BATENIIMU 3HAUYMMBIX (YHKIMH, B TOM 4YHCIIE B
HEAaBTOMATU3UPOBAHHOM PEXKHUME, B COOTBETCTBUU C BHYTPEHHUMU pErjJaMeHTaMU 10
3amuTe HHOOPMaLIHH.

TpeOoBanuss K JOKYMEHTHMPOBaHMIO: BOo  BHYTpEHHMX  CTaHIapTax
10 00€CTIEYEHUIO HEPEPHIBHOCTH (DYHKIIMOHUPOBAHUS YCTaHABIMBAOTCS:

COCTaB 3HAYMMBIX (PYHKIIHIA;

nepeyeHb HEIUTAaTHBIX CUTYallUi, IPU BOSHUKHOBEHUH KOTOPBIX JOJIKHA OBITH
o0ecrnieueHa HENPEPhIBHOCTD BBINOIHEHUS 3HAYUMBIX (YHKIIHI;

MHTEpBaJIbl BpEMEHU BOCCTAHOBJICHHS (DYHKIIMOHMPOBAHUS MH(DPOPMAMOHHBIX
CUCTEM, UX CETMEHTOB, BBIMOJIHSIOIMX 3HAYMMbIE (PYHKIUY;

TpeOOBaHMSI K KOJUYECTBY PE3EPBHBIX KOMUN MPOrpaMMHBIX, MPOrPAMMHO-
anmnapaTHbIX CPEICTB U UX KOH(UTypalHii, 00eCrIeYMBaIOIINX BHIITOJIHEHHE 3HAYUMBIX
GyHKIUN, HEOOXOAUMBIX JII BOCCTAHOBIJICHHUS BBIIIOJIHEHUSI 3HAYUMBIX (YHKIMI B
YCTaHOBJICHHBIII HHTEPBaJ BPEMEHH BOCCTAHOBIICHUS;

TpeOOBaHUSI K MECTaM XpaHEHHs] pPE3epBHBIX KOMUN Ha pasHbIX THUIAX
MalIMHHBIX HOCUTENIeH nH(pOopMauu.

BHyTpeHHMII ~ periameHr, ONpENeNSIIOUMA  MOPSAOK  obecrnedeHus
HEMPEPHIBHOCTU ()YHKIIMOHUPOBAHUS, TOJDKEH COAEPIKATh:

COCTaB MojpaszaeiaeHuil (pabOTHUKOB), OTBETCTBEHHBIX 3a MPOBEJCHUE PabOT
[0 BOCCTAHOBJICHUIO (PYHKIIMOHUPOBAHUA MH(GOPMALMOHHBIX CHUCTEM, UX (PYHKIHUU
Y TIOJITHOMOYHS;

COCTaB U COJIEpKaHUE MEPONPUITUIN 110 BOCCTAHOBIEHUIO (DYHKIIMOHUPOBAHUS
MH(})OPMAITMOHHBIX CUCTEM;

NOPSIIOK  TPOBENECHUS] MPOBEPOK  (TPEHUPOBOK) IO  BOCCTAHOBJICHHIO
(GyHKIMOHUPOBaHUS UH(OPMAITMOHHBIX CUCTEM.

TpeOoBaHus K yCHICHUIO:

1) npumeHeHue IPOrPAMMHBIX, IIPOrpaMMHO-aNNapaTHbIX CPEICTB,
o0ecreunBalOIIUX BBIMOJHEHHE 3HAUYUMBIX (DYHKIMHA, B OTKa30yCTOWYMBOU
KOH(Urypauu, oOeCrneunBaroied BOCCTAHOBJICHHE BBITIOJHEHHS  3HAUYMMBIX
¢byHKIMII B yCTaHOBIEHHBIA omepaTopoM (oOmamateneM HH(OpPMAIMM) HWHTEPBAI
BPEMEHU BOCCTAHOBJICHUS;
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2) MpoBe/IeHNE MEPUOTMUECKIX TPEHUPOBOK 110 BOCCTAHOBIICHUIO BBITTOIHEHUS
3HaYUMBIX (QYHKIUI C HCIOJIB30BAHMEM PE3EPBHBIX KOMHMM IMPOTrpaMMHBIX,
IpPOrpaMMHO-AINIAPATHBIX CPEACTB M HMHPOpManuu, HEOoOXOOuMOW i HX
BBIIIOJIHEHHUS], C IPUBJICYEHUEM PAOOTHUKOB, 33/ICHCTBOBAHHBIX B MPOBEIECHUN padoOT
1o BOCCTaHOBJICHHIO (GYHKIIMOHUPOBAHHUS MH(GOPMAITMOHHBIX CUCTEM.
[TonoXuTenbHBIM PE3YyIBTATOM IMPOBEPOK SIBISETCS BO3MOYKHOCTh BOCCTAHOBIICHHS
HENPEPBIBHOCTH (PYHKIIMOHUPOBAHUS MHPOPMALMOHHBIX CHUCTEM B yCTaHOBJICHHBIE
MHTEPBaJIbl BDEMEHH BOCCTAHOBIICHUS;

3) BBelcHHE JCKYPCTB pabOTHUKOB, OOECIEUMBAIONINX BOCCTAHOBJICHHE
MH(GOPMALIMOHHBIX CHUCTEM B YCTAHOBJICHHbIE MHTEpBajbl, s OOECHEUYEHHUs
(YHKIMOHUPOBAHUS MH(POPMALIMOHHBIX CUCTEM;

4) NpUMEHEHNE CHCTEM MOHHTOPWHTA MPOW3BOJIUTEIHLHOCTH M JOCTYITHOCTH
CPEIICTB BBIYUCIUTEIBHON TEXHUKU;

5) BHeapeHne B MHOOPMAIIMOHHOW  CHCTEME  amllapaTHBIX  CPEICTB
rapaHTUPOBAHHOM  OJIOKMPOBKM  HE3aJCHCTBOBAHHBIX  JIMHUM  PE3EPBHOTO
KOIUPOBAHUS JaHHBIX;

6) rcnobp30BaHKME CPEJICTB CHHXPOHHOM HACTPOIMKH MapaMeTpoB 0€30IMacHOCTH
0OIIECUCTEMHOTO TPOTPAMMHOT0 00ECIIEYEHUS U CPEACTB 3aALUTHI HHPOPMALIUU TTPU
BOCCTAaHOBJIEHUH (YHKLIIMOHUPOBAHUS WH(DOPMAIMOHHOW CHCTEMBI U €€ CHCTEMBI
3aIUThl UHPOPMAITUH.

3.15. [loBbllIeHNEe YPOBHS 3HAHUI U MHGPOPMUPOBAHHOCTH
noJib3oBareJieii mo Bonpocam 3amuTbl uHGopmanuu (V3)

Heab: CHrkeHWEe  BO3MOXXHOCTM — peajiu3allikd  yrpo3  0€30MacHOCTH
nH(opmaruu, CBSI3aHHBIX C HEJIOCTaTOYHBIM ypOBHEM 3HaHUU
(MHDOPMHUPOBAHHOCTH ), @ TAKXKE C BO3JACHCTBUEM HapYIIUTENICH HA MOJIb30BaTeNeH, U
peanu3alnuy METOI0B COLMATbHON UHKEHEPUH.

TpeboBanusa k peanuzanumn: MeponpusaTUs MO MNOBBIILICHUIO YPOBHS 3HAHUI
1 “HOOPMUPOBAHHOCTH TTOJIH30BATENCH 1O BOMTPOCAM 3aIUTHI HMH()OPMAITUU JOIKHBI
BKJIIOYATh:

JOBEZICHUE O TI0JIb30BaTEeNe TMOJIMTUKH, CTaHAApPTOB M PErJaMEHTOB
IO 3aluTe HHPOpPMAIINH, a TAKKE MHBIX WH(OOPMAIIMOHHBIX MAaTEPUAJIOB, B TOM UHCJIC
B ¢dopme mMmamsaTOK, OaHHEPOB, OYKJIETOB, IO aKTyaJIbHbIM BOIPOCaM 3allUTHI
uHpopmanuu;

MPOBEICHUE JIEKIM, CEMHHAPOB, OOYYAIOIIMX HWIP IO BOMPOCAM 3allUThHI
uH(pOpMaInu.

JIoIKHBI OBITH ONIPEIETICHBI KATETOPUU PAOOTHUKOB, JIJIS KOTOPBIX TIPOBOSTCS
MEpOMPUSTHUS 1O MOBBIIIEHUIO YPOBHS 3HAHUM M KOMIIETEHIINI MO BOMPOCaM 3alUThI
uHdopmalMM, a TakkKe pabOOTHUKHM, OTBETCTBEHHBbIE 3a  OPraHU3aIUIo
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U TPUHATHE MEp MO MOBBIIIEHUIO YPOBHS 3HAHUW M KOMIIETEHUUHA pPaOOTHUKOB
1o BompocaM 3amuTsl uHPopMmanuu. [lepuoanuHOCTs MEPONPUSTHIA IO MOBBIIICHUIO
YpOBHS 3HAHUW U KOMIETEHIMNA pPabOTHUKOB MO BOMPOCAM 3alllUThl MHGOpPMAIIHH,
a TaKKe IMpPUBIIEKAaEMble JUIsI 3TOr0 JMLIA W HCIOJIb3yE€MbIE HMH CpEICTBA
OTIPE/ICTISAIOTCA BO BHYTPEHHHUX PETJIAMEHTaXx 110 3aluTe WH(OpMaluu.

[Tpumensiembie onepaTopom (obsagaTeneM HHPpOpPMAIHK) CIOCOOBI TOBBIIIICHHS
YPOBHS 3HAHUU MOJIB30BATEIIEH MO BOMPOCAM 3alllUThl HH(MOPMAIUHU, TEPUOJTUYHOCTD
U (GOpMBI OILICHKM YPOBHS 3HAHUM JOJDKHBI OMNPENENAThCS BO BHYTPEHHHX
perjiaMenTax 1o 3aumre napopmanuu. OrieHKa ypoBHS 3HaHUN JOJKHA TPOBOIUTHCS
B COOTBETCTBUM C BHYTPEHHMMM CTAaHJApTaMU MW pPETJaMEHTaMU II0 3allUTe
uHpopmanuu. s nosp3oBaTenield, MOKAa3aBIIMX HEYJIOBIETBOPUTEIbHBIN YPOBEHb
3HAHWI MO BOIIPOCAM 3alIUThl THPOPMALIMH, JOJIKHO ObITh OPraHU30BAaHO MOBTOPHOE
MIPOXO0’KJIEHHE 00YyYaIOLMX KypCOB IO BOMPOCaM 3aIUThl HHPOPMALIUH.

PaGoTHMKaMM, OTBETCTBEHHBIMH 32 OpraHM3alMl0 U TPUHATHE MEp
[0 MOBBILICHUIO YPOBHS 3HAaHUN U KOMIETEHLIMH paOOTHHUKOB IO BOMPOCAM 3alUThI
uHbOpMallMK, TPOBOJUTCA NEPUOAMYECKOE TECTUPOBAHME YPOBHS 3HAHUU
U KOMIIETEHIIMI pabOTHUKOB IO BOIpOcaM 3aluThl HHPopmaruu. [lepunoanunocts
1 (hOpMBI TECTUPOBAHUS pAOOTHUKOB ONPEIEISIOTCS BO BHYTPEHHUX PErJIAMEHTaXx 10
3amuTe HHOOPMALIHH.

CTpyKTYypHBIM TOJpa3/IeJIEHUEM, CHEUAIUCTAMH IO 3alluTe WHMOpMaun
BeJIeTCS y4eT paOOTHUKOB, CHCTEMAaTHUYECKH MOKa3bIBAIOIINX HEYOBIETBOPUTEIbHBIN
YpOBEHb 3HAHUI W KOMIIETEHLUH 10 BOMpocaM 3auuThl HHpopmanuu. CBeaeHUS 110
YKa3aHHbIM  pabOTHHUKaM IIPEICTABIISIFOTCS PYKOBOIUTEIIO omneparopa,
OTBETCTBEHHOMY JIMIY IIPH IIPUHATUH YIIPABICHYECKUX PELICHUN.

TpeGoBanus K JOKYMEHTUPOBAHNIO: BHYTpEHHMII PEMVIAMEHT IO MOBBIILIEHUIO
YpOBHS 3HaHUM W WHPOPMUPOBAHHOCTH TIOJB30BATENC IO BOMPOCaM  3alUThI
MH(pOpPMAIH JOKEH BKIIOYATh:

nepedeHb  mojpaszieiieHud  (pabOTHUKOB,  KaTeropuii  pabOOTHHKOB),
Ui KOTOpbIX TpeOyeTcs TMOBBIIIEHWE YPOBHS 3HAHUH M HHPOPMUPOBAHHOCTU
MOJIb30BAaTENEH M0 BOIIPOCaM 3alUThl HH(POpMaIUY;

OMKCaHWE  MPUMEHSIEMBIX  CHOCOOOB  TOBBIIIEHHUS  YPOBHS  3HAHUU
M KOMIETEHIMH paOOTHUKOB IO BOIMPOCAM 3allMThl MH(POPMALUU, U YCIOBUM HX
HCIIOJIb30BaHUs;

COCTaB U COJEp)KaHUE MEPONPUATAN 110 IMIOBBILIEHUIO YPOBHSA 3HAHUU
U HMHPOPMUPOBAHHOCTH TOJI30BATENEH MO BONpOCaM 3allUThl  UHGMOpMAaIH,
IIEPUOANYHOCTD UX IPOBEACHUS;

nepeueHb mnojapaszaeneHuil (paOOTHUKOB), OTBETCTBEHHBIX 3a OPraHU3aIUIO
¥ [IPOBEJICHUE MOBBILICHUS YPOBHS 3HAHUN U MH(POPMHUPOBAHHOCTH MOJIH30BATENEH 1O
BOIPOCaM 3alIUThl UH(POpMALINH;

MOPSIAOK TPOBEACHUS TPEHUPOBOK C MOJB30BATEISAMH [0 NPAKTHYECKON
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OTpabOTKE MepOomnpUATHM Mo 3ammTe UHbopMaluu ¥ (HOPMHUPOBAHUIO HABHIKOB
0 3aIuTe UHPOPMALIUH.

TpeOoBaHuA K YCHJIEHHIO:

1) mpoBeicHNE UMUTAIIMOHHBIX PACCHUIOK AJIEKTPOHHBIX TIHCEM Ha CITy)KeOHBIC
ajzipeca SJICKTPOHHOW MOYTHI, UHBIE CIYXEOHBIE CPElICTBA KOMMYHHUKAIIMNA C LEIBIO
OLICHKM YCTOWYHUBOCTH TOJIb30BATENEH K METOJAM COLIMAJIbHOW NHKECHEPHH;

2) MpOBEJICHHE TPEHUPOBOK C IMOJIb30BATEIIIMU TI0 MPAKTUYECKOH OTpPabOTKe
MEPOIPUATANA MO 3amuTe UHOOpPMAIUK, MPETyCMOTPEHHBIX BHYTPEHHUMU
periiaMeHTaMu Mo 3amuTe UHpopManuu, U (OPMUPOBAHUIO HABHIKOB IO 3aIlUTE
uHdopmanuuy;

3) pa3paboTka KypCOB JUIsl TOBBINICHUS YPOBHS 3HAHWW W KOMIICTCHIIUH
pabOTHUKOB IO BOIPOCAM 3AIUTHl MH(OpPMALUU, OpraHu3alus MNEePUOIUYECKOrO
MOBBIIICHHUS] YPOBHS 3HAHUW W KOMIIETEHLIM PAOOTHHUKOB MO BOIPOCAM 3aIUThHI
nH(}OpMaIUU B COOTBETCTBUU C pa3pabOTaHHBIMU KypCaMU;

4) pa3paboTKa CIEIHATU3UPOBAHHBIX KYPCOB IS TIOBBINICHHUS YPOBHS 3HAHHI
M KOMIIETEHIIMA  paOOTHUKOB MO  BONpocaM  3alUThl  WHGOpMAINH,
IpelyCMaTpUBAIOIIUX YIUIyOJIEHHbIE 3HAHUS CHOCOOOB M CPEICTB  3alllUThI
uHpopmManuu, a TakKe MPOBEJECHUE TPEHUHIOB MO aJIMHHUCTPUPOBAHUIO
MH()OPMAIIMOHHBIX CUCTEM M CPEJICTB 3alUThl HTHPOPMALIHH;

5) ucronk30BaHNEe aBTOMATU3UPOBAHHBIX CUCTEM (MPOTrpaMMHBIX IIaTdopm),
pa3zpabaThIBa€MbIX OMEPATOPOM CAMOCTOSITENBHO UM AOCTYIHBIX JUIsl HPUOOPETEHUS
WJIM CBOOOJTHOTO UCIIOJIb30BaHUS B ceTu «VHTepHEeT», A1 00ydeHuUs: U IPOXO0XKIACHUS
TECTUPOBAHUSI YPOBHS 3HAHMM U KOMIIETCHIIUM PAaOOTHUKOB IO BOMPOCAM 3aIIUTHI
uHpopmanuu;

6) ocymiecTBICHHE BHEOUYEPEIHOW MPOBEPKU YPOBHS 3HAHHI M KOMITETCHIIUH 110
BOIIPOCAM 3alIUThl HHPOPMaLUU paOOTHUKOB, HAPYIIMBIINX BHYTPEHHUE CTAHIAPTHI
WJIM PETJIAMEHTBI N0 3alIUTe HHPOPMALIMH.

3.16. Obecneyenue 32U THI HHPOPMALINH IPU B3aUMO/I1eiiCTBUU
¢ noaApsiAHbIMU opranusanuamu (311)

Heab: McknroueHue BO3MOXXHOCTU HECAHKIIMOHUPOBAHHOIO JOCTyIIA WJIHU
BO3JIEUCTBHUI HA HHPOPMALIMOHHBIE CUCTEMBI U COAEPIKALYIOCS B HUX MH(OpMAIUIO
yepe3 B3auMOJCHCTBYIOIIME C HWH(OOPMAMOHHBIMM CHUCTEMaMU MPOTPAMMHO-
anmnapaTHble CpEJCTBA MOAPSIIHBIX OpraHU3alMA WIM KaHajbl Mepelayd JaHHBIX
u  uHTep(delCchl, UCHOJIb3yeMble Ui JOCTyla MOAPAIHBIX  OpTraHU3alUl
K HH()OPMALIMOHHBIM CUCTEMAM.

TpeboBanus k peasmuszaumu: JJoJoKHBI ObITH ONpeaeneHbl HHPOPMALIMOHHBIE
CUCTEMBI, IPOTPAMMHBIE, TPOrPaMMHO-AMNIapaTHbIE CPEACTBA U COCTaB HHPOPMAIIHH,
K KOTOPBIM HOJAPSIAHBIM OpraHu3aLMsIM IIPEIOCTABIACTCS JOCTYII



49

JUTS BBITIOJTHEHHSI YCIIOBUHM JTIOTOBOpA, U 00ECIEYeH KOHTPOJIb JOCTYIa MOIPSITHBIX
opranm3anii K WH(OOPMAIMOHHBIM CHCTEMaM, TPOTPaMMHBIM, TPOTPAMMHO-
amnmapaTHBIM CPEJICTBaM U MH(POPMAITUH.

B noroBopax wim WHBIX JOKyMEHTaX, Ha OCHOBAHWU KOTOPBIX TOAPSITHBIM
OpraHU3aIMSIM MPEAOCTABICH HOCTYN K WHOOPMAIMOHHBIM CUCTEMAaM WJIH TIEpeIaHa
cozepkaniasicss B HUX nH(opmalus, J0KHA OBITh MPETyCMOTPEHA HEOOXOAMMOCTh
o0OecrieueHUs TOAPSTHBIMUA OpTraHU3alMsAMU 3allUuThl HH(pOpMamHMHU, K KOTOPOH
MOJTy4eH JOCTYT, a TaKXKe yCTaHOBJICHAa OTBETCTBEHHOCTh 3a HAPYIICHHS JaHHBIX
TpeboBaHuii onepaTopa. He nomyckaeTcst KOMMPOBaHUE MOAPSTHBIMUA OPTaHU3AIUSIMHA
uHopmaIuu, K KOTOPOM MM TPENOCTaBiI€H JOCTYH, B Clydae €cld OTO He
MIPETYCMOTPEHO B JIOTOBOpAaxX WJIM HMHBIX JOKYMEHTAaX, Ha OCHOBaHHUH KOTOPBIX
MOJIYYCH JTOCTYT K HHPOPMAIIMOHHBIM CUCTEMaM.

[IpenocraBnenne aoctyna K WHGOPMAIMOHHBEIM CHCTEMaM, MPOTPAMMHBIM,
MpPOrpaMMHO-AMIApPaTHEIM CpeACcTBaM M HWHGOpMAIMU pPabOTHUKAM MOAPSAHBIX
OpraHu3aliii OCYIIECTBIISIETCA IO 3asBKE TOJpa3/ieleHusi, 00eCIeYNBAIOIIETO
(GyHKIMOHUPOBaHUE HH(POPMAIIMOHHBIX CHUCTEM, COTJIACOBAHHOM CO CTPYKTYpPHBIM
Mo/ipa3/iefieHueM, CIeHAIUCTaMU TI0 3alUTe UHPOPMALIUU, WA C UCTIOJIH30BAaHUEM
CUCTEM YTIPABIICHUS MPUBUIIECTUPOBAHHBIMU YUYCTHBIMHU 3aMHCSIMHU.

Jlmst mocTyma paOOTHHUKOB TOIPSAHBIX OPTaHHW3aIldi JOJIKHBI OBITh CO3/IaHbI
OTJICTbHBIC YUYETHBIC 3aIUCH C TIpaBaMH JIOCTYIa, MUHUMAJIEHO HEOOXOIUMBIMU IS
BBINOJIHEHUA YCIIOBUH JOTOBOpPA.

[ToapsaHbie opraHU3aIuu JOHKHBI OCYIIECTBIISATh UCIOJIB30BAHUE CO3IaHHBIX
JUISI HUX VYYETHBIX 3aluceid B COOTBETCTBUU C HACTOSIIMM METOJIUYECKUM
JOKYMEHTOM, BHYTPEHHUMHU PETJaMEHTaMU U CTaHAapTaMu IO 3alIuTe HHPOPMAIIUH.

JloDKeH OCYIIECTBISITCS MOHHUTOPHHT M PETHCTpanus JACHCTBUN YYETHBIX
3amuced, BBIICICHHBIX NI MOAPSIHBIX opraHu3anuid. [Ipu oOHapyXKEHUU TOIBITOK
HapylmIeHWs  TMPaBWJI  pasTpaHUYCHHS  JOCTylla WJIM  HWHBIX  JICWCTBHH,
HE TPETYCMOTPEHHBIX JOTOBOPOM C TOJPSIHOW OpTraHM3aIlMeld, yYeTHBIC 3aIlliCh
MOJIPSATHBIX OPTaHU3aINi He3aMeIJIUTEIbHO OJIOKUPYIOTCS.

B cayuae ucnonb3oBaHUS paOOTHHUKAMU TOJAPSIHBIX OpPraHU3aliid B XOJe
MPOBEACHMS Pa0bOT MO 00CTYKUBAHUIO, COITPOBOK/ICHUIO, MHBIX PETIIAMEHTHBIX padoT
B MH(DOPMAIMOHHBIX CHUCTEMaxX OTACIBHBIX MPOrPAMMHO-AINAPATHBIX CPEICTB B
TaKMX CpEACTBaX JIOJDKHBI MCIOJB30BaThCS CPEICTBA 3alllMTHl  WHGOPMAIINH,
HCKITFOYAOIINE HECAHKITMOHUPOBAHHBIN JOCTYI K HUM.

B uHopManmmMoHHBIX CHCTEMaX, OTIACIBHBIX IPOrPAMMHO-AIMTAPATHBIX
CpelICTBaxX TMOJPSAHBIX OpPraHU3AlMi, B KOTOPBIX OCYIIECTBIAIOTCS 00padoTKa
¥ XpaHECHHE MOJYYEHHOW B PE3yNbTaTe MPEIOCTaBICHHOTO JOCTyrna WHGOpMAIINH,
JIOJKHBI OBITH IPUHSTHI MEPHI IO 3aNTUTE HHPOPMAIIHH.

[Topsimok BeIBO/A pa3pabOTAaHHOTO MPOTPAMMHOTO OOECTICUCHUSI U3 KOHTYPOB
pa3paboTKu U (WJIH) TECTUPOBAHUS B IKCIUTyaTHpyeMble HH()OPMAIIMOHHBIE CUCTEMBI
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oreparopa OMpEeNEeseTCs BO BHYTPEHHUX pErjlaMeHTax IO 3aluTe MUHPOpMalluu,
KOTOpBIE JOJKHBI ObITh JOBEICHBI O pAOOTHUKOB MOAPSAIHBIX OPraHU3aAI[Uid B YaCTH
UX Kacarolemcs.

PazpaboTka (pa3ButHe) W (WIM) TECTUPOBAHHUE MPOTPAMMHOTO OOCCIICYCHHS
NOAPSIAHBIMU ~ OPTaHU3AIMAMHU HEMOCPEACTBEHHO B KOHTYpPE MPOMBIIUICHHOU
SKCIUTyaTaliii WH(POPMAIMOHHBIX CUCTEM orepaTopa (oOmamarens WHGOPMAITIH)
He jomyckaetrcs. Jlims mpoBeaeHus paboT mo paspaboTke (pa3BUTHIO) W (WJIH)
TECTUPOBAHUIO MPOTPAMMHOI0 oOecriedeHus] pabOTHUKAM MOJPSAHBIX OpraHU3aIMi
JOJIKEH OBITh MPEJOCTABJICH JOCTYI K CHEIUATbHO BBIJICIICHHBIM JJIsi TPOBECHUS
TakuxX paldoT cTeHAaMm pa3paboTku W (Wiau) TecTtupoBaHus. KOHTpodb ocTyma
MOAPSIAHBIX OpPTaHU3alUM K CTEHJaM pa3paOOTKH (pa3BUTHUS) U (WIIM) TECTUPOBAHUS
JOJKEH OCYIIECTBIISITHCSA B COOTBETCTBUU C BHYTPEHHUMU PETJIaMEHTAMHU IO 3allUTe
uH(popmanuu.

Y naneHHbIi TOCTYTI pPabOTHUKOB MOAPSIAHBIX OpraHu3anun
K HMHPOPMAIIMOHHBIM CHUCTEMaM U cojJepxkalieiicss B HuX HHOOpMaIHH
OCYIIECTBIISIETCSI C UCTOIB30BAHUEM MIH(PPOBAIBHBIX (KPUITOTPAPUUECKUX) CPENICTB
3amuThl ”HGOPMAIIMK, 00ECTICUNBAIOITUX 3aIUTY KaHAJIOB NIEpeiaun JaHHbBIX.

VY naneHHbld 1OCTYN NOAPSAIHBIX OpraHu3aluii K HH(POPMALIMOHHBIM CHCTEMaM
JOJIKEH OCYILECTBISATHCS TOIBKO C IPOrPAMMHO-AIIAPATHBIX CPEACTB, PA3MEILIEHHbIX
Ha TeppuTopun Poccutickoit @enepanumu.

B nmoroBopax uiaM MHBIX JOKYMEHTaX, Ha OCHOBAaHUMU KOTOPBIX MOIPSIHBIM
OpraHU3alMsIM MPEAOCTABICH HOCTYN K MH(OOPMAIMOHHBIM CUCTEMAM HIIU TIEpe/laHa
coziepkalasicss B HUX uHpopmarus, J0KHa OBITh MPETyCMOTPEHAa HEOOXOIUMOCTD
oOecrieueHns MOAPSAHBIMUA OPTAaHHU3ANUSAMU 3alUThl HHPOPMALMHU, K KOTOPOH
MOJIy4eH JOCTYI, & TAKXKE YCTAaHOBJIEHA OTBETCTBEHHOCTb 3a HApYLIEHUS JTaHHBIX
TpeboBaHUii oreparopa.

B cnydae ecnu B pe3yabTare npeaoCTaBICHHOTO JA0CTyIa B HHGOPMAIIMOHHBIX
CUCTeMaxX TOJAPSAJHBIX OpTraHU3alMil OCYIIECTBIsETCS 00paboTka W XpaHCHHE
MOJIy4YeHHOM HWH(OpMaIMi, B HUX JOJDKHBI OBITh NPUHATHI MEPHI 10 3allUTe
uH(pOpMAIMU B COOTBETCTBUM C HACTOSIIUM METOIUYECKUM JIOoKyMeHTOM. CocTaB
uHopMaIuu, eI €€ 3allUThl W KIACChl 3alMIIEHHOCTH, B COOTBETCTBHUH
C KOTOPBIMH TOAPSIAHBIMU OPTraHU3AIUSAMH JOJKHBI OBITH TPUHSATHI MEPHI IO 3aIUTE
nH(popMaIuu BO B3aUMOJEHCTBYIOMIMX HWH(GOPMAIMOHHBIX CHUCTEMaxX, COTJIACYIOTCS
c oniepaTopoM (obJagareneM UHGpOpMaIUn).

TpedoBanus K AOKYMEHTHPOBAaHMIO: BHYyTpeHHU periiaMmeHT
M0  TMPEJOCTABICHHIO  paOOTHUKAM  TOAPSIHBIX  OpraHW3alii  JIOCTYyIa
K HMHQOPMAIMOHHBIM CHCTEMaM M COJEp)KaIelcs B HUX HWHGOPMAIMK JIOJDKCH
CoJlepKaTh:
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(017 peI0CTaBICHUS MOJIPSITHBIM OpraHu3alusIM JocTyna
K UH(QOPMALMOHHBIM CHCTEMaM M COJepKallelcs B HUX HH(OpMaNuU, KaTeropuu
NOJPSIHBIX ~ OpraHU3allif, KOTOPHIM BO3MOXXHO TPEIOCTaBICHUE JOCTYIa
K HH()OPMALIMOHHBIM CUCTEMaM U COJIEpIKalIeiicsl B HUX HH(POpMAIIHH;

nepeyeHb MHPOPMAIMOHHBIX CHUCTEM, CETMEHTOB MH()OPMAIIMOHHBIX CHCTEM,
OTJIIEJBHBIX IPOrpaMMHO-aNNapaTHbBIX CPEICTB, CTEH/IOB pa3paboTKu
U TECTUPOBAHUS, a TaKXKE KaTeropuu HUH(OpMaANMU, K KOTOPBIM MOJPSAHBIM
OpraHu3alMsIM MPEIOCTABISAETCS JOCTYII;

BUJIBI JIOCTYNA TMOAPSAIHBIX OpraHu3alii K HHPOPMAIMOHHBIM CHCTEMaM
U colepkaueiics B HuX HH(popmanuu, (QyHKUMM W TOJHOMOYMS MOJPSIIHBIX
OpraHu3alui MPU KaXJI0M BHUJIE TOCTYIIA;

OCHOBAHMSI W TMOPSAOK MPENOCTaBIEHUS JOCTYNA MOJAPSAHBIX OpraHu3anuil
K MH(OPMALIMOHHBIM CHCTEMaM U COJEpPKaLIEHCs B HUX UH(POPMALIHH;

YCIIOBHS IIPENOCTABICHUS JocTyna OIS THBIX OpraHu3aiun
K MH(OPMALIMOHHBIM CHUCTEMaM U cojepiKalleics B HUX UHPOpMaIui, B TOM YHUCIIE
Mepbl MO 3allMTe MPOrpaMMHO-ANMApPaTHBIX CPEIACTB, UHPOPMAIMOHHBIX CHUCTEM,
KAHAJIOB IIEpPENaun JaHHBIX, UCIIOJIb3YEMBIX MOAPSIAHBIMUA OPTaHU3aALMSIMMU;

00s13aHHOCTH M OTBETCTBEHHOCTb MOJPSIIHBIX OpPraHU3alud Mpu o0paboTKe
1 XpaHeHuH nH@opmaiu oneparopa (o0naagaTessi), B TOM YUCIE MOPSI0K yIaleHUs
uH(popmanuu;

nepeyeHb MmojpasfiefieHnii (paOOTHUKOB), OTBETCTBEHHBIX 3a KOHTPOJb
BBITIOJTHEHUSI TOAPSAAHBIMU OpraHu3alusIMU TpeOOBaHMM MO 3auuTe MH(GOpMaLuu, U
MOPSIIOK NTPOBEAECHUS KOHTPOJIS.

TpeboBaHus K yCHICHUIO:

1) nomKHO OBITH OOECIIEYCHO MEHTPAITM30BAHHOE YIPABICHUE YYETHBIMH
3anucsiMu  (TpyNIaMM  yY€THBIX  3aluceil)  MOAPSAOHBIX  OpraHu3auui
U UX ayTeHTU(UKATMOHHOW HH(]OpMauen;

2) MOJKHBI ~ TIPUMEHSITBCS ~ CPEICTBA, CHUCTEMBI  T'€OMO3UITMOHUPOBAHMUSI
IpOrpaMMHO-AMNIaPaTHBIX ~ CPEACTB, OOECNeUMBAIOIIME OMNPEJCICHUE MEcCTa,
13 KOTOPOTO OCYIIECTBIIAECTCS YAAICHHBIA JOCTYIL;

3) no;keH  OBbITh  OOCCIIEYeH  KOHTPOJIb  3arpy’KaeMbIX  MOAPSAHBIMH
OopraHu3alusMu B HWH(MOpPMAIMOHHBIE CHUCTEMBbl (DaliJIoB Ha HaIMYMe B HHX
BPEJOHOCHOTO TPOrPAMMHOI0 OOECHeUeHHs, a TaKKe KOHTPOJIb BBITPYKAEMBIX
MOAPSATHBIMU OpraHU3alUusIMH (PanioB.

3.17. ObecneyeHue 3a1UTHI 0T KOMILIOTEPHBIX ATAK,
HAINPaBJICHHBIX Ha 0TKa3 B o0cayxuBanum (00)

Heab: MckmoueHue BO3MOKHOCTH OJIOKMpPOBAHUS I0CTyIa
K WH)OPMAlMOHHBIM CcHUCTeMaM W (WJIM) coJepkalieics B HHUX HHOOpMaLUU
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BCJICAICTBUE BO3JEHUCTBUNA Ha HHTEp(ENChl, K KOTOPHIM JOHKEH ObITh olOecreueH
MOCTOSIHHBIN A0CTYN U3 ceTu «HTepHeT.

TpeboBanusa k peaauzanum: OOecrieueHrue 3alUThl  MHOOPMAIMOHHBIX
CUCTEM OT aTak, HampaBJICHHBIX HAa OTKa3 B OOCIYy)XMBaHWUHU, JOJDKHO
MpeTyCMaTpUBATD:

ompeseneHne WHTephEercoB U CepBUCOB MH(GOPMAITMOHHBIX CHCTEM, KOTOPHIC
JOJKHBI OBITh TIOCTOSIHHO JOCTYNHBI u3 ceTu «VHTepHeT», U OIpejelieHue
UX MPUHAJJISKHOCTU U HA3HAYCHUS;

BBISIBJICHWE  MYOJMYHBIX  CETEBBIX  aJpECcOB,  3apPETUCTPUPOBAHHBIX
3a ornepaTopoM M (WUJIM) MOJYYEHHBIX OT MpOBaiiiepa XOCTUHTa, U JIOMEHHBIX UMEH,
HCITOJIB3YEeMBIX 11 oOecriedeHus] (PYHKITMOHUPOBAHHUS WH(POPMAITMOHHBIX CHUCTEM,
1 OTIpe/IeICHUE NX Ha3HAYCHHUS,

OTpaHUYCHHE JOCTyNa K nHTepdelicaM u cepBrucamM HHOOPMAITMOHHBIX CHUCTEM,
JOCTYIHBIX U3 ceTu «VHTepHeT», MyOJIMYHBIX CETEBBIX aJPECOB U JOMEHHBIX UMEH,
HE HCIOJIb3YeMbIX I SKCIulyaTanuu u (wind) obecrieueHus (DyHKIIMOHUPOBAHUS
MH()OPMAITMOHHBIX CUCTEM;

OTIPEJICIICHUE CETEBBIX aJ[PECOB, C KOTOPBIMU JIODKHO OBITH 00€CreueHo
B3aMMOJICUCTBIE HHPOPMAITMOHHBIX CUCTEM, B (DOPMUPOBAHUE CIHCKA Pa3PEIICHHBIX
CETEBBIX aJ[PECOB B YCIIOBHSIX pean3allid KOMIbIOTEPHBIX aTakK, HAMpaBJICHHBIX Ha
OTKa3 B 00CITyKUBaHUU;

WCITOJIb30BAHUE MPOTPAMMHBIX, MIPOTrpaMMHO-aNapaTHBIX CpEICTB,
00€eCreunBaIINX aHAIN3 M (QWIBTPALIMIO BXOASIIETO Tpaduka B COOTBETCTBUU
C MaTpullei KOMMYHHUKAIMil HHPOPMAIMOHHBIX CHUCTEM C ceTbio «HHTepHeT,
U BO3MOXKHOCTH OJIOKMPOBaHHUS BXOJSIIETO Tpaduka, 00JIagaomero mpu3HaKaMu
KOMITBIOTEPHBIX aTaK, HANpPaBJIEHHBIX HAa OTKa3 B OOCITYXHBAaHWU, OT CETEBOTO IO
MIPUKJIATHOTO YPOBHS MH(OPMAIIMOHHBIX CHCTEM;

WCITOJIb30BAaHUE JTAHHBIX HHPOPMAIIMOHHON CHCTEMBI OTIPEICTICHUS CTPAHOBOMH
MIPUHAIJICKHOCTH CETEBBIX aJpPECOB IIEHTPAa MOHHTOPHUHTA M YIPABJICHUS CETSIMH
cBsA3M o01ero noas3osanus’ (GeolP);

oOecrieueHne XpaHenuss wuHbopMmanmuu o (akTax peamuszanMM - aTak,
HalpaBJICHHBIX HAa OTKa3 B OOCIYy)XHMBAaHWW, B COOTBETCTBUU C BHYTPCHHUMH
CTaHAApTaMH U PETJIaMEHTaMH 10 3alTUTe HHPOPMAIIHH;

aHaIM3 JIOTHYECKOM CXEMBI CETH C IICJIbI0 BBISBICHHUS CETCBBIX Y3JIOB
(CeTMEHTOB) Ha IyTH MPOXOXKACHHS TpaduKa IS BBISBICHUS HU3KOW MPOITYCKHOU
CIIOCOOHOCTH.

" Tonoxenus o l{eHTpe MOHUTOPMHTA M YHPABJIEHUS CETHIO CBA3H OOIMIETO MOMb30BAHMS,
yTBepKJIeHHOr0 mpukazoM Pockomuamzopa ot 31 wuroms 2019 1. Ne 225 (3apermctpupoBaH
Munroctom Poccun 22 HostO6ps 2019 r., peructparmonasiii Ne 56583), ¢ usSMEHEHUSIMU, BHECEHHBIMHU
npuka3zom Pockomuamzopa ot 24 ampens 2024 r. Ne 73 (3apeructpupoBan Munioctom Poccun 6
utoHs 2024 r., peructpaunonHbiii Ne 78486).
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Mepbl 1o 3amure OT KOMIBIOTEPHBIX aTakK, HAIpaBJICHHBIX Ha OTKa3
B 00CITY>KMBAaHUU, TPUHUMAIOTCS B OTHOIICHUH UH(POPMAIMOHHBIX CUCTEM, UMEIOIIUX
UHTEp(ENChI U CEPBUCHI, KOTOPBIE JOKHBI ObITh JOCTYIHBI U3 ceTH «THTEepHET.

JloixkHO oOecneunBaThCs B3aMMOJECHCTBUE C TOCYAApPCTBEHHOW CHCTEMOM
OoOHapyKEHHUsl, IPEAYNPEKICHUS U JTUKBUAALMH TOCIEACTBUNA KOMITBIOTEPHBIX aTaK
Ha wuHpopMmanmoHHble pecypchbl Poccuiickoit ®deneparuu. Takxke DOKHO OBITH
oOecrieueHo B3auMojieiicTBUEe ¢ L[eHTpOM MOHUTOpPUHTA U YIIPABJICHUSI CETHIO CBS3U
0OILEro MOIB30BaHNUA® IIPH HAJIMYUHK TAKOH BO3MOKHOCTH.

Mepomnpusitus 1m0  00€ClEeYeHUI0 3allUThl OT KOMIBIOTEPHBIX  aTak,
HAIpaBJICHHBIX HA OTKa3 B OOCIY)XMBaHHM, PEAIU3YIOTCA CaMOCTOSITEIBLHO
ornepatopoM (obsanareneM uHbopmanuu), U (WIU) ¢ MPUBICUECHUEM MPOBaNAEPOB
XOCTHHra, W (WJIK) OpraHu3aluii, MPeAOCTaBIAIOMIMX YCIYrd CBSI3H, U (WJIM)
OpraHu3aliii, OKA3bIBAIOLIUX YCIYTU MO KOHTPOJIO, PUIbTpalud U OJOKUPOBAHUIO
CETEBBIX 3alPOCOB, 00JIAAIOUINX MPU3HAKAMH KOMIBIOTEPHBIX aTak, HallPaBJIEHHBIX
Ha OTKa3 B OOCIIy)KMBaHUH.

C nenpto OJIOKMPOBAHMSA BXOJALIETO Tpaduka, 00JaarolIero MpU3HaKaMu
KOMIIBIOTEPHBIX aTaK, HAIpPaBJICHHBIX Ha OTKa3 B OOCIYXHBAHHUU, C YYaCTUEM
OpraHu3alni, TPEIOCTABISIONINX YCIYTH CBSI3H, WIM OPraHU3alMMi, OKa3bIBAIOIIMX
YCIYIM MO KOHTPOJ, (UiIbTpauuu U OJOKMPOBAHUIO CETEBBIX 3alpoCoB,
oOnafarouMx NpPU3HAKAMU KOMIIBIOTEPHBIX aTaK, HANpaBJICHHBIX Ha OTKa3
B 00CIyXMBaHUU, pazpadaThiBaeTcs MAOJOH (UIBTPALMU ATAK, a TAKXKE MOPSJIOK
B3aMMOJCHCTBUSL 1O COBMECTHOMY OJOKMpPOBAaHMIO KOMIBIOTEPHBIX  aTak,
HAIpaBJICHHBIX Ha OTKa3 B OOCIY)XMBaHUHM, B TOM YHCJE HAa OCHOBE ONpEICIICHHUS
CTPAaHOBOM  IMPUHAJIEKHOCTH CETEBBIX aJIpecOoB, M  pasrpaHUYCHHUIO0  30H
OTBETCTBEHHOCTH MpPU TaKOM OJIOKHPOBaHUHU, a TAKXKE COJACPXKAIIMN MOPSIOK
(bopMHpOBaHUS MTEPEUHEN CETEBBIX AJIPECOB, C KOTOPHIX WIET KOMIBIOTEpHAs aTaka,
HaIlpaBJeHHAs Ha OTKa3 B OOCIYKMBAHWM, WIM UHBIX PU3HAKOB aTak, ONpe/esieHre
U niepeaya «0eJbIX» CIIUCKOB CETEBBIX aJIPECOB.

TpeboBanuss K  JOKYMEHTHPOBaHHMIO: BOo  BHYTpeHHEM  CTaHJapTe,
YCTaHaBIMBAWOIIEM  TpeOOBaHWS K  HENPEPBIBHOCTH  (PYHKIIMOHHUPOBAHUS
MH(OPMALIMOHHBIX CUCTEM, YCTaHABIMBAIOTCS:

nepeveHb Moapa3aesieHui (paOOTHUKOB), HA KOTOPBIX BO3JI0KEHBI (DYHKIIUU 110
00€ecreyeHn0 3allMThl OT KOMIBIOTEPHBIX AaTakK, HaIMpaBlIeHHbIX Ha OTKa3
B 00CTy’>KMBaHUH;

8 IIynkr 5 Tlomoxenus o l[eHTpe MOHHMTOPHHIAa M YIIPABICHHS CETHIO CBA3H OOIIEro
MOJI30BaHUs, YTBEPKACHHOrO TipuKazoMm PockomHamzopa ot 31 wmroma 2019 1. Ne 225
(3apeructpupoBan  MuntoctoM Poccun 22 nHosOps 2019 r., peructparmonasii Ne 56583), ¢
W3MEHEHUSMH, BHECEHHBIMH TIpHKa3oM PockomHam3opa ot 24 ampens 2024 1. No 73
(3aperucrpupoBan Muntoctom Poccuu 6 utonst 2024 r., peructpaunonnsiii Ne 78486).
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MOPSAOK IEUCTBUM Moipa3iesieHuil (paOOTHUKOB) P 00€CTIEYECHUH 3aIUTHI OT
KOMITBIOTEPHBIX aTaK, HAMPABJIICHHBIX HA OTKa3 B 00CTY>KUBaHUHU;

MOPSIJIOK B3aUMOJICHCTBUS onepaTopa uHGOpMAIMU C POBaiIepoM XOCTUHTA
WA OpPTraHu3alyey, TMPENOCTABIAIONICH YCIYyTM CBA3W, WM OpPraHU3aluel,
OKa3bIBAIOIIEH YCIYrM MO KOHTPOJIO, (UIbTpalMd U OJOKHMPOBAHHMIO CETEBBIX
3arpocoB, 00J1IAI0IMKX MTPU3HAKAMU KOMITBPIOTEPHBIX aTak, HAIIPAaBJIEHHBIX HA OTKa3
B 00CITy’)KUBaHUWU;

BpeMsi BOCCTAaHOBJICHUS] (DYHKIIMOHHPOBAHUS B CIIy4yae HAPYIICHUS IITaTHOTO
pexuma (YHKIMOHUPOBAHUS BCIEACTBUE peald3allMd KOMIBIOTEPHBIX aTak,
HaIlpaBJICHHBIX HA OTKa3 B 00CITyKMBaHUHU.

TpeOoBaHus K YCHICHUIO:

1) HanM4KMe CUCTEMBl MOHHUTOPUHTA PECYPCOB M METPUK MPOU3BOJAUTEIBHOCTH
CEpBEPOB, CPEJICTB CBA3U M CPEACTB 3aIIUTHl MH(POPMAIIUHU, UCTIONb3yEeMbIX Ha ITYTH
POXOXACHUS TpaduKa OT TOUKU IMyOIMKAIMH 3alIUIAEMOr0 pecypca J0 KOHEYHOro
X0CTa BHYTPH UH(POPMALIMOHHOW CUCTEMBI.

3.18. ObecneyerHue 3amUTHI HH(POPMALMHU NPU UCIIOJIH30BAHNH
HCKYCCTBEeHHOTro nHresuiekra (MN)

Heap: McknroueHne  BO3MOKXHOCTHM ~ HECAHKIIMOHMPOBAHHOTO  JIOCTyNa
K HWH()OPMAUMOHHBIM CHUCTEMaM W HMHQPOPMALMK MPU HCHOJIB30BAHUM CHUCTEM
MCKYCCTBEHHOI'O MHTEJUIEKTA.

TpebooBanus k peanusanum: [locpenctBoM MOpoBENEHUS MEPONPUITUI
10 00eCNeUeHHUIO 3aIUThl HHPOPMAIMK IPU UCTIOIb30BaHUH CUCTEM HCKYCCTBEHHOTO
MHTEIeKTa’ JOJIKHA OBIThH UCKIIFOUEHA  BO3MOYKHOCTh HapyLIeHus
KOH(UIECHIIUAIBHOCTH, 1IEIOCTHOCTH U IOCTYMHOCTH UHpOopMaliuu, 00padaTbiBaeMoit
B CUCTEME MCKYCCTBEHHOI'O MHTEJUIEKTA, 3@ CUET JACHCTBUN BHEIIHUX U BHYTPEHHHUX
HapYLINTEJIEH.

[Tpu co3nanuu cucTeM HCKYCCTBEHHOTO MHTEIJIEKTA ONlepaTopoM (o0aaarenem
uH(pOopMaIuu) T0DKHA OBITH TPOBENIEHA OIIEHKA yrpo3 0€30MacHOCTH HH(POPMAIIHH,
CBSI3aHHBIX C Pa3pabOTKOM M IKCILTyaTaluell CUCTEMbl UICKYCCTBEHHOTO MHTEJUICKTA.
CBenenust 00 yrpo3ax ©Oe3onacHOCTH HMHGOPMALIMM CHUCTEM HCKYCCTBEHHOI'O
MHTEIIJIEKTa cojJiepKaTcs B 0aHKe TaHHBIX yrpo3 0e3omacHocTy uHpopmaiuu OCTIK
Poccun.

[lo pe3ynapTaram OIIEHKH yTrpo3 0€30MmacHOCTU MHGOpPMAlUM JOJKHO OBITh
pa3paboTaHO TEXHUYECKOE 3ajJaHue, cojaepikaliee TpeOOBaHUS K peanu3aluu Mep
3a1uThl UHPOPMAIIMU B CUCTEME UCKYCCTBEHHOTO MHTEIIEKTA.

[Ipu pa3paboTke CHCTEMBl MCKYCCTBEHHOTO MHTEIUIEKTa JOJDKHA OBITh

® MoanyHkT «a» mynkTa 5 HarmoHnanbsHoi cTpaTeruy pa3BUTHS HCKYCCTBEHHOTO HHTEILIEKTA.
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oOecrieueHa 3aluTa CIeIyIoIUX 00bEKTOB:

00beKThl  MHGOPMAIMOHHON  MHOPACTPYKTYpPhl ~ Pa3pabOTKH  CHCTEMBI
UCKYCCTBEHHOI'O UHTEJUICKTA;

nporpaMMHoe  oOecriedeHune, oOecrmeunBaomee pa3paboTKy  CHUCTEMBI
HCKYCCTBEHHOI'O MHTEJJIEKTa (IMOATOTOBKA HAOOPOB 00y4YaIOIIUX JaHHBIX, 0OydYeHHe
U TECTHPOBAHHWE MOJIEJIE HCKYCCTBEHHOI'O HMHTEIJIEKTA), B TOM YHCJE BXOMSIIME
B €ro coctaB (peiMBOPKHU, OMOTUOTEKH, NHBIE UHCTPYMEHTHI;

nporpaMmmHoe odecrieueHue, odecrneunparoniee pazpadotky API-unrepdericos,
areHToB, CUCTEMbI (QUIBTPALIMHA BXOAHBIX U BBIXOJHBIX TAHHBIX;

BXOJIHasi MOJIENIb UCKYCCTBEHHOTO MHTEIJUIEKTa, UCOIb3yeMast AJis pa3paboTKu
(0Oy4eHus) BBIXOHOU MOJIENTM UCKYCCTBEHHOTO MHTEIICKTa (TIPY HAJIMYKH ),

Ha0OpbI 00YUYAIOIIUX TAHHBIX;

BBIXOJ/IHAsI MOJIEJIb UICKYCCTBEHHOI'O MHTEIIJIEKTA U €€ TapaMeTphl (Beca);

IporpaMMHOE oOOecreueHue, OOECIeUUBAIOLIEe peaTu3alul0 TEXHOJIOTUN
HCKYCCTBEHHOI'O MHTEJUIEKTa (MOJENM MCKYCCTBEHHOIO MHTEIEKTa), a TaKkxKe
areHTOB HCKYCCTBEHHOro WuHTe/uiekTa, API-unrepdeiicoB, cucreM QuiupTpanuu
(KOHTpPOJIS1) BXOAHBIX U BBIXO/JHBIX JaHHBIX.

B unpopmaimioHHol HHPPACTPYKTYpe pa3pabOTKU CHCTEMBbI HCKYCCTBEHHOTO
MHTEJUIEKTa JOJDKHBI OBITh peaqu30BaHbl MEPHI MO 3alIUTE MH(DOPMALUU MO KJIACCy
3AIMIIEHHOCTH HE HIKE KJllacca 3alllUIIEHHOCTH HWH(POPMALMOHHON CHUCTEMBI
onepatopa (obsagarens uHGopMaIun).

JlonmonHUTENbHO B MH(DOPMAIMOHHOM HHGPPACTPYKTYpe pa3pabOTKU TOTKHBI
OBITh OOECTICUEHBI:

BbIIETICHUE HMH(POPMAIIMOHHONM  HMH(PPACTPYKTYyphl  pa3pabOTKU  CHUCTEMBI
MCKYCCTBEHHOT'O MHTEJUIEKTa OT MHOM MH(PACTPYKTYphl pazpaboTurKa, HE CBA3aHHON
C pa3pabOTKOM JaHHOU CUCTEMBI, B OTJEIbHBIN U30JIUPOBAHHBIN CETMEHT;

OTKa3 OT HCIIOJIb30BaHUsI HEOe30macHbIX (opMaToB O0OpaOOTKM M XpaHEHHUS
naHHbIX (Harpumep, pickle) u npumenenne 6e3onacubix popmatoB gaHHBIX (ONNX,
protobuf u npyrue popmartsi);

LEJIOCTHOCTh MPOTPaMMHOTO  OOECHEYEHHUs, peaJu3ylollero pa3padoTKy
CUCTEMBI HCKYCCTBEHHOT'O MHTEIIEKTA.

B undopmaiimionHoit UHPpACTPyKType pa3pabOTKA CHUCTEMbl HCKYCCTBEHHOTO
MHTEJUIEKTa HE JOMYCKAETCs PElIeHHE 3a]]a4, HE CBA3aHHBIX C pa3pabOTKOl CUCTEMBI
MCKYCCTBEHHOI'O MHTEJUICKTA.

B oTHOmIeHNN HaOOPOB 00YYAIOUIUX TAHHBIX JOJKHBI ObITH 00ECTIEUEHBI:

OPUMEHEHHE B TPUOPUTETHOM TMOPSAKE HA0OpOB OOYYarONMIMX JaHHBIX
U3  JIOBEPEHHBIX  HCTOYHMKOB  (Hampumep, HMHPOPMAIMOHHBIE  CHUCTEMBI
rOCy/apCTBEHHBIX OPIraHOB, OpPraHM3allMil U YUYPEKICHHUM, 3HAUUMbIE OOBEKTHI
KpUTHYECKON HHPOpMAIMOHHON HHPpacTpyKTypbl Poccuiickoit denepannn);

aHTUBUPYCHAsI MPOBEpKa OOyYarONIMX NAHHBIX HA MpPEIMET HaJIW4uus B HHUX
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BPEAOHOCHOTO POrPaMMHOTO 00ECTICUESHHUS;

XpaHeHHe 00yYaroluX IaHHBIX B 000COO0JICHHOM XPAaHUIIUIIIE;

1EJIO0CTHOCTh O0YYAIOIINX JJAHHBIX.

[Tpu mcnonb30BaHMK BXOJHOW MOJIEIM HCKYCCTBEHHOTO WHTEIUIEKTa JOJKEH
OBITH MIPOBEICH aHAINU3 CBEACHHUM 00 ysI3BUMOCTSIX YKa3aHHOW MOJEIH, MOTy4aeMbIX
U3 BHEIIHUX HCTOYHUKOB (0a3bl JAHHBIX M3BECTHBIX YSI3BHUMOCTEH, O(QHUIIMATbHBIC
pecypchl pazpaboTYMKOB MPOTPAMMHBIX CPEJICTB, CIICIMATU3UPOBAHHBIE ITyOIUKAIIIH,
dbopyMbl, HHBIE HUCTOYHUKH). B  OTHOIIEHHM BBISIBICHHBIX  YSI3BHUMOCTEU
Pa3pabOTUYMKOB CUCTEMBI HICKYCCTBEHHOT'O MHTEIIEKTA JOJIKHBI ObITh PUHSATHI MEPHI,
HaIpaBJICHHbIE HA HEUTpAINU3aIUIO BBISBICHHBIX YA3BUMOCTEH.

B oTHOmeEHun nporpaMMHOro oOecreyeHusi, 00eCneurBarolEero pa3paboTKy
M OKCIUTyaTallMi0 CHCTEMbl MCKYCCTBEHHOTO HHTEIUICKTA, JODKEH OBITh MPOBEICH
aHaJM3 ySA3BHUMOCTEH TPOTpaMMHOTO 0OecledeHus] Ha OCHOBAHWU JAaHHBIX,
MOJIy4a€MbIX W3 BHEIIHMX HCTOYHUKOB (0a3bl JAaHHBIX W3BECTHBIX YSI3BUMOCTEM,
ouLMaTBHBIE pecypchl pa3paboTUNKOB IPOrpaMMHBIX CpEICTB,
CHeLMATM3UPOBAHHbIE TyOIMKAUH, GOPYMbI, UHbIE UCTOYHHUKH), U IPUHSATHI MEPHI IO
UX YCTPaHEHHUIO.

[Tpu sKcrTyaTanuy CUCTEMBI UCKYCCTBEHHOTO MHTEIJICKTa B MH(POPMAIITMOHHOM
CUCTEME JJOJKHA ObITh 0OecrieyeHa 3alluTa CIEAYIOIMNUX 00bEKTOB:

OOBEKTHI MH(}OpPMATMOHHOU UH(}pPaCTPYKTYpHI, oOecreynBaroien
AKCIUTyaTaI[MI0 CUCTEMBI HCKYCCTBEHHOTO MHTEIIICKTA,

nmporpaMMHoe oOecrieueHue, OOCCIEeUUBAIOIISe peaanu3aluio  TEXHOJIOTHI
HCKYCCTBEHHOIO MHTEJUIEKTa (MOJENIM HMCKYCCTBEHHOIO MHTEIEKTa), a TaKkxKe
areHTOB HCKYCCTBEHHOTo wuHTeiuiekTa, APl-untepdeiicoB, cucrem GuIbTpauu
(KOHTpPOJIS1) BXOAHBIX U BBIXOJHBIX JTAHHBIX;

oOydeHHasi ¥ TOTOBAs K MCIOIb30BAaHUIO MOJIETh UCKYCCTBEHHOT'O MHTEIIICKTA,
ee pacumpenus (LORA, RAG u npyrue pacmmpenus (mpu HEOOXOAUMOCTH).

B cmydae ecnam sl 9KCITyaTalldd CHCTEMBI HMCKYCCTBEHHOTO HMHTEJICKTa
UCIIONIB3YEeTCsl MHPPACTPYKTypa, HE BXOAsMAas] B HHPOPMAIMOHHYIO CUCTEMY
orepaTopa, TO B TaKOH HHQPACTPYKType JOIHKHBI ObITh PEAIM30BaHbl MEPHI 11O 3AIIUTE
uHpOpMallMKM MO0 KJIAcCy 3allUIIEHHOCTH He HW)XKE Kiacca 3al[UIEeHHOCTU
nH(pOpPMAITMOHHOM cUCTEeMBI omiepaTopa (obJanaresns uHpopmalun).

B crmydae mpuMeHEHHs] TEXHOJIOTMH HCKYCCTBEHHOTO WHTEIUIEKTa B COCTaBe
MH(OPMAITMOHHOW CUCTEMBI OTlepaTopoM (001agaTenemM HHPOPMaILIUK) AOJKHBI ObITh
OPUHATHL MEpbl 3alUThl HMH(pOpPMAIMM, HaMpaBICHHbIE Ha TMPEJOTBpAIICHHE
HECaHKIMOHUPOBAHHOTO JOCTyNa WM BO3JEHCTBUS HAa CUCTEMY HCKYCCTBEHHOIO
UHTEIJICKTa, B COOTBETCTBUM C TPEOOBAHMUAMU MO 3alIUTe HHPOpPMAIIH
(oGecmeueHnIo 6€30MaCHOCTH), B TOM YHCIIE MEPHI T10:

uACHTU(UKAIIMY U ayTeHTU(UKALINY TTOJIb30BaTEIeH CUCTEMbI HCKYCCTBEHHOTO
UHTEJICKTA;
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YIPABJICHUIO TOCTYIIOM IOJIb30BaTENIEH CUCTEMbI HCKYCCTBEHHOTO MHTEIIJIEKTA;

KOHTPOJIIO ((DUIIbTpaIK) BXOJHBIX U BBIXOIHBIX JAHHBIX;

00€eCIeYeHHUI0 U30JISLIUNA CUCTEMbI UICKYCCTBEHHOTO MHTEIICKTA,

3alUTe JAaHHBIX CUCTEMbI HCKYCCTBEHHOTO UHTEJUICKTA;

3alIUTe OT BPEJOHOCHOTO MPOTPAMMHOI0 O0ECIICUECHHUS;

BBISIBJICHUIO YSI3BUMOCTEH B CUCTEME UCKYCCTBEHHOT'O MHTEIIJICKTA;

OTPaHUYECHHUIO W KOHTPOJIIO (YHKIHMOHATBHOCTH CHCTEMBI HCKYCCTBEHHOTO
WUHTEJIEKTA.

B unbopmaloHHON cucTeMe MpU KCIUTyaTalldd CUCTEMbl HCKYCCTBEHHOTO
WHTEJUIEKTA JOMOJHUTENILHO JOJKHBI ObITh PEaTM30BaHbI CIEAYIONINE MEPhI 3aITUTHI
uH(popmManuu:

obecnieueHue puiabTpauuu (KOHTPOJISi) BXOAHBIX JAHHBIX (3alIPOCOB) CUCTEMBI
HCKYCCTBEHHOT'O WHTEIIJICKTA;

oOecrieueHue GuiIbTpaluu (KOHTPOJIS) BHIXOIHBIX JaHHBIX (OTBETOB) CUCTEMBbI
MCKYCCTBEHHOTO MHTEJIJICKTA;

MOHMTOPUHT U KBOTHPOBAHUE KOJIMYECTBA 3aIIPOCOB K CUCTEME UCKYCCTBEHHOTO
WHTEJUICKTA,;

o0OecrieueHue perucTpaln COOBITHH 0€30MaCHOCTH, CBA3AHHBIX C 3alpOCaMH
K CHCTEME HMCKYCCTBEHHOTO MHTEJUIEKTA U €€ OTBETaMU;

oOecrieueHue I1eJIOCTHOCTA TapaMeTpoB (BECOB) MOJIEIU HCKYCCTBEHHOTO
MHTEJJIEKTa M KOH(PHUTYpAIIUU CHCTEMBI HCKYCCTBEHHOTO MHTEJUICKTA.

B oTHOmeEHHM mNporpaMMHOro OOECHEYeHHUs, PEeaU3YIOLIEro TEXHOJIOTHIO
HCKYCCTBEHHOIO HHTEJUIEKTa, OIEepaTop COBMECTHO C pPa3pabOTUYUKOM CHUCTEMBI
MCKYCCTBEHHOTO  HMHTEIJIEKTa  JIOJDKEH  MPOBOAWTH  aHAIW3  YSI3BUMOCTEH
IPOrpaMMHOTO O0OeclieYeHHs Ha OCHOBAaHHMM JAHHBIX, TMOJYYaeMbIX W3 BHEITHHX
UCTOYHUKOB (0a3bl JaHHBIX W3BECTHBIX YA3BUMOCTEW, O(UIIMAIbHBIE PECypCHI
pa3pabOTUYMKOB TPOTPAMMHBIX CPEJACTB, CIENHUAIU3UPOBAHHBIC MTyOJIMKAIUH,
(GhopyMbl, HHBIC UCTOYHHKH ), U IPUHUMATH MEPBI 110 MX YCTPAHCHHIO.

[Ipu mnpenoctaBieHUH TOAPSIHON OPTraHU3alMA CUCTEM HMCKYCCTBEHHOTO
WHTEJUIEKTa B KaueCTBE BHEIIIHETO CEepBHCa, B MHPOPMAIMOHHON HMHPPACTPYKType
NOJIPSAHON OpraHMU3alllM, C UCIOJIb30BAHUEM KOTOPOM (PYHKIIMOHUPYET YKa3aHHBIN
CEPBHC JIOJDKHBI OBITh PEATU30BaHBI MEPOTIPUSATHS U MEPHI 110 3aIIuTe WH(OpMAIINY,
YCTAHOBJICHHBbIC  TpeOoBaHMsIMU 10  3amure uHPopManuu  (0OECreueHUuro
0€30MacHOCTH) MO KJAcCy 3allUIIeHHOCTH He HWXKE Kiacca 3allUIIeHHOCTH
MH(pOpPMAITMOHHOM cUCTEeMBI omiepaTopa (obJsanaresns nuHGpopmaIun).

BzaumopeiictBue uHGOPMAIMOHHON CHCTeMBbI —omeparopa (oOsamarens
uHpopMaluu) ¢ HUHOOPMALMOHHOW HHGPACTPYKTYpPOW MOAPSAHON OpraHU3allNH,
UCIIONIB3YEMOM JUIsI TPENOCTABICHUS CHCTEMbl HCKYCCTBEHHOTO MHTEJUIEKTa B
KayecTBE CEpPBHUCA, JOJDKHO OCYIIECTBISATHCA C Y4€TOM TpeOOBaHUN MO 3alIUTe
uHpopManmu (o0ecredeHnto 6€30MacHOCTH).
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B cnyuyae ecam B cHCTEME HMCKYCCTBEHHOTO MHTEJUIEKTA OCYIIECTBISIETCS
00paboTKa TMEPCOHANBHBIX JaHHBIX TpaxkjaaH Poccuiickoit denepannu, HHOM
uH(pOpMAIIMM OrPAaHUYEHHOTO JOCTyna U (WIM) C TNPUMEHEHHEM CHCTEMbI
MCKYCCTBEHHOI'O HWHTEJJIEKTa OOeCreunBaeTcsl peanu3alus 3HAYMMbIX (QyHKIHN
oreparopa, He0OX0UMO:

o0ecneunTh peaNu3aluio MEponpHusITHii 1o Oe3omacHOM  pa3paboTke
OpOrpaMMHOrO  oOecreyeHusi,  OOeCNEeYMBAIOIIET0  pealu3aldi0  CHCTEMbI
MCKYCCTBEHHOI'O WHTEJUIEKTA, IMPEAYCMOTPEHHBIX HAIMOHAIBHBIMU CTaHAAPTAMHU B
obsactu pa3paboTku 6€30MaCHOI0 MPOrPAMMHOTO 00ECIICUEHNS,

IPOBECTU CEPTU(UKALKIO MPOrPaMMHOIO OOecreueHus, 00eCreunBaroIIEero
peann3alrio CUCTEMbI HCKYCCTBEHHOTO MHTEIIEKTA, IO TPEOOBAHUSIM 0€3011aCHOCTH
uHpopmanuu, yreepxkaeHHbIM @CTOK Poccum B COOTBETCTBUM C MOANYHKTOM 4
nyHkra 8 Ilonoxenus o denepanbHOi ciyk0€ MO TEXHUYECKOMY U 3KCHOPTHOMY
KOHTPOJIIO, yTBEpKIeHHOro YkazoMm IIpesunmenta Poccuiickont @Denepanuu
ot 16 aBrycra 2004 r. Ne 1085.

TpeGoBanus k fOKyMeHTHPOBaHUIO: He npeabsaBisroTcs.

TpeOoBaHus K yCHIICHUIO:

1) nomkHO OBITH 0OECTIeUeHO BBIJCIICHIE NHPOPMAIIMOHHON UHPPACTPYKTYPHI
pa3pabOTKU OT MHOM MHPPACTPYKTYPHI pa3pabOTUMKa, HE CBSI3aHHOU C pa3paboTKOM
JAHHOM CHCTEMBI, B OT/I€TbHBIN (PU3MUECKHU U30JIUPOBAHHBIN CETMEHT;

2) TOJKHO OBITh 00ECIEYeHO XpaHCHHWE HaO0OPOB OOy4YAIONIUX JTaHHBIX
B 3aIIM(PPOBAHHOM BHJI€ C UCIIOJIH30BAHUEM MIU(GPOBAIBHBIX (KPUITOrPAPUIECKUX )
CPEIICTB 3alIUThl HH(OPMAITIH;

3) B OTHOIICHWUH BBIXOJHOW MOJICIM HMCKYCCTBEHHOTO HHTEIUICKTa H €€
napameTpoB (BECOB) JOJIKHBI ObITh OOECIICYEHBI:

a) IPUMEHEHUE  METOJOB  COCTS3aTE€IbHOTO  00y4YeHust  (BKJIIOUYECHHE
COCTSI3aTEIbHBIX TPUMEPOB B 00YUAIOIIYIO BEIOOPKY);

0) BHEIpEHUE MEXaHW3MOB OTIPAHUYEHUS JOMYCTHUMBIX JIMANa30HOB JaHHBIX,
CAHUTHU3ALUU BXOJIHBIX TaHHBIX;

4) MOMKHO OBITH PEATU30BAHO TECTUPOBAHHE HA YCTONYMBOCTH K MPOMIIT-
aTakam;

5) 10KHO OBITH 00ECTICUEHO BhIICICHHE CHCTEMbI HCKYCCTBEHHOI'O MHTEIIICKTA
B MH(POPMALIMOHHOM  CUCTEME B  OTHCJIbHBIA  HM30JMPOBAHHBIM  CErMEHT
MH()OPMAITMOHHOW CUCTEMBI;

6) no;okHa  OBITH  OOecIleYeHa  IEJOCTHOCTh  MOJCIH  HMCKYCCTBEHHOTO
MHTEJJIEKTa C HUCHOJb30BaHUEM IIU(POBAIBHBIX (KPUNITOTpapUUECKHX) CPEACTB
3aIuThl HGOPMALIUH.
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3.19. IlpoBeaeHne MepuOAMYECKOr0 KOHTPOJISI YPOBHS 3aIUIIIEHHOCTH
uHopmanmu, coaepxkameiicss B uHgopmanuonubix cucremax (ITK)

Heab: CBoeBpeMeHHasi OICHKAa BO3MOXKHOCTEH HapylieHuss 0e30MacHOCTU
uHbopManuu U (WIKM) HapyleHus (QyHKIMOHUPOBAHUS WH(GOPMALMOHHBIX CHCTEM
BHEITHUMH U BHYTPEHHUMU HAPYIIUTEISIMH.

TpeéoBanus k peanuzanuu: KoHTposib ypOBHS 3alMIIIEHHOCTH WH(OpMAITUU
MIPOBOJUTCS C UCIIOJIb30BAHUEM CJIETYIOITUX METOJIOB:

BBISIBJICHUE YSA3BUMOCTEH HMH(POPMAIMOHHBIX CHCTEM U DKCIEpTHas OIICHKa
BO3MOXXHOCTH MX HCIIOJIb30BAHUS HapyLIUTENIEeM JUIs HapyleHUs Oe30MacHOCTU
uH(popmanuu U (Win) HapyueHus: GyHKIHMOHUPOBaHUS MH(OPMALIMOHHBIX CUCTEM;

TECTUPOBaHUE MH(POPMAILIMOHHBIX CUCTEM MYTEM MOJEIMPOBAHUS pealnu3aluu
aKTyaJbHBIX YIpO3 C LEJbI0 OLEHKH BO3MOXHOCTEH TPOHUKHOBEHHS B HHX
WM TIOBBIIIECHUS IPUBUJIETUH € YUETOM PEATU30BAaHHBIX MEP U IPUMEHSEMBIX CPE/ICTB
3aIUThl UHOPMaLIUK.

[leproauuHOCTh U METOABI KOHTPOJISL YPOBHSI 3alMIIEHHOCTH WH(QOpPMAaIUU
yCTaHaBIIMBAIOTCA ONIEPATOPOM BO BHYTPEHHUX PETJIAMEHTaX 110 3allIUTe HH(popMauu
B COOTBETCTBMM C HMEIOMIMMHUCS y HEro CWIAMH U  BbIJCICHHBIMU
Ha 3TH Lenu cpenctBamu. [Ipyu 3ToM mpoBeAeHUE KOHTPOJISI YPOBHS 3aUIUIIIEHHOCTU
MH(pOpMaUU OJHUM U3 METOJOB JOJKHO MPOBOJAUTHCS HE PEXe YEM OJIMH pa3 B TPU
rojla WiM TMOcJI€ KOMIBIOTEPHOTO WHUUIEHTAa, MPOU3OLIEAIIEro Yy OIeparopa
(ob6namarens nadopmaiyn ). MeTo bl KOHTPOJISL YPOBHS 3aIIUIIEHHOCTH UH(POpMaIIUU
U TEpPUOJUYHOCTh €ro MPOBEACHHUs OIpenessioTcs omnepatopoMm (obnazaTeneM
nH(pOpMallMK) BO BHYTPEHHEM PETJIAMEHTE 110 3aluTe UHPOPMAaLIHH.

B ciydae BbIsSIBIEHUS MO pe3yjibTaTaM KOHTPOJIA YPOBHS 3alllMILEHHOCTH
MH(pOpMaMU BO3MOXXHOCTH pEAM3allMM aKTyaJbHbIX yrpo3 M (WiIM) NPHU3HAKOB
peanu3aluy akTyalbHBIX YIpo3 CTPYKTYPHBIM MOJPa3JIEJICHUEM, CHEIUAIUCTAMU
Mo 3amuTe HHQOpPMALMU COBMECTHO C MOJpa3JeieHreM, 00eCleynBaOIIUM
GyHKIMOHUpOBaHUE WHOOPMAIMOHHBIX CHUCTEM, OCYIIECTBIACTCS pa3paboTka
U peann3anus Mep, HalpaBJIeHHBIX Ha OMEPAaTUBHOE UX OJOKHPOBAHUE.

TpeboBaHusi K TOKYMEHTHPOBAHUIO: BHYTpEeHHUI perjiaMeHT MO MOPSAKY
KOHTPOJIS YPOBHS 3aIIUIIEHHOCTH uH(popmaIm, cozepxanieics
B MH(POPMAIIMOHHBIX CUCTEMAX, TOJIKEH COJIEPKaTh:

nepeueHb MHQOPMAIMOHHBIX CHCTEM, B OTHOIIEHHWH KOTOPBIX MPOBOAMUTCS
KOHTPOJIb YPOBHS 3aIIMILIEHHOCTH UHHOPMALIHH;

nepeyeHb nojpaszzieneHuil (pabOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3aLUIO
Y TIPOBEZICHUE KOHTPOJISI YPOBHS 3alIUIIIEHHOCTH UH(DOpMALIIH;

NPUMEHSEMbIE METOAbl KOHTPOJS YPOBHS 3alllMIIEHHOCTH HWH(OpManuu
Y UCIOJIb3yEMBbIE ITPU X PEANM3aLUU IPOrPAMMHBIE CPEACTBA KOHTPOJIS;

COCTaB U COJIEp’KaHUE MEPONPUATUM, peaTU3yeMbIX MPU MIPOBEACHUN KOHTPOJIS
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YPOBHS 3alIUIIIEHHOCTH HH(POPMAITUH;

omMCcaHue JCUCTBUMA Tojapa3zicieHuil (paOOTHUKOB) oreparopa (o0mamaress
MH(POpPMAITUHU) TPU BBISABICHUU TIO0 pe3yJbTaTaM KOHTPOJS YPOBHS 3aIIMIEHHOCTH
nH(OpPMAITK HEIOCTATKOB M YSI3BHUMOCTEH B CHCTEMaxX 3alluThl MH(GOPMAIIMOHHBIX
CHCTEM.

TpeOoBaHusA K YCHIICHUIO:

1) mpoBeZicHHE KOHTPOJISI YPOBHS 3alIUINECHHOCTH WH()OPMAIUU JIOJKHO
TIPOBOJIUTHCS HE PEXe YeM OJIUH pa3 B TOJI;

2) MpoOBEJIcHHE TPEHUPOBOK IO  OTPabOTKE pabOTHHKAMH  OrepaTopa
(obnamarenss wHboOpMaIMu) JEUCTBUM 10 oOOeCleYeHuIo TpeOdyeMoro YypoBHS
3aIUIIEHHOCTH HWH(POPMAIUH, COACpKAIICHCs B MH(POPMAIMOHHBIX CHUCTEMax, B
YCIIOBUSIX pean3aliy aKTyalbHBIX YTPO3.

V. MEPBI 11O 3AIUTE UHO®OPMALMOHHBIX CUCTEM
U COJIEP)KAIIEMACS B HUX HH®OPMAILIUA

4.1. Unentuduxkanus u ayrentupukanusa (MAD)
HNA®.1 UnenTudgukanust moab30BaTe e

Hean: Vckmodenue noctyna K MHPOPMAIIMOHHONW CUCTEME JIHII, HE SBJISTFOIIMXCS
M0JIb30BATENIIMU UH(POPMALIMOHHON CUCTEMBI.

TpeGoBanusi k peaqmsanuu: B uHpOpManmoHHOW cucTeMe  JOHKHA
OCYIIECTBIIATHCA ~ MIACHTU(PUKAIMS  TOJb30BaTENEW,  MOJYyYaloIUX  JOCTYII
K  WHPOPMALMOHHOW  CHCTEME CO  CPEACTB  BBIUMCIMTEIBHOM  TEXHUKHU
(B TOM yHCIie aBTOMAaTU3UPOBAHHBIX paO0OYMX MECT, KOHEUHBIX YCTPOMCTB, MOOMIIBHBIX
YCTPOMCTB) JI BBIMOJIHEHUSI BO3JIOKEHHBIX Ha TMOJIb30BaTeNel o00s3aHHOCTEN
(pynkuuit) (1anee — BHyTpEHHUE MOJIB30BATEIH ).

Ko BHyTpeHHMM NOJB30BaTENISIM OTHOCATCS PAOOTHUKHU orieparopa (oOnaaaTess
uH(pOpMaIIMK), 3aKa3UMKa HHPOPMAIIMOHHON CUCTEMBI, a TAKXKE MO/IBEIOMCTBEHHBIX EMY
rOCYJJapCTBEHHBIX OPraHOB M OpraHu3allMi MpHU UX HAIWYMK (HENPUBUJICTUPOBAHHBIC
MOJIb30BaTeNM, MPUBWIETUPOBAHHBIE MOJNB30BaTe€Id, B TOM 4YHCJE€  TJIaBHBIM
aJIMUHHCTPATOP, AJMUHUCTPATOPhl MH(POPMALMOHHOW CHUCTEMbBI, aIMHUHUCTPATOPHI
0€30MaCHOCTH), BBINOJHSIOIIME CBOM OO0S3aHHOCTH ((PYHKIMM) C HCIOIB30BaHUEM
uHpopMaluKu, UHGOPMAIIMOHHBIX TEXHOJOIMA W CPEIACTB BBIYMCIUTEIILHOW TEXHUKHU
MHQOPMAIIMOHHOM  CHUCTEMBl B COOTBETCTBUM C BHYTPEHHUMMH CTaHJapTaMH
U perjaMeHTamMy Mo 3alyre MH(pOopMaluu U KOTOPbIM B MH(OPMALMOHHON cucTeMe
IIPUCBOEHBI YUETHBIE 3aIHCH.

B kauecTBe BHYTPEHHHX IOJH30BATENCH TAKXKE PACCMATPUBAIOTCS PAOOTHUKH
NOJPSAHBIX OpraHU3allvi, MPUBJIEKaeMbIe Ha JIOTOBOPHOW OCHOBE ISl OKAa3aHUS YCIYT,
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npoBeieHUsT paboT 1o 00paboTke, XpaHEeHHIO HHGOPMAIIUHU, CO3JaHHI0 (Pa3BHUTHUIO),
00€eCTIeYeHUIO IKCILTyaTallui HH(POPMAIIMOHHBIX CUCTEM, a TAKKE JIs BBIMOJIHEHHS PadoT,
OKa3aHus yCIyT Mo 3amuTe uHpopmaiuu (pa3padoTka U TECTUPOBAHUE MPOIPAMMHOIO
oOecrieueHus, odecriedeHre GyHKITMOHUPOBAHNS MHPOPMAITMOHHBIX CUCTEM WJIN 3aIlUTa
coZepIKaIlencs B HUX uH(pOpMAIIHH) 151 KOTOPBIM
B MH(OPMAITIOHHOM CHCTEME TaKKe MPUCBOCHBI YUETHBIE 3aITUCH.

[Ipu poctyne B HHPOPMAIMOHHYIO CHUCTEMY JOJDKHA OCYIIECTBIISITHCS
UACHTU(UKALMS TOJb30BaTeNIel, MOIyYarouX TOCTYN K MH(OOPMAIIMOHHON cucTeMe
CO CpEJCTB BBIYMCIMTEILHOW TEXHHKH, HE BXOJIIMX B COCTaB HMH(OPMAIIMOHHOM
CUCTEMBl WM JUIl KOTOPBIX OMNEpPATOpOM HH(MOPMALMOHHON CHUCTEMBI HE MOTYT
YCTaHABIIMBATHCS U KOHTPOJMPOBATHCA TPEOOBaHMA O 3aldTe MHPOpMaluu (majiee —
BHEIITHHUE MOJIH30BATEIIN).

[IpumepoM BHENMIHWX TOJB30BATENCH SABIAIOTCS TpakJaHE, Ha 3aKOHHBIX
OCHOBaHUSIX uepe3 ceTb «HTepHeT» moiydaromue JoCTyln K UH(GOPMalMOHHBIM
pecypcam EnnHoro noprajia rocyapCTBEHHBIX U MyHUIMIIATIbHBIX YCIYT (QyHKIUIN)
Wi opuLManbHbIM caiiTaM B ceTH «/HTepHET» OpraHoB rOCyJapCTBEHHOM BJACTH,
¢bu3nyecKkre u IPUINUECKHUE JUIA, OCYLIECTBIIAIOMINE AOCTYN K MH(OPMALMOHHBIM
CUCTeMaM Ui MoJydeHuss HHPOpMaIlMU ¢ TPUMEHEHUEM YUYETHBIX 3amucei nin 0e3
HUX (AaHOHUMHBIE TTOJIH30BATEIIN ).

[Tonp3oBaTtenn  WHGOPMALMOHHOW  CHCTEMBI  JOJDKHBI  OJHO3HAYHO
UACHTU(PUIIUPOBATHCS JIJISI BCEX BUAOB JOCTYTA, KPOME TeX BUIOB JAOCTYIa, KOTOPHIC
OTIpEeAETSAIOTCS Kak neicTBus, pa3pelieHHbIe 70 UACHTU(PUKAITIH
B COOTBETCTBUU ¢ Mepoi 3amuThl nHGopmaruu YII/1.9.

Wnentudukanuss BHEUIHMX TMOJb30BaTeNied B IENAX [PeloCTaBICHUS
rOCyIapCTBEHHBIX YCIYT OCYIIECTBIISIETCS B TOM YHCIIE C HUCIIOJIB30BAHUEM €IWHON
CUCTeMBbl HICHTU(UKAIUKA ¥ ayTeHTU(HUKAIMH, CO3MAaHHOH B COOTBETCTBUU
¢ noctaHoBienneM IlpaBurensctBa Poccuiickoit @eaepaunn ot 28 HosiOpst 2011 r.
Ne 977.

Nnentuduxanus mosb3oBaTeneil JOHKHA TNPOU3BOAMTHCS B JIBa JTara:
MepBUYHAS U BTOpUYHAS WICHTU(DUKAITHS.

[lepBuunas maeHTU(UKAIMS [TOJDKHA BKIIOYATh MOATOTOBKY, (POpMUPOBAHUE
W peructpanuio uHQOpMaMM O TIOJB30BATENSAX, a TaKKe MPUCBOCHHE
MOJIb30BATENI0  HMACHTU(UKATOpPA JOCTyMa M €ro pEeruCTpalui0 B IEpedHe
MPUCBOCHHBIX UASHTH(PHUKATOpOB. IlepBuuHas wuaeHTUPUKAIKUS TIOIH30BATEIS
JOJDKHA TPOBOJUTHCS OJUH pa3 B MOMEHT YCTaHOBIEHHS JIMYHOCTH (DU3HMUECKOTO
JMIIa, 3aMpaliBaroIero J0CTyl K HHPOPMAIIMOHHOM cucTeMe.

[lepBuunass  uaeHTHUKAIMS ~ TOJIB30BATENEed  JOJDKHA  3aBEpIIAThCS
perucrpanuen UACHTU(PUKAITIOHHOM uH(bOopMaIuu u IPUCBOEHHOTO
MOJIb30BATEII0  YHUKAJIBHOTO  WJACHTH(HUKATOpa  JOCTyNa  HWJIA  OTKa3oM.
OcHoBaHuEM JIJIs1 OTKa3a B PETHCTPALMU MOXET ObITh HECOOTBETCTBUE 3asiBICHHBIX
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UACHTU(UKALMOHHBIX JTAHHBIX TPEOOBaHUSAM K TEPBUYHON HMACHTU(PUKALINUH,
OTpULIATEIBHBIN pe3yibTaT, MOJTYYEHHBIN B Mpolecce X BepuPpUKaIlii.

Nnentudukanmonnas uHbopMarIus, MOJIy4eHHast B npoiiecce
NEePBUYHOM  WACHTU(UKAIMKM,  JODKHA  OOHOBIATHCA  NMPU  HW3MEHEHUHU
UACHTU(PUKAIIMOHHBIX JTaHHBIX MOJIb30BaTENeH (HanpuMmep, Mpu cMeHe haMuiInu, Ipu
W3MEHEHWH  HOMepa  MOOWJIBHOTO  TenedoHa, €ClId OH  HCIONb3yeTcs
TUTS 11eied uaeHTU(UKAIIMY T0Jb30BaTes).

Bropuunas uaeHTHUKAMSA JOJKHA BKIIOYATh MPOBEPKY MPEIbSIBICHHOTO
M0JIb30BaTEJIEM uAeHTUPUKATOpa 1o CIIUCKY 3aperuCTPUPOBAHHBIX
UACHTU(PUKATOPOB B MH(POPMAIMOHHON CHUCTEME M OINO3HABAaHUE IIOJIb30BATEIS.
Bropuunas uaeHTuduKanus sSBISIETCS MHOTOKPATHO MOBTOPSIOIIMMCS IMPOIIECCOM,
OCYUIECTBJISIOIIMMCS ~ KaXAbld pa3 MpH  HOBOM  3alpoce  IOJb30BaTells
Ha JOCTyn K UH()OpMaIMOHHOW cuUcTeMe U pecypcaMm (00BbEeKTaM 3allUThI)
MH(GOPMALIMOHHON CHCTEMBI.

[lepBuyHasi 1 BTOpUYHAS UIAECHTU(MUKAIUS TOJIB30BaTENIed OCYIIECTBIISICTCS
C Y4€TOM I0JOXKeHUM HanumoHaldbHbIX cTaHgaptoB ['OCT P 58833-2020 «3amiura
undopmaruu. Unentudukarus u ayrenrudukanusa. O6mue nonoxenus» u [OCT P
70262.1-2022 «3ammra nuapopmannu. Unentudukanus u ayTeHTHQHUKAIUSA. Y POBHU
J0Bepus UACHTU(DUKAIIII.

B wunHpopManMoHHON cucTeMe JOJKHA OBbITh OOecredeHa BO3MOXKHOCTh
OJIHO3HAYHOTO COMOCTaBJICHUS HJIEHTU(HUKATOpA MOJIB30BATENSl C 3aMyCKaeMbIMU
OT €ro UMEHH IPOLIECCaMHU.

B mporecce cbopa, nepegaun, oOpabOTKH M XpaHEHUS UACHTHU(PUKAIMOHHON
U MOATBEpKAaroNie nudopmauu (B TOM YHUCIIE€ TEPCOHATBHBIX JTAHHBIX) JTOJDKHBI
ObITh peaNn30BaHbl MeEpbl MO 3aluTe HWH(QOpManuu, OO0eCleYnBaIINE €€
KOH(DHIEHIIMAIBHOCTb, LIEJIOCTHOCTh U IOCTYITHOCTb.

B undopmanmonHoil cucteMe AOMKHO OBITh pPEATIM30BAHO YIPABJICHUE
uJeHTU(UKATOPaMU, BKIIOUYAIOIIIEE:

ornpeaeneHne padOTHHUKA OllepaTopa, OTBETCTBEHHOTO 3a CO3IaHHE, IPUCBOCHHE
¥ YHHUYTOKEHUE UICHTU(PUKATOPOB MOIH30BaTEIICH;

dbopmupoBaHue HUAECHTU(UKATOPA, KOTOPBIM OJHO3HAYHO WICHTUDHUIIUPYET
MOJIb30BATENS;

MIPUCBOEHUE UICHTU(PHUKATOPA MOTB30BATENIO;

MIPOBEPKY JTUIHOCTH TOIH30BATENS IPU MIPUCBOCHUHU eMY UACHTU(DHUKATOPA;

NpeI0TBpaIIEHUE TOBTOPHOI'O UCHOJB30BAHMS UAECHTU(UKATOPA MTOIH30BATEIS;

XpaHeHHEe ¥  TOAJEpPKaHWE  AaKTyalIbHOTO  COCTOSHUS  (OOHOBIIEHHE)
UACHTU(PUKAITMOHHON HH(OPMALIUY TTOJIE30BATENCH;

ONoKuUpOBaHUE HAEHTU(UKATOpPA TMOJB30BATENsl TIOCJIE YCTaHOBJICHHOTO
OIEepaToOpOM BPEMEHU HEUCIIOIb30BAHUS.

WNnentndukanmst monb3oBaresiell  oOecrieunBaeTcss MPUMEHEHHEM  BXOSIINX
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B COCTaB MH(GOPMALIMOHHOM CUCTEMbI OTEPALIMOHHON CUCTEMBI, U (WJIN) CPEJCTB 3aIUTHI
UHPOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYMa, W (WIM) CPEICTBAMU 3alUThI
UHPOpMAIK, 00E€CIICUNBAIOIIMMY LIEHTPAIM30BAHHOE YIIPABJICHUE UACHTU(PHUKATOPAMH.

TpeGoBanusi K JOKYMEHTHPOBAHHIO: B oKCILTyaTalmoHHOM JOKymeHTanmu'®
Ha UH(POPMALIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTIPE/ICTICHBI:

NIEpEUYEHb THUIIOB IOJIb30BaTeNiel (MOJB30BATENM, [JIaBHBIM aJIMUHUCTPATOP,
CUCTEMHBIE aJMUHUCTPATOPhI, AJIMHHHCTPATOPHI OE30MACHOCTH, IOJIb30BATENN
MOJIPSITHBIX OpraHU3alMiA, BHEIIIHUE MTOJIb30BATENM U IPYTUE TUIIBI OJIb30BaTENEH );

COCTaB WACHTU(UKAIMOHHBIX JIaHHBIX MJI KaXXJIO0ro THUIIA IOJIb30BaTelNeH,
MUHUMAaJIbHO HEOOXOAUMBIH AJIs1 OTHO3HAUYHOM MJIEHTU(UKALIUU TI0JIb30BaTENEH;

NEPEUYCHb pPA3PEIICHHbIX K MPUMEHEHUIO CPEJICTB, HCIONb3YEMBIX IS
UIEHTU(UKAIIMH, B 3aBUCUMOCTH OT peCypCcOB (0OBEKTOB 3aIMThl) HHPOPMALMOHHOM
CUCTEMBI, K KOTOpPBIM IIOJIb30BaTENb MOJYy4YaeT IOCTYI, U CPEACTB, C KOTOPBIX
OCYLIECTBIISETCS JOCTYII;

NOpSAJOK BepuUKauu (IPOBEPKU U MOJITBEPXKJEHUS) UACHTU(DUKALIMOHHON
uH(pOpMallMU NOJIb30BaTENEH, MOPAJOK ACUCTBUN MPU BBIIBICHUU HECOOTBETCTBUM,
IpaBuJia IPOBEJACHUS BepU(UKALINH;

npaBwia (GopMupoBaHus (CO37aHUsA) YHUKAIBHBIX HWJICHTUPUKATOPOB, UX
MPUCBOEHUS TOJIb30BATENSIM, PETUCTPALUA UIECHTU(DUKATOPOB B MH(DOPMALIMOHHOU
CUCTEME;

MOPSJIOK BbIJAYH UJIEHTU(DHUKATOPOB MOJIb30BATENSIM;

IpaBUiia XpaHEHUs, MOAJAEPKAHUS aKTyaJIbHOTO COCTOSHUSL (OOHOBIICHMS)
UIeHTU(UKAITMOHHOW WHGOPMAIIMK TI0JIb30BaTENCH, MEPUOUYHOCTH OOHOBIICHUS
(axTyanuzanuu) WACHTH(PUKAIMOHHON WHGOpMAIMK TIOJb30BaTeliel U MECT ee
XpaHEeHHMsI, OpraHu3aluKd A0CTyNa K Hel, OT3bIBa UACHTU(UKATOPA MOJIb30BATENS U
yAaJIeHUs UIEHTU(PUKAIMOHHON U MOATBEPKIa0IIel nH(pOopMauu.

TpedoBaHus K YCHIICHUIO:

1) B uH(GOPMAIIMOHHOM CHCTEME JOJDKHO OBITh PEAJIN30BAHO IIEHTPATH30BAHHOE
yhpaBieHUE UJICHTU(PUKATOPAMHU.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
NAD.1 +
VYcunenue NAD.1 1 1

0 HarmumonameHblii cranmapt Poccwmiickoit ®@eneparuu 'OCT P 51583-2014 «Bammuta
nHopmanuu. [Topsaok co3gaHusi aBTOMATH3HPOBAHHBIX CHUCTEM B 3aIUIIEHHOM HCIIOJHEHUH.
OO0111E TTOIOKEHUD.
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NA®.2 Unentudpuxanms yCTPOiicTB

Hean: Uckmouenne  moOAkioyeHus K MHQOPMAMOHHBIM  CHUCTEMam
HEUJCHTU(DUIIUPOBAHHBIX YCTPOICTB.

TpeOoBanusi k peammsanuu: B uHpOpMaMoHHONW cucTeMe JODKEH OBITh
ONPENENICH TMEpEeYeHb TUIIOB CETEBBIX YCTPOWMCTB (B TOM YHCIE CEpPBEpHI,
aBTOMAaTU3MPOBaHHbIE pabodyrMe MeCTa, TEJIIEKOMMYHHMKAIIMOHHOE 000pYyIOBaHUE,
MOOWJIbHBIE ~ YCTPOWCTBA,  CHCTEMbl  XpaHEHHUs  JIaHHBIX),  HCIOJIb3YEMbIX
B MH(OPMAIIMOHHOM CHUCTEME.

Wnentudukanum noasexar:

CETEBbIC YCTPONCTBA, BXOISAIIIE B COCTAB MH(POPMALIMOHHOMN CUCTEMBI (B TOM YHUCIIC
CEepBEPBI, aBTOMATU3UPOBAaHHbIE pad0Une MECTA, TEIEKOMMYHUKAITUOHHOE 000PYA0BaHHE,
CHCTEMBI XpaHEHHUSI TaHHbIX );

MOOWJIbHBIE YCTPOICTBA BHYTPEHHUX MOJIb30BaTeNed MH(HOPMALMOHHON CUCTEMBI
(Ipy MX MOAKITIOYEHUH K UH(POPMALIIOHHOM CUCTEME);

YCTPOWCTBA, MpeIHa3HAUCHHBIE IS YIAIEHHOTO JOCTYIa PAOOTHUKOB MOJPSAHBIX
OpraHu3aliii, MHbIX T'OCYIApCTBEHHBIX OpPIaHOB, OpraHu3alMii K HH(OPMALMOHHBIM
CHCTEMaM, CoJiepKallieiics B HUX HHPOpMaluu, U (WIH) epejaund UM HHPOPMAIHH.

[Iponiecc MaeHTU(DUKALMK JTOJDKEH OCYIIECTBISATHCS B JIBA dTara — MEepBUYHAS
VIEHTH(UKALMSA ¥ BTOPHYHAS UAeHTUHUKams .,

B xone nepBuyHOM HaeHTU(UKAIMKA B UH()OPMAILIMOHHON CUCTEME JOKHBI ObITh
ONpPENENICHbl ~ yHUKalIbHbIE  MpH3HAKU  (AaTpUOyThI)  KAKAOTO  YCTPOMCTBA
(uneHTH(UKAIIMOHHBIC JaHHBIC). B KauecTBe mpu3HAKOB (aTpHOYTOB) YCTPONCTB MOTYT
MCTIOJIb30BaThCs JIOTHYecKue uMeHa (uMs ycrporictsa u (wmm) ID), norudeckue ampeca
(narmpumep, [P-aapeca) u () dusnyeckue aapeca (Harpumep, MAC-anpeca) yCcTpoiicTB
WM UX KOMOMHAITUY.

KaxaoMy ycTpoilcTBy HH(POpPMAIIMOHHOW CHUCTEMBI JOJDKEH ObITh MPUCBOCH
YHUKQJTbHBIN UACHTUPHUKATOP 1701 174 KOMOUWHAIIMA ISt JOCTyna
B UH(OPMAIIIOHHBIE CUCTEMBI.

[lepBuuHass wuaeHTU(UKALMS YCTPOMCTB OCYLIECTBISICTCS €IUHOXKABI TMPH
PETUCTPALIMH KaXI0T'0 HOBOT'O YCTPOICTBA.

OcHoBaHUEM JIs1 0TKa3a B IEPBUYHON MIEHTU(DUKAIIUY SIBIISIETCS HECOOTBETCTBUE
3as1BJICHHBIX UJICHTU(UKAIIMOHHBIX JAHHBIX TPEOOBAHUAM K MEPBUYHON UACHTU(DUKAITUM
WM HEBO3MOXKHOCTb UX TIOATBEP>KACHUS B YCTAHOBIEHHOM MOPSIIIKE.

[lo pe3ynbraraM mNepBUUHONM HAECHTU(DUKALMK y oOmneparopa JIOJDKEH ObITh
copMupoBaH TMeEpeueHb BCEX  HACHTU(UKATOPOB  YCTPOMCTB,  HCIIOJIB3YEMbIX
B MH(OPMAITIOHHOM CHCTEME.

1 HanmonanbHbld  cranpapt Poccuiickoit ®enepanuu ['OCT P 58833-2020 «3amwura
unpopmanuu. Unentudukanus u ayrentudukanus. O01mume moaoxKeHUusD»
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B xozme BTOpMYHOM MIEHTU(UKALMKU BBIIOJHACTCS IPOBEPKA  HAIMYUS
y  YCIpPOMCTBAa, OT HMMEHM KOTOPOIO  OCYHIECTBISICTCSl  3alpoc  JOCTyIa
B MH(OPMALIMOHHYIO CUCTEMY, MICHTU(PUKATOPA 10CTyIIA.

[Ipy HaM4MK PEABSBICHHOIO UAECHTH(PHUKATOPA IOCTYTIA B IEPEYHE PUCBOCHHBIX
UIEHTU(HUKATOPOB  MPOIECC BTOPHUYHOM  WACHTU(UKAIMK  CUYATACTCA  YCHEUIHO
MPOWUICHHBIM, 3aTE€M MPOBOAUTCS aAyTEHTU(HUKAIINS YCTPOMCTB B COOTBETCTBUH C MEPOit
3anmThl nHPopmanu MAD 4.

Bropuunas uneHTH(UKaIM TpOBOIUTCS MPHU KaXIOM 3allpoce Ha MOJKIIOYEHUE
YCTPOWCTBAa K MH(POPMAIIMOHHOW cUCTeMe oreparopa (MpH Hayajie MH()OPMALMOHHOIO
B3aUMOJICUCTBU ).

Nnentnudukanmss  ycTpoilcTB  oOecreunBaeTcs  NMPUMEHEHHEM  CEpBEPHOM
OIEPAMOHHOM CUCTEMBI U (MJIN) POILIMBKOM CETEBOI0 YCTPOMCTBA MM HHBIX CPEICTBAM.

TpeOoBanusi K JAOKYMEHTHPOBAHMIO: B 3KCrulyaTallMOHHOM JOKYMEHTallUU
Ha MH(POPMALIMOHHYIO CUCTEMY JIOJKHBI OBITh OTIPE/IEIICHBI:

IIEPEYEHb THUIIOB YCTPOMCTB;

HOpsAJOK BepuUKauuu (MPOBEPKU U MOJATBEPKJEHUS) MACHTU(PUKAIIMOHHOM
uH(pOpMallUU YCTPONCTB, MOpsAJKAa ACUCTBUA NpU BBISIBICHUH HECOOTBETCTBHI,
IIPABUJI €€ MMPOBEICHHUS;

NOPSIOK  MPUBS3KA HMACHTU(PUKALMOHHON HMHPOpPMALlMM K  YCTPOMCTBY
IUISL KaKJIOM KOHKPETHOM cpeapl (YHKUMOHUPOBAHUS, YCIOBHHA 3KCIUTyaTalllH
1 00CITy>KUBaHUS,

COCTaB WICHTU(PUKAIMOHHBIX JaHHBIX ISl KaXJAO0ro THUIA YCTPOMCTB
MHUHUMAJIBEHO HEOOXOIUMBIN JIJII OJHO3HAYHON HMJICHTH(HUKAIIUNA YCTPOUCTB (00BEM,
COCTaB M YHHKAJILHbBIC TPU3HAKHU (aTpUOYTHI);

NepeuYeHb HWCKIIOYEHU W TOpANOK JACHCTBUM B cllydae, €ciau 00beM
UIEHTU(UKAIIMOHHBIX IaHHBIX YCTPOWCTBA HEIOCTATOUYEH;

npaBuia  QopMupoBaHusi  (CO3AaHUS) YHUKAQJIBHBIX  HMJIEHTU(PHUKATOPOB,
UX MPUCBOCHUS YCTPOWCTBAM, PErUCTPALUU UAECHTU(UKATOPOB B MH(DOPMAIMOHHON
CUCTEME;

MOPSIIOK JEHCTBUI omiepaTopa HHPOPMAITMOHHOW CUCTEMBI TIO UEHTU(UKAITUN
YCTPOUCTB.

TpeOoBaHusI K yCHIICHUIO:

1) npoBeneHue WHBEHTAPHU3ALNH U JICHTU(UKAIIMOHHBIX JTaHHBIX
B MH(POPMAIIMOHHON CHUCTEME YCTPOWCTB HE PeXe YeM OJIMH pa3 B JBa roja s
MH(}OpPMAIIMOHHBIX CUCTEM | Kilacca 3allMIEeHHOCTH;

2) MpoBe/IcHNE WHBEHTAPU3ALNH UJICHTH(PUKAITMOHHBIX JTAHHBIX
B MH(OPMAIIMOHHOW CHCTEME YCTPOMCTB HE pexe 4YeM OAMH pa3 B TpU roja s
MH()OPMAITMOHHBIX CUCTEM 2 U 3 KJIaCCOB 3alUIICHHOCTH;

3) npumMeHeHue BCIIOMOTaTEJIbHBIX aTpuOyTOB (9TIEKTPOHHBIX
UACHTU(UKATOPOB C YHUKAJIbHBIM MAIIMHOYUTAEMBIM HOMEPOM, BCTPOEHHBIX
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MOJyJiell 6€30MaCHOCTH, CPEJICTB JOBEPEHHOMN 3arpy3KH);

4) peanmu3alys CHCTEMBI IEHTPAIM30BAHHOTO YIIPABIICHHS )KU3HEHHBIM [IHKJIOM
IU(PPOBBIX CEPTU(PUKATOB, IEKTPOHHBIX UACHTU(DUKATOPOB, BCTPOEHHBIX MOJYJIEH
0e30MacHOCTH;

5) nns vHGOPMAIIMOHHBIX CUCTEM C JIOMCHHOM apXUTEKTYPO:

HAJIMYUE y orepaTopa WHGOPMAIMOHHONW CHUCTEMBI IIEHTpa cepTU(UKaINH,
00eCneunBaOIIEr0 PETUCTPALMIO YCTPONCTB, a TAaKK€ BBINYCK, OOCIY>KHBaHUE
U BaJlMJAlMI0 MAIIMHHBIX CcepTUPUKATOB (IUPPOBBIX CEepTUHUKATOB ITOCTYMa),
JOCTaBKY M YCTAaHOBKY BBIIYIICHHBIX CEPTU(PHUKATOB B OOCITYKUBAEMbIE yCTPOUCTBA
C MCTIOJIb30BAaHUEM Pa3IMYHbIX IPOTOKOJIOB;

peanu3zanus (BCTpOCHHAS MOJEPIKKA) MPOTOKOJIOB ayTEHTU(UKALIMKA U padOThI
¢ HUGpOBBIMH cepTU(UKATAMU B YCTPOMCTBE (IIPU HATTMYUH CETEBBIX (DYHKLIH).

Peasmmsauust B uHGOpMaLlMOHHON cucTeMe:

Mepa 3anmThl Knacc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
NAD.2
Ycunenne UAD.2

NA®.3 AyrenTnduxkanus noJb3oBareei

Hean: Uckmouenne goctyna K WHGOPMAIMOHHOW CHCTEME TOJIh30BaTeNeH,
HE MPOIIEAIUX TPOLEAYPY ayTeHTU(DUKALIMY.

TpeGoBanusi k peanmmsanuu: AyTeHTU(UKAUS TOJIb30BAaTENIe  JOJKHA
MPOBOJUTHCA MOCHE UX UACHTU(DUKALMKY B HHPOPMALIMOHHOMN CUCTEME.

[lonb3oBaTen  MHPOPMALMOHHON  CHCTEMBbI  JOJDKHBI  OJAHO3HAYHO
ayTeHTU(UIUPOBATHCS IJIs1 BCEX BUIOB JOCTYIA, KPOME TEX BUIOB JOCTYIa, KOTOPbIE
OIIPENEIIAIOTCA KaK JEUCTBUS, pa3penieHHbIE 10 uaeHTuGUKau
Y ayTeHTU(PUKAIIMKA B COOTBETCTBUU C Mepoii 3ammThl nHbopmarmu YIIJI.9.

AyTteHTu(UKaIMs MOJb30BATENCH OCYIIECTBISIETCS € YYE€TOM IMOJIOKEHUN
HauumoHanbHbIX cTanaaproB ['OCT P 58833-2020 «3ammura uHOpmanuu.
WNnentudukanus u ayrenrugukanus. O6mmue nonoxenus» u 'OCT P 70262.2-2025
«nentudukanus u ayreHTU(GUKAIMSA. YPOBHU JOBEPUS AyTEHTU(DUKALTUNY.

AyTeHTU(UKAIMSA IJI TOJ30BATENs JOJKHA MPOU3BOAUTHCS MPU KaKIOM
3arpoce Ha JIOCTYN B MH(OPMAIMOHHYIO CUCTEMY, a TakKe K pecypcaM (oObeKTaM
3amuUThl) HHQOpPMALIMOHHOW cucTeMbl. Hanpumep, npu BxoJe B MH(POPMAIMOHHYIO
CUCTEMY II0JIb30BaTeIb NPOXOJUT ayTEHTHU(UKALKIO B OIEPALMOHHON CHCTEME,
a 3aTeM ayTeHTU(UKALMIO MpHU 3ampoce Ha JOCTYIN K pecypcaM HMH(OpMalnOHHON
CUCTEMBI, O]l KOTOPBIMM IIOHMMAOTCS CHCTEMbI YIpaBiIeHHs Oa3aMu JdaHHBIX,
BE0-110PTaJIbl, CUCTEMBI 3JIEKTPOHHOT'O IOKyMEHTOO00pOTa U UHBIE PECYPCHI.
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[Ipu nokanbHOM J0cTyne B MHPOPMAIMOHHYIO CUCTEMY, a TAKXKe K pecypcam
(oObexTaM 3aIIUTHI) uH(pOpPMaITMOHHOM CHUCTEMBI BHYTPEHHETO
HENPUBUJIETUPOBAHHOTO TIOJIb30BATENs JIODKHA KaK MUHUMYM OCYIIECTBIISTHCS
npocTas (mapoyipHas) ayTeHTUPHUKAIHS.

[Ipu ucmonp30BaHUM TIPOCTOH (ITAPOJIBHOM) ayTEeHTU(UKAIIUN TTOJIh30BaTEIeH
JUTSL IOCTyTNa B WH(POPMAIMOHHYIO CHCTEMY M K pecypcaMm (0OBEKTaM 3aIliuThl)
UH(GOPMAIITMOHHONW CUCTEMBI JIJTMHA TapoJs J0DKHA ObITh HE MeHee 12 CHMBOJIOB.
Andaur naposeit He meHee 70 CUMBOJIOB, MAKCUMAIbHOE KOJIMYECTBO HEYCTEIIHbIX
NOMBITOK BBOJIAa HEMPABWJIBHOTO Maposisi 110 OJOKMPOBKM YUYETHOM 3amucu
M0JIb30BaTENs — 5, OJIOKUPOBKA MPOrPaMMHO-TEXHUYECKOTO CPEACTBA WM YUYETHOU
3alMCH TOJB30BaTENsl B Cllydae JOCTHXKEHHSI YCTAHOBJIEHHOTO MaKCHMaJIbHOTO
KOJIMYECTBA HEYCIEIIHBIX MONBITOK ayTeHTU(UKAUU Ha 15 MUHYT, cMeHa maposei
He Ooisiee yem yepe3 90 aHeil. 3ampeniaercss TOBTOPHO HMCHOJB30BATH Mapoib IS
JI0CTyna B HWH(MOPMALMOHHYIO CHCTEMY M K pecypcaM (0ObEKTaM 3allMThl)
MH(GOPMALIMOHHON CHCTEMBI.

3amuTta OOpaTHOM CBSI3M «CHCTEMa-IIOJIb30BaTENb» B IIPOLECCE MPOCTOU
(maponpHOI) ayTeHTHU(UKAIMU 00eCeunBacTCsl UCKIIOUEHUEM OTOOpaKeHUS s
MOJIb30BATENSl JACHCTBUTENBHOTO 3HAYEHUs ayTEeHTU(UKAIMOHHOW HHpOpMaluuu
U (WIM) KOJMYECTBA BBOJUMBIX IOJIH30BATEIEM CHUMBOJIOB AyTEHTU(UKAMOHHOU
uHpopmanuu. BBoaumbie CUMBOJBI TapoJsi MOTYT OTOOPa)KaThbCs YCIOBHBIMH
3HAKaAMU «*», «*» WIA UHBIMU 3HAKaMHU.

VYcunenHas ayTeHTH(QUKAIUS MOJb30BaTENEeH JIOJKHA OCYIIECTBISATHCS MpPH
CJIEIYIOIIUX YCIOBUSAX:

IpU yAAJIEHHOM JIOCTyIlE€ B MH(OPMALIMOHHYIO CUCTEMY, a TaKKe K pecypcam
(oOBexTam 3aILUTHI) UH(OPMaLIMIOHHON CHUCTEMBI BHYTPEHHETO
HEMPUBUIIETMPOBAHHOTO MOJI30BATES;

IPU JIOKAJIBHOM JIOCTYIl€ B MH(DOPMAIMOHHYIO CUCTEMY, a TaKXke K pecypcam
(oOBexTaM 3ammThl) THGOPMALIMOHHON CUCTEMbI BHYTPEHHETO MPUBUIIETUPOBAHHOTO
M0JIb30BaTES;

IpU yAAJIEHHOM JIOCTyIE€ B MH(OPMALMOHHYIO CHUCTEMY, a TaKKe K pecypcam
(0ObexTam 3amUThl) MHHOPMALIMOHHONW CUCTEMBbl BHYTPEHHETO MPUBUIIETUPOBAHHOTO
MOJIb30BATEIS.

[Ipu goctyne B MH(GOPMAIIMOHHYIO CUCTEMY, a TakXe K pecypcaM (0O0beKTam
3amuUThl)  WHGQOPMAIIMOHHOW  CHUCTEMBI  BHEIIHETO  HEMPHUBHICTHPOBAHHOTO
MOJIB30BATEINS IOJKHA OCYILIECTBIATHCS MpocTas (maposbHas) ayTeHTU(DUKaLuA.

[Tpu noctymne B MHPOPMAIMOHHYIO CUCTEMY, a TakKe K pecypcaM (0O0beKTaM
3alUThl) HMHQPOPMAIIMOHHOM CHCTEMBl BHYTPEHHEIO HENPUBHIECTHPOBAHHOTO
MOJIb30BATENs] ¢ MOOWJIBHBIX YCTPOMCTB, BXOISALIMX B COCTaB HH(OPMALMOHHOU
CUCTEMBI, U C JINYHBIX MOOWJIBHBIX YCTPONCTB JOJDKHA OCYLIECTBISTHCS YCUJICHHAS
ayTeHTUdUKAIHS.
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VYnaneHusld 10CTynl B MH(GOPMAIIMOHHYIO CHCTEMY, a TaKXkKe K pecypcam
(oOBekTaM 3alUThl) HHYOPMAITMOHHOM CHUCTEMBbl BHYTPEHHUX MPHUBUIETUPOBAHHBIX
M0JIb30BATEJIEH C TMYHBIX MOOMJIBHBIX YCTPONCTB HE JAOMYCKAETCS.

B Tabnuiie ompeneneHbl BUIbI ayTCHTH(UKAIIMA, MUHUMAILHO HEOOXOIUMBIE
JUTSI pa3HBIX TUIOB MOJIL30BATENICH U YCIOBUHN JOCTyIA B HH(OOPMAITMOHHYIO CHCTEMY
B 3aBUCMMOCTH OT KJIACCa 3aIUIIEHHOCTH.

Bun
Tun none3oBarena | Tunm nocrymna [IpaBa nocryna ayTeHTU(UKALUN
K3 | K2 | Kl

Bryrpennun Jloxanenbi | HenpuBunernposannsii | Il Yy Yy
MOJIb30BATENb ” = v

OJIb30BATCI Ynanénueli | HenpuBunernpoBaHHbIM Y Yy Y
Brytpennun Jloxanenblii | [IpuBHIIETMPOBAaHHBIN Y Yy Yy
HOJIL30BATENb Vnanéunsii | [IpuBHIernpoBaHHbIN Y V| Y
BuyTrpennun VYnanennsin | HempusuiernpoBaHHbIN I Yy Yy
[I0JIB30BATEINb C
MOOMIIBHOTO
YCTPOUCTBA
Bremnui VYnanéuuei | HenpuBunernposannsii | Il Yy Yy
[10JIb30BATEIIb

[TpuHsATHIE 0003HAYECHMUS:

IT — npocTtas (maposnbHasi) ayTeHTU(DUKALNS;

VY — ycunennas (IByx¢akTopHas) ayTeHTU(DHUKALKS.

AyTeHTU(UKAIIMST BHEUIHUX MOJb30BaTeNied B LENSIX MPEAOCTaBICHUS
rOCyJapCTBEHHBIX YCIYI OCYIIECTBIISIETCA B TOM YHCJE C MCIOJIb30BAHUEM E€IUHOU
CUCTEMbl MJEHTU(UKALUKW M ayTeHTU(UKAIMH, CO3AAaHHOH B COOTBETCTBUU
¢ nocranoBienuem llpaBurensctBa Poccuiickoii ®@enepanuu ot 28 Hosa0ps 2011 r.
Ne 977,

B undopmanmonHoi cucteMe 0oJKHAa 00eCreunBaThesl OJIOKMPOBKA JTOCTYIIA
K WH(OPMAIMOHHOW CHUCTEME [JIsl MOJb30BaTeied, HE MNPOLISAIUX MPOLeaypy
ayTeHTU(UKAIIIH.

B wundopmanmoHHOi cHCTeME MOJDKHO OBITh pealn30BaHO YIIpaBJiICHHE
ayTeHTUpUKaTopamMu  (ayTeHTU(UKAIIMOHHOW  WHGOpMAIMe)  MoJb30BaTeNeH,
BKJIIOYAIONIEE:

U3MEHEHUEe  ayTeHTU(PUKAUMOHHOW  uMHPopMauuu  (ayTEeHTHUPUKATOPOB),
3aJaHHOW TPOU3BOAUTEISIMU M (MJIM) MCIOJNb3YyEMbIX INPU BHEIPEHUU CUCTEMBI
321U Thl UHQOPMaLMU UHPOPMALIMOHHOMN (aBTOMaTU3UPOBAHHOW) CUCTEMBI;

TeHepaIuio U Bblauy ayTeHTU(UKAINMOHHONW HH(OpMaIny;

OJiokupoBaHue  (MpeKpalleHue  JIeUCTBUA) U 3aMEHy  YTEpSIHHBIX,
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CKOMITPOMETHPOBAHHBIX UJTU TOBPEKIECHHBIX ayTeHTU(UKATOPOB;

OoOHOBJICHHE ayTeHTU(OUKAIIMOHHONW MHpOpMaIuU (3aMeHy ayTeHTU(OHUKATOPOR)
C IEPUOJUYHOCTHIO, YCTAHOBJICHHOU ONEPATOPOM;

3alUTy ayTeHTU(UKAIMOHHOW HH(OpMaMKM OT HEMpPaBOMEPHOTO JOCTyMa
K Hel 1 MOAU(DUKALIMH.

AytenTudukays ToNb30BaTeel  00ecreurBaeTCsl MPUMEHEHHEM  BXOJISIINX
B COCTaB MH(GOPMALIMOHHOM CUCTEMBI OTEPALIMOHHON CUCTEMBI, U (WJIH) CPEJCTB 3aIUTHI
UHQOpPMAIMK OT HECAHKIIMOHMPOBAHHOTO JOCTyma, H (MJIM) CPEICTB 3allUThI
UHPOpMaIK, 00eCIICUNBAIOIIMX YIIPABICHUE Ay TEHTU(PUKAIIMOHHON MHPOPMAITHEH.

TpeOoBanuss K JOKYMEHTHPOBAHMIO: B 5SKCIUTyaTallMOHHOM JTOKYMEHTALUH
Ha MH(POPMALMOHHYIO CUCTEMY JOJDKHBI OBITh ONPEAETICHBI:

TpeOOBaHMS K ayTEHTH(PUKALIMH MTOJIb30BATENIECH TPU OCYLIECTBIECHUU JIOCTYIIA B
MH()OPMAIMOHHYIO CHCTEMY M pecypcaMm (0ObeKTaMm 3aluThl) WUHPOPMALUOHHOM
CUCTEMBbI, BKJIIOYAIOIINE BUJ AyTCHTHU(PHUKALUU IJIs KaXIO0T0 THUIA IMOJIb30BaTENEH,
TUIA JIOCTyIa, PECYpPCOB (OOBEKTOB 3alllUThI), K KOTOPHIM I0JIb30BATENb MOTydaeT
JOCTYII;

COCTaB ayTeHTU(UKAMOHHON HH(DOPMALIUU AJIs KQXKI0TO TUIIA OJIb30BaTeNEH;

npaBuia (QopMupoBaHus (CO34aHMS) YHUKAQJIbHBIX ayTEHTU(PHUKATOPOB,
170'¢ MIPUCBOECHUS MOJIb30BATENSM, perucTpanuu ayTeHTU(PUKATOPOB
B HH(QOPMALITMOHHOU CHCTEME;

NOPSIIOK MPUBA3KU ayTEHTU(UKAITMOHHON MH(OPMAIIUH K MTOJIb30BATENIO;

HNOpSAZOK  ayTeHTHU(QHUKALUU, TMOPSJAOK  JEHCTBUH  NpU  BBISBICHUU
HECOOTBETCTBUH, PAaBUJIa €€ IPOBEICHNUS;

NEepPeUYeHb HWCKIIOYCHUM W TIOPAOK JCHCTBUH B cllydae, e€ciu 00beM
ayTeHTU(UKAMOHHBIX TAHHBIX HEIOCTATOYCH;

MpaBWJia XpaHEHHUsI, MOJAJIEPXKAHUSI aAKTyadbHOTO COCTOSIHUSI (OOHOBJICHUS)
ayTeHTU(DUKAIIMOHHOW HMH(pOpMAIMK TOJIH30BATENICH, MEPUOJUIHOCTH OOHOBIICHUS
(axTyanuzanuu), MeCTa ee XpaHEeHHsI, OpraHu3aluy J0CTyNa K Hel.

TpeGoBaHus K yCHICHUIO:

1) npu  peanm3anMu yCWJICHHONW ayTeHTH(HUKAIUK PUBUICTHPOBAHHOTO
M0JIb30BATEJNS MPU yIaJICHHOM JOCTYIE TPpeOyeTCsl HAIMYUe Y MOJIb30BaTeNsl BTOPOTO
(dakTopa ayTeHTHU(PUKALMK — OJHOPA30BOr0 MapoJsi, CO3AABAEMOT0 C MPUMEHEHUEM
YCTpONCTBA ayTeHTU(UKAIIMHN, HAXOASIIETO BO BJIaJICHUU MOJIb30BATENS;

2) Ipyu  peanM3aluy yCUJICHHON ayTeHTU(UKAIUU TPUBUICTHPOBAHHOTO
MOJIH30BATENS MPU YAAICHHOM JIOCTYIEe TpeOyeTcsl HAIMYUE y MOJb30BaTelsl BTOPOro
dakTopa ayTeHTU(UKAIIMU — BiIaeHUs (U3UYECKUM (aImapaTHBIM) YCTPOWCTBOM,
3HAHUE CEKpEeTa, IMOJATBEPKAAIOUIEr0 MpPaBO BIaJACHUS (PACHOPSIKEHUS) 3TUM
YCTPOMCTBOM U (UJIK) €ro OMOMETpUUeCKHe JaHHbIE;

3) mpu  JOKaJbHOM JOCTYIlE B HMH(POPMAIMOHHYIO CHCTEMY, a TaKXKe
K pecypcaM (oObeKkTam 3amuThl) WHGOPMAIIMOHHOM CHUCTEMbl BHYTPEHHEIO
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HENPUBUJIETUPOBAHHOTO  TOJIb30BATENsl  JIOJDKHA  OCYILECTBIATHCS — YCHUJICHHAs
ayTeHTU(PUKALINS;

4) ipu A0CTyIe B MHPOPMAIIMOHHYIO CHCTEMY, a TaKXkKe K pecypcam (00beKTam
3alUThl)  MH(GOPMALMOHHOW  CHUCTEMBI  BHEIIHErO  IOJIb30BaTeNsl  JOJDKHA
OCYUIECTBJISATHCS YCUIICHHAS Ay TEHTU(DUKALUS;

5)npu ynmaneHHOM JgocTyne B WHGOPMAIMOHHYIO CHCTEMY, a TaKXKe
K pecypcaM (oObekTaMm 3amuThl) WHGOPMAIIMOHHOW CHUCTEMbl BHYTPEHHEIO
HEMPUBUJIETUPOBAHHOTO  MOJB30BaTENsl  JOJDKHA  OCYHIIECTBISTBCA  CTpoOTras
ayTeHTU(PUKALINH;

6) mpu ymaleHHOM JOCTyne B HWH(DOPMAIMOHHYIO CHUCTEMY, a TaKXKe
K pecypcaMm (0ObeKTamM 3amuThl) WH(GOPMAIMOHHONW CHUCTEMBI BHYTPEHHEIrO
MPUBUJIETHPOBAHHOTO  MOJb30BaTeNsl  JOJDKHA  OCYILIECTBIATHCA  CTpOTas
ayTeHTUDUKaLKS;

7)B UH(POPMaALTMOHHON cCUCTEME JOJKHBI U CITIOJIB30BAThCS
aBTOMATHU3UPOBAHHBIE CPEACTBa, OOECNEUMBAIOIINE KOHTPOJIb MPAaBUJ TE€HEPALUU
Y CMEHBI apoJIel OJIb30BaTENEH;

8)B  uWHGMOPMAIIMOHHOW  CHUCTEME JIOJDKHBI  NPHUMEHSTBCS  CPeICTBa
LHEHTPAJIM30BAaHHOIO  yOpaBJeHHUs ayTeHTU(UKaTopaMu (ayTeHTU(UKAUOHHOM
nH(popmarliueit) moyabp30BaTeleH;

9) ycTpoiicTBa ayTeHTH(UKAIIUU HE JODKHBI BXOJWTH B COCTaB OOBEKTA
noctyna (B TOM YKCJIE CPEJICTBO BBIYMCIUTEIBbHON TEXHUKH, KOHEYHOE YCTPOMCTBO,
MOOMIJIBHOE YCTPOMCTBO) U JOJKHBI ObITh (PU3HUECKH OTJEICHBI OT HETO;

10) mpu  peanu3anuMy  CTPOTOM  ayTeHTUHUKAIMK TpeOyeTcs  HaIudue
y TOJb30BaTeNiss BTOpPOro ¢akropa ayTeHTU(DHUKAIMKU — BIAJACHUS (U3HUECKUM
(anmapaTHBIM) YCTPOMCTBOM C TOJIEPKKOM Kpunrorpaduu, HEU3BIECKAEMbIM
3aKPBITBIM  KIIFOUOM, DHEPrOHE3aBUCHUMOW MaMsTBhIO JUIsl XpaHEHUs UU(PPOBBIX
ceptudukaros, a Takxke 3HaHue cexkpera (IIMH-koma yctpoiictBa). Cpok aeiicTBUs
nudpoBbIX ~ cepTU(HUKATOB  MPU  HUCIOJB30BAHUM  allapaTHbBIX  CPEICTB
ayTeHTU(PUKAIIMA C HEU3BJICKAEMBIM 3aKpPBITBIM KJIIOYOM HE JOJIKEH MPEBBINIATH
3 J5er, B OCTalbHBIX cllydasx — He Oonee 1 roma. Jlyng peanmusammu CTpOTroun
ayTeHTU(pUKaIUKA B MHHOPMAIIMOHHON CHCTEME C JJOMCHHOW apXUTEKTYPOU JOJHKHBI
OBITh pa3BEepHYTHl KOPIOPATUBHBIN IEHTP BBIMYCKa, OOCTY)KMBAaHWSA M BajHIalldU
uudpoBeiXx  ceptudukaToB  jgoctyna  (LEHTp  cepTUHUKALMH),  CHUCTEMA
LHEHTPAIU30BAHHOTO YIPABJICHUS >KU3HEHHBIM IUKIOM LHUQPPOBBIX CEPTU(UKATOB
U cpelcTB ayreHTU(ukanuu. Ha KIMEHTCKOW CTOpOHE JoJKHA OBbITh oOecrieueHa
MO/JIEPKKa HEOOXOAMMBIX KPUNTOTPaQUUECKHX MPOTOKOJIOB ayTeHTU(PUKAIIUU
(manpumep, Kerberos, TLS) ¢ ucnonb3oBanuem nudpoBeIx cepTU(PUKATOB U CPEICTB
cTporoii ayreHTudukanuu. [Ipu orcyTcTBUM (MM HEBO3MOKHOCTH ) B3aUMOICHCTBUS
C LIGHTPOM CepTU(UKALINHU, BBIMOTHIIOMNM (QYHKIIUIO TPEThel TOBEPEHHON CTOPOHBI,
UH(pOPMAIIMOHHAST CUCTEMA MOXET HCIOJb30BaTh CIUCKU JCHCTBUTEIBHBIX U
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aHHYJMPOBAaHHBIX (OTO3BAHHBIX) CEPTU(PUKATOB WU JPYIHME€ METOIbl IPOBEPKHU
ayTeHTU(UKaIMOHHOW HHpopmaruu. s MHPOPMAIMOHHBIX CHCTEM, B COCTaB
KOTOpBIX BXOAUT MeHee 50 pabouux MecT, B KOTOPBIX OTCYTCTBYET JOMEH
0€30MacHOCTH U LIEHTP cepTU(UKAIIY, 11 BHYTPECHHHX MOJIb30BaTENEH TOMyCKaeTCs
NPUMEHEHHUE YCUJICHHOW ayTeHTU(UKAIMK C HCIOJIb30BAHUEM KOMIIEHCHUPYIOIIUX
Mep 3alIUThl HH(GOPMAIIUH, yCUTUBAIOLIUX MPUBSA3KY MOJIH30BATEINS K UCIOIB3YEMOMY
UM ¢usznyeckoMy (anmmapaTHOMY) CpeACTBY ayTeHTHukauuu. Hanpumep,
UCIOJIb30BaHUE OMOMETPUN WIM MOOWJIBHOTO Tene(OHa IOJIb30BaTesl B KauecTBE
BTOPOro (axkTopa C YCTAHOBJIEHHBIM IPHIOKEHUEM-TEHEPATOPOM OJIHOPA30BBIX
rapoJiei, MOJTyYEHHEM SMS,
push-yBemomieHwMit;

11) B uH(pOpMAIIMOHHOW CHUCTEME JOJDKHBI OBITH  ONpPEICIICHBI  MEPBI
[0  HUCKIIOYEHHIO  BO3MOXKHOCTM  HUCIOJIB30BAaHUSA  IOJB30BATEIIMH X
UACHTU(PUKATOPOB M ayTeHTU(UKAUMOHHOM  HMHpOpMAmUMM B JPYrux
MH(pOPMALIMOHHBIX CUCTEMAX.

Peanusanust B MH(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
NAD.3 + +
Vcunenne NAD.3 1

NA® 4 AyrenTuduxkanms ycrpoicrs

Heasn: Vckmouenne JOCTyma K UH(}OPMaIMOHHBIM cucTemMam
U coJepxkalleiics B HUX HH(OpManuu ycTpoicTBam (IpOorpaMMHO-annapaTHbIX
CpEeICTBaM), HE MPOLIECAIINM MPOLENYPY ayTEeHTU(PUKAIIH.

TpeGoBanusi k  peanmu3anum: AyTeHTU(PHUKAIMA  YCTPOMCTBA  JOJKHA
MPOBOJIUTHCA ~ TMOCTE  UACHTU(UKAIMK  YCTPOMCTBA W €0  PETUCTPAIHH
B MH(QOPMAILIMOHHOM cCHCTEME.

AyTteHTu(UKaIMS I KaXJA0ro YCTPOMCTBA MOJKHA MPOU3BOAMUTHCS MPHU
KQKJIOM 3alpoce Ha €ro MOAKIoYeHHuEe K MHPOPMAILMOHHON CHCTeME M J0 Hadala
MH(}OPMAITMOHHOTO B3aUMOJICHCTBUS C HEH.

[Toaxmtouenne K WHOOPMAIMOHHOW CHUCTEME YCTPOWCTB, HE MPOIIEIIINX
MPOIeIypy ayTeHTU(PUKAIIUU, HE JOIMYCKAETCS.

B wunbopmanmmoHHOW cucTeMe IOJDKHBI  OBITH  OMpEAENieHbl  CIOCO0
ayTeHTU(PUKAIIMA YCTPOWCTB U TMPUMEHSEMbIE TPOTOKOJBI ayTCHTU(PHUKAIIUU.
B nponecce ayreHTuduKalmu yCTpouCTB TOJKHBI UCIOIB30BATHCS MOAJEPKUBAEMbIE
UMH TIpOTOKOJbI ayTeHTU(ukanuu (Hanpumep, EAP, 802.1x, CMP, EST, ACME,
MS-WSTEP, TLS, DTLS u apyrue npoToKoJbl ayTeHTU(PUKALIIHN).

AyTeHTH(UKaIHS YCTPOUCTB 0OecreunBaeTCs NMPUMEHEHUEM BXOSIINX B COCTaB
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MH()OPMALIMOHHON CHCTEMBI ONEPALMOHHON CHUCTEMBI, CPEJICTB 3aLUThl MH(OPMALUU
OT HECAHKLIMOHUPOBAHHOI'O JIOCTyNa. Peanm3aiust Mepbl 1o ayTeHTU(UKALMU YCTPOHCTB
JOCTUTAETCsl MPUMEHEHUEM OJHOIO WJIM COBOKYIHOCTH IPOTPaMMHBIX, MPOrpaMMHO-
anrnapaTHbIX CPEICTB.

TpeOoBaHusi K [JTOKYMEHTHPOBAaHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAlUU
Ha WHGOPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITH ONIPEICTICHBI:

MecTa pa3MEUICHHUs YCTPOWCTB, HAXOIALIUMXCA BHYTPU HH(OpPMALMOHHON
CUCTEMBI U 3a €€ IEPUMETPOM;

CHOCOOBI AyTEHTU(PUKALIUU YCTPONCTB;

JNEHCTBUS aIMHUHHCTpATOpa MO HACTPOMKE M KOHTPOJIO (PYHKIIMOHHWPOBAHHUSA
Croco0O0B ayTeHTU(PHUKALIUN YCTPONCTB;

JNEUCTBUS aAMUHUCTpATOpa B CiIy4yae YTEpH, IMOJIOMKH, BBIBOJA YCTPOICTB
M3 SKCIUTyaTalud M (WIM) KOMIIPOMETAIMU ayTeHTHU(PUKAUUOHHON HH(POpMALNH
YCTPOMCTB;

IpaBuJia ¥ MPOLETYpPbl YIPABICHUS CPEICTBAMU ayTEHTU(UKALUU YCTPOUCTB;

NOPSIOK OCYILECTBIICHUS MEPONPHUITHI 10 MOHUTOPUHTY U ayJUTy JEUCTBUI
aJIMMHUCTPATOPOB U I0JIb30BaTelNel, CBSI3aHHBIX C OOCIY)XKMBaHHUEM U >KU3HEHHBIM
LMKJIOM ayTeHTU(PUKALMOHHON HHPOPMALIMK U CPEACTB ayTeHTU(PHUKAINY;

MPOLIETYPbl SKCIUTyaTallud CUCTEMbI LIEHTPAIU30BAHHOTO YIIpaBieHus (Mpu ee
HaJINYHH).

TpedoBaHus K yCHIICHUIO:

1) cMeHa ayTeHTU(UKAIIMOHHBIX TAHHBIX YCTPOWCTB HE PEXE 4YeM OJWH pa3
B IOJ;

2) peanu3anus ayTeHTU(UKALUU YCTPOMCTB C UCII0JIb30BAaHUEM
KpUnrorpaduyeckux NpoToKOJIOB ayTeHTU(UKALUY;

3) peanmzanus ayTeHTU(UKAIMU C WCIOJIB30BAHUEM TPEThel OBEPEHHOI
CTOPOHBI (KOPHOPATUBHOI'O LIEHTpa CepTU(PUKALINN);

4) UCTIONIb30BaHUE CHCTEMBI ICHTPAIM30BAHHOTO YIPABICHHUS IKU3HCHHBIM
IIUKJIOM HHQPPOBBIX CEPTU(PUKATOB, DIEKTPOHHBIX HACHTU(PUKATOPOB, BCTPOCHHBIX
MOyJiel 6€30TacHOCTH.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEeMe:

Mepa 3aumThl Krnacc 3amuineHHocTu
uH(popMauu K3 K2 K1
NAD .4
Yceunenne UAD .4
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4.2. Ynpasaenue gocrynom (YIII)
VII.1 Peanu3zanust Moae/n ynpaBJeHUs J0CTYIIOM

Heas: Onpenenenue u peaau3anus MOJEIN YIPaBICHUS JOCTYIIOM CYObEKTOB
K 00BEKTaM JI0CTyIa B HH(OOPMAITMOHHON CHCTEME.

TpeboBanus k peanusanmu: B undopmanumonHoil cucrteme M0KHA OBITh
peann3oBaHa MOJIENb YNPABICHUS JOCTYOM, (POpMaNU3yIOIIas METOIbI YIIPABICHUS
JOCTYIIOM, THUIIbI JOCTyIa CYOBEKTOB K OOBEKTaM JOCTyNa W MpaBHJIa YIPaBICHUS
JI0CTylma  CyOBEKTOB  JIOCTyma K  OOBEKTaM  JOCTyIa,  pealu3yeMble
B NH(QOPMALITMOHHOM CHCTEME.

Pa3paboTka Mojenu ynpaBieHHs AOCTYIOM OCYLIECTBISIETCS C Y4YE€TOM
MOJOKEHN  HamumoHanbHbIX cTtaHpaptoB ['OCT P 59453.1-2021 «3ammra
uHpopmanuu. dopmasibHasg MoAeNb ympasieHuss poctynoM. Yacte 1. OOmume
nonoxeHus», [OCT P 59453.3-2025 «3amura unpopmanuu. GopmanbHas Moeb
ynpaBieHus noctynom. Yacte 3. PekoMenaanmu mno pazpadoTKe».

B undopmairionHo# cucteMe 10KHbBI ObITh peain30BaHbl OJIUH WJIH HECKOJIBKO
METO/IOB YIIPABJICHUS TOCTYIOM, K KOTOPBIM OTHOCSITCSL:

JUCKPELMOHHBIM METOJ YIIPaBIEHUS JOCTYIIOM;

POJIEBOM METOJI YIPABJICHUS IOCTYIIOM;

MaHJATHBIA METOJ] YIIpaBJIEHUS JOCTYIIOM;

aTpUOYTHBIM METOJ YIIPaBICHUS JOCTYIIOM.

B wuHpopmManuoHHOIl cucTteMe B 3aBUCUMOCTH OT pEAIU3YEMbIX METOOB
yIOpaBIEHUS JOCTYIOM HEOOXOAMMO OIpENeInTh HECKOJBbKO M3 YKa3aHHbBIX
KPUTEPUEB!

TUTBI CYyOBEKTOB U 0OBEKTOB JOCTYMA (HApUMeEp, MOJb30BaTEIU, YCTPOICTBA,
MPUJIOKEHUS (TTPoLIeCCh), (pailyibl U MHBIE CYOBEKTHI U OOBEKTHI I0CTYIIA);

TUIBl y4YETHBIX 3amuced (poseil) CcyOBeKTOB J0CTyna (BHYTPEHHETO
MIOJIB30BATES, BHEILIHETO MOJIb30BATEIIS; HEMPUBUIETUPOBAHHAS,
MIPUBWIETUPOBAHHAS; IOCTOSIHHAS, BPEMEHHAs1, TOCTEBAs U (MJIM) UHBIE TUIIBI YYETHBIX
3anucel CyOBbEKTOB JIOCTYIA);

TUTBI JOCTYIa CYOBEKTOB K 00BEKTaM JOCTyma (MpaBa JgocTyna) (Hampumep,
ornepalydyd MO YTEHWIO, 3alUCH, YIAJICHHUIO, BBIMOJIHEHUIO, aJIMUHUCTPUPOBAHUIO,
AKCTIOPTY/MMIOPTY JAHHBIX, CO3JAHHUIO PE3EPBHBIX KOMHM, M3MEHEHHUIO MOJUTHUK
0€30MacHOCTH U MHBIE TUIIBI JOCTYIA CYyOBEKTOB IOCTYIA K 00BEKTaM JOCTYIa);

mpaBuia pasrpaHUYCHUs] JOCTyMa CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyTma
B MH(OPMALIMOHHON CHUCTEME B COOTBETCTBUU C 33JaHHBIMU METOJAMH YNPaBICHUS
JOCTYIIOM.

Mopens ynpaBiieHHs JOCTYIIOM JOJDKHA IEPECMATPUBATHCS €KETOTHO WIIH MTPU
BHECEHUH W3MEHEHUNW B METOJAbl M THUIBI CYOBEKTOB M OOBEKTOB [OCTYIIA,
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a TaK»e TUIIbI JOCTYIa CyObEKTOB K OOBEKTaM JIOCTYIIA.

B undopmaimonHoit cucreme A0KHA OBITH peain30BaHa MOJEIb YIIPaBICHUS
JIOCTYIIOM 3a CUET NPUMEHEHHS B UH(POPMAIITMOHHOM CUCTEME ONEePAIMOHHBIX CUCTEM,
CHUCTeM YyIpaBieHUs 0a3aMu JaHHBIX, CPEACTB BUPTyaJTU3allUHd, CPEICTB
KOHTECIHepU3alluK, CpPEICTB JOBEPEHHOW 3arpy3KH, WHBIX CPEACTB 3alllUThI
uH(bOpMaIny.

TpeGoBanuss K JAOKYMEHTHMPOBAHHUIO: B AKCIUTyaTallMOHHOW JOKyMEHTaluU
Ha UHPOPMAITMOHHYIO CUCTEMY JIOJDKHBI OBbITH OMPEICIICHbI:

HCII0JIb3yEeMbI€ METObI YIIPABJICHUS IOCTYIIOM;

NEPEeYHU CYObEKTOB U OOBEKTOB JIOCTYIIA;

IpaBuJia YIIPaBICHUS JOCTYIIOM CyOBEKTOB IOCTyIa K 00BEKTaM JOCTYTIA;

CpeICTBa 3alUThl HWHGOPMALMK, pealu3yloIlue TMpaBUia YIpPaBICHUS
JOCTYIIOM.

TpeOoBaHus K yCHIICHUIO:

1) Moziesib  yIpaBJICHUST JIOCTYIIOM JOJDKHA OBITh COTJIACOBaHA C MOJIEISIMU
J0CTYTa, IPUMEHAEMBIMH B ONIEPALIMOHHBIX CUCTEMAX, CHCTEMaX yIpaBieHus 0azamu
JaHHBIX, CPEJCTBAX BUPTyaIMU3allH, CPEACTBAX KOHTEHHEpU3allu1, UHBIX CPEICTBAX
3aIIUTHl THPOPMALIHH;

2) MOJIeNIb  YIIPABIEHHUSI JIOCTYIIOM JIOJDKHA OOCCIIeYMBATh PEaTH3alHIO
yIOpaBIEHUS JTOCTYIIOM MEXIY CyOheKTaMu U OOBEKTaMH JIOCTYIA, SIBISIOIIMMHUCS
YCTPOMCTBAMH U (WJIN) IPUIIOKCHUSIMU,

3) MozieNb  YIpaBJICHUsS] JIOCTYIIOM JIOJDKHA pPEaTM30BBIBATHCS HA YPOBHE
CErMEHTOB HMH(POPMAIIMOHHON CHUCTEMbI (MUKPOCEIMEHTOB, HH(POPMAIIMOHHBIX
pecypcoB, TPHIOKEHHUI) IyTeM MPUMEHEHUS MEXKCETEBbIX JKPAHOB YpPOBHS
MPWIOKEHNH, MHOTO(DYHKIIMOHAIBHBIX MEXCETEBBIX IKPAaHOB YPOBHS CETH, CPEIICTB

BUPTYIU3ALUH.
Peasmzanust B uHGOpPMALIMOHHOM CUCTEMeE:
Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
VIII.1 + + +
Vcunenne VIII.1 1,2 1,2

VII/I.2 PasrpanuyeHue ¥ KOHTPOJb MPaB 10CTyna

Heab: Peanu3zanys npuHIKUIIOB MUHUMU3ALMK TIPaB I0CTYNA U pa3rpaHUYCHUS
mpaB JOCTyNa TMPU pean3alid MOJCIN YIpPaBICHUS JOCTYNIOM CYOBEKTOB
K 00beKTaM J0cTyna B ”HGOPMAIIMOHHON CUCTEME.

TpeOooBanuss k peanuzanum: PasrpaHnueHHe W KOHTPOJb IMpaB J0CTyna
peau3yroTCsl Ha OCHOBE MOJENIM YIpaBJieHUs JAOCTYNOM M JIOJKHBI 00€CreYrBaTh
YIIPaBJICHUE JOCTYIIOM IOJIb30BATENIEH U 3aITyCKAEMBbIX OT MX UMEHU NPUJIOKEHUN TPU
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noctyne (BXozAe) B MHPOPMAIMOHHYIO CUCTEMY M PA3JIMYHBIX TUMAX MOCIETYIOIIEro
noctyna B M”HGOPMallMOHHOM cUcTeME:

K [POrpamMMHO-aINapaTHbIM CPEJICTBaM, MAlTMHHBIM HOCUTENSIM MH(OpMaun
Y yCTPOMCTBAM;

K 00beKTaM (pailIOBBIX CHCTEM;

K 3aIyCKaeMbIM 1 UCTIOJTHSEMBIM (haiiiam MpUuIoKEHUH;

K MH(OpMAIMK B CHCTEMax yNpaBlieHUs: 0a3aMu JTaHHbIX;

K [apaMeTpaM HaCTPOUKH CPECTB 3alIUThl HH(OPMAIIHH;

K CHUCTEMHBIM >KypHaJaM, >ypHajaMm TMpUJIOKEHUH, >KypHaJlaM COOBITUI
0e301aCHOCTH;

K  JOCTYITHBIM  TIOJB30BaTeIsIM,  YCTPOMCTBAM  HW  TNPUJIOKEHHUSM,
APIl-unTtepdeiicam;

K CPEICTBaM YJAJICHHOTO aIMUHUCTPUPOBAHMUS;

K 00BeKTaM J0CTyna B BHUPTyaJIbHOM HMH(pacTpykType (Hampumep, oOpazam
BUPTYaJIbHBIX MAIWH, CPEICTBAM BHUPTYyaJM3allMM, 3allyIICHHBIM BUPTYaJIbHBIM
MaIlliHaM );

K 00BEKTaM J0CTyla B KOHTEHMHEpHOW HH(]pacTpykType (Hampumep, oOpazam
KOHTEHHEPOB, CpEACTBAM KOHTECHHepm3anuu (OpKecTparopaMm), 3amylnieHHBIM
KOHTEHHEPaM);

K WHBIM OTIPEJICIICHHBIM B MH(POPMAITMOHHON CHCTEME CyOBEeKTaM M O0OBEKTaM
JOCTYyTIA.

B undopmarmonHoit cucteme T0JKHBI ObITh 00ECIICUEHBI:

pasrpaHUyeHue MpaB JOCTYIa HETPUBUIECTUPOBAHHBIX U MPUBHUIICTUPOBAHHBIX
MOJIb30BaTeNIel, B TOM 4YHCIIE aIMUHUCTPATOPOB, aIMUHUCTPATOPOB OE30MACHOCTH,
obecrreunBaromux (QyHKIIMOHUPOBAHUE HWHPOPMAIMOHHOW CHCTEMBl TEXHHUYECKUX
CTIEIUAJINCTOB;

MUHUMHA3AMMS PaB JOCTyIa CyOBEKTOB AOCTYyMA K 00BEKTaM JOCTyTIA.

B nn(dopManmoHHo# crcTeMe T0KEeH OBITh YCTAaHOBJICH 3aIlIPET UCITOJIh30BAHUS
MOJIB30BATEISIMA HH(POPMAIIMOHHOM CUCTEMBI TPYIIIOBBIX (OOIINX) YUETHBIX 3aIUCEH
Y YYETHBIX 3aIlMCeH, 3aJIaHHBIX TI0 YMOJTYaHUIO, IOCPEICTBOM OTKITIOUEHUS (yIaIeHus)
JTAHHBIX YYETHBIX 3amucedl B ”HQOPMAIIMOHHOW CUCTEME.

B wuHpOpManmoHHONW cHUCTEME AODKHBI OBITH IMEPECMOTPEHBI OTPAaHUYCHUS
W 3ampeTbl JCWCTBUH MJis TIONb30BaTeNied C IENBI0  aKTyaJdu3allid MPaBUII
pasrpaHWYEHUsT W MHUHUMHU3AIHWHA TIpaB JOCTyHa €XKEroJHO WM TIPH BHECCHHH
W3MCHCHHMI B METOJIBI M THUITBI CYOBEKTOB M 00OBEKTOB JJOCTYIIA, & TAK)KE THIIBI JOCTYyIa
CyOBEKTOB K 00BEKTaM JIOCTYTIA, WIIA TIPU CYIIIECTBEHHOM U3MEHEHUH YMCIa U COCTaBa
rpynn CyObeKTOB M 0OBEKTOB JTOCTYTIA.

TpebooBaHusi K JOKYMEHTHMPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAIUU
Ha WHGOPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTIPEICTICHBI:

00s13aHHOCTH ((DYHKIIMH) MTOJIB30BaTeNel (poJiel) nHOOPMAIIMOHHON CUCTEMBI;



76

npaBa J0CTyNa, MUHUMAJIbHO HEOOXOJIMMBIE IS BBINOJIHEHHS] OOsS3aHHOCTEH
(byHk1Mit) moas3oBatenen (posiel) HHPOPMAIIMOHHON CHCTEMBI;

npasa J0CTyNa, MUHUMAJIbHO HE00X0AUMBbIE /TS QYHKITMOHUPOBAHUS YCTPONUCTB
U TIPUJIOKEHUH B MH(GOPMAITMOHHOM CHUCTEME;

NPUHIMUIIBI ~ pa3rpaHUYeHusi  [paB  JOCTyNa  HENPUBUIECTHPOBAHHBIX
Y TPUBWIETHPOBAHHBIX MOJIb30BaTeNel (poseil), B TOM 4YHUCIE aJIMUHHUCTPATOPOB,
aAMUHHCTPATOPOB 0e30MacHOCTH, o0ecreYnBaroIuX (GyHKIMOHUpPOBaHKE
MH(GOPMAIIMOHHON CUCTEMbI TEXHUYECKUX CIICIIMATIUCTOB;

OTpaHUYEHUS W 3aMpeThl JUIsl KaXA0ro cyOobekTa (poju) U 0O0bEeKTa JIOCTYIIA,
UCIOJIb3yEeMbIX B UHPOPMAIIMOHHOW CUCTEME.

TpedoBaHus K yCHIICHUIO:

1) B wHPOpPMAIIMOHHOW CHCTEME JIOJDKHA OBITh oOOccreueHa pear3ariys
OTpaHUYEHUN W 3alpPETOB COBMELIECHUS OJHHMM MOJb30BaTeleM HH(GOPMALMOHHOM
CUCTEMbl HETPUBUJIICTUPOBAHHBIX O0OsI3aHHOCTEM 1O 00paboTke uHGOpMaLUU
W TPUBWICTUPOBAHHBIX OOS3aHHOCTEH 1O aJIMUHUCTPUPOBAHHUIO, OOECIICUCHUIO
0€30MacHOCTH, 00ECTICUEHNUIO (PYHKITMOHUPOBAHUS MH(OPMAIIMOHHON CUCTEMBI;

2) B MH(GOPMAITMOHHON CHUCTEME J0JDKHA ObITh 0OOecrieueHa MUHUMHU3AIIHS TIPaB
CyObEKTOB U OOBEKTOB JOCTYIA, SIBIISIOMIMXCS YCTPOWCTBAMHU U TPHIOKEHUSIMH,
B TOM UHCIE€ CpPEACTBAMHU 3alllUThl HMHPOpMAIMU, a TaKKe TEXHUYECKUMU
KOMIOHEHTaMU HMH(GOPMAIMOHHON CHUCTEMBbI, TaKMMH KakK CpeACTBa yHpaBJICHUS
0a3zaMM JTaHHBIX, KOHBEHEPHl pa3pabOTKH, TECTUPOBAHUS U JOCTABKU MPOTPAMMHOTO
oOecreyeHus1, XpaHWIUIIA CEKPETOB, JJIEMEHTHI CETeBOM MH(MPACTPYKTYPhI, 00IauHbIC
CEPBUCHI U CPEACTBA AIMUHUCTPUPOBAHUS, B TOM YKCIIE€ HA YPOBHE THUIIOB JOCTyNa K
(aiinam u nporeccaM MPUIOKEHUHN B ONEPAITMIOHHON CUCTEME;

3) B MHPOPMAIIMOHHOW CHCTEME J0JKEH ObITh OMNpE/ICIICH PUBUICTUPOBAHHBIN
MOJIK30BaTeNb (TIaBHBIN aIMUHUCTPATOP ), UMEIOIMIA MpaBa Mo repeaadye NoJTHOMOYU N
1o aJMUHUCTPUPOBAHUIO nH(pOopMalMOHHON CUCTEMBI
M CHUCTEeMbl 3alllUThl MH(POpPMALMKM JPYTUM JIMIAM W OCYIIECTBISIONINN KOHTPOJIb
3a UCMHOJIb30BAaHUEM IMEPEJAHHBIX MOJTHOMOYHUA.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
VIIA.2 + + +
VYcunenune YII/.2 1 1,2
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VIII.3 YnpaBiieHUe y4eTHbIMHU 3aANUCAMU

Heab: YnpapieHue KU3HEHHBIM [IUKJIOM YUETHBIX 3aIIUCEN CYyOBEKTOB JOCTYIIA
B MH(OPMAILIMOHHON CHCTEME.

TpeOoBanus Kk peanu3anum: YIpaBlICHHE YUYETHBIMU 3aMUCSIMH CYOBEKTOB
nocTyna B H(OOPMAIMOHHONW CUCTEME JTOJKHO 00€CTICUBATh:

CO3/l1aHUE, HAa3HAuYeHHWE, aKTUBAILMIO, OJOKUPOBAaHHE U YAAJCHUE YYETHBIX
3aIMcei;

y4eT YYETHBIX 3aIUCEH;

Bepu(UKalMi0  moib3oBaresneld  (IPOBEPKY  JMYHOCTU  MOJIB30BATEdIs,
ero (hyHKIIMOHAJILHBIX 00513aHHOCTEN) MPU 3aBEJCHUN YUETHOM 3aInCH;

BEpU(PUKALUIO KOMIIOHEHTOB HMH(POPMAIIMOHHOM CHUCTEMBI, TaKUX Kak
YCTPOICTBa, MNPUIOKEHHS, [UIsl KOTOPBIX CO3JaeTcsl (TEXHOJOrMYecKas) ydeTHas
3aIIHCh;

Ha3Ha4Y€HHE, U3MEHEHNE, YAAJICHUE TIPABUII JOCTYIIA YUYETHBIX 3aIlIUCEN;

OObEIMHEHWE  YYETHBIX  3alluCe B TPyNIbl  Y4YETHBIX  3amHcel
(pu HEOOXOUMOCTH);

MIEPECMOTP ITPABUJI TOCTYTIA YYETHBIX 3aIIUCEW U IPYIII YUYETHBIX 3aIIUCEH;

pPErucTpalmio COOBITUN OE30MACHOCTH, CBSI3aHHBIX C YIPABICHUEM YUYETHBIMH
3aMUCAMHU.

B uHpopManimoHHoi cucteMe JOJKHBI MCIOIb30BaThCS CPEJICTBA YIPABICHUS
YYETHBIMM 3aIIUCSIMU MOJIb30BATEIIEH.

TpeOooBanusi K AOKYMEHTHMPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTALUU
Ha UH(POPMALIMOHHYIO CUCTEMY JIOJKHBI OBITh OTIPE/ICIICHBI:

NOpsIOK BepuU(UKAIIMM M aKTUBAIMM YYETHBIX 3aluced IOJb30BaTEelEH,
YCTPOWCTB, MPWIOKEHUN NPHU CO3JaHWM YYETHOM 3aluch B HHPOPMALKMOHHOU
CUCTEME;

NOPSAJOK CO3JaHMs, AaKTUBAllMK, OJIOKUPOBAHMS, YIAJICHUS, Ha3HAYEHUS,
IIEPECMOTPA, U3BMEHEHHS BUJOB, TUIIOB U ITPaBUJI IOCTYIIA YUETHBIX 3aIIUCEN;

NOPSAZOK BENEHUS >KypHala peanu3aiuu (QyHKUMNA (aIMUHUCTPATUBHBIX
JeMCTBUIT) 3aBeICHUS], aKTUBALIMU, OJIOKUPOBAHUS U yAaJCHUS MPUBUIETUPOBAHHBIX
YYETHBIX 3alIUCEH;

NOPSIIOK  YBEJAOMJICHUSI aJMUHHUCTPATOPOB, OTBEYAIOMIMX 3a YIpaBJICHUE
M KOHTPOJb HAJ YYETHBIMHU 3alMCAMH MOJIb30BaTENe, 0 peanu3auuu (GyHKIUN
M0 YIPABJIEHUIO YUETHBIMU 3AMHUCIMU;

OpoLEeAYypbl aHaldu3a KypHAJIOB O€30MacHOCTH AJIs BBISBICHUS HapyIICHUN
U COOBITHI O€30MAaCHOCTH U MPOLEAYPHl PearupOBaHus Ha HUX;

TpeOOBaHUS K JOTOBOPHBIM IOKYMEHTAM U COTJIAIIEHUAM 00 MH(POPMAILIHOHHOM
B3aMMOJCHUCTBUM MPHU IOAKIIOYEHUM BHEIIHUX II0Jb30BATENEN, YCTPOWCTB,
IPUIIOKEHUHN K MTHPOPMALIMOHHOM cucTeMe.
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TpeOoBaHuA K YCHJIEHHIO:

1) B uH(GOPMAITMOHHOM CHCTEME JOJDKHO OBITh pEaIn30BaHO IIEHTPATH30BAHHOE
yIpaBJICHHUE YYETHBIMU 3amUCsIMU MOJIb30BaTENEH
C HCIOJb30BAHHEM IPOTPAMMHOI0 OOECHEYEHHS LIEHTPATU30BAHHOIO YIIPABICHUS
YYETHBIMH 3aITUCSIMU;

2) B “H()OPMAIIMOHHOM CHCTEME JIOJDKHO OBITh PEaIN30BaHO IIEHTPATU30BAaHHOE
yIpaBJICHHUE YYETHBIMU 3aMuCsIMU YCTPOMCTB, MPUIOKEHU N
C HCIMOJb30BAHUEM IPOTPAMMHOTO OOECHeYEeHUs! IEHTPAIU30BAHHOIO YIPABICHUS
YUETHBIMU 3aMHUCSIMHU.

Peasmzanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3ammThI Knacc 3amuiennoctu
nH(popmManuu K3 K2 K1
VIIA.3 + + +
Ycunenune YII/1.3 1 1,2

YII/1.4 OrpanunyeHnue HeyCIeIIHbIX M HePerjiaMeHTHPOBAHHBIX
MONBITOK J0CTYNA B HH(POPMALMOHHYIO CHCTEMY

Hean: 3amura nHGOPMAIIMOHHON CHUCTEMBbI TTOCPECTBOM OTPAHHYCHUN TpaB
J0CTyna cyOBEKTOB JOCTYIA, MPEBBICUBIIMX YHUCIO HEYCIEUIHBIX MOMBITOK AOCTYIIa
B HMH(POPMAIMOHHYIO CHCTEMYy JHOO OCYUIECTBISIOIIUX MONBITKH JOCTYIa
B MH(QOPMALIMOHHYIO CUCTEMY B HEPETIaMEHTUPOBAHHOE (HEIITATHOE) BPEMSI.

TpebooBanus k peanuzaunu: B nHbopMalMoHHON cUCTEME JOJKHO OBITh
o0ecreyeHo OrpaHuyYeHue MpaBa JA0CTyNa CyObeKTOB JOCTYIIA, MPEBBICUBIINUX YUCIO
HEYCHEIIHbIX MOMBITOK AOCTyNa B MH(OPMAIMOHHYIO CHCTEMY 3a YCTaHOBJIEHHBIH
B MH(OPMALIMOHHON CUCTEME MEPHO]] BPEMEHHU.

OrpaHnueHue npas A0CTyINa JOHKHO PEAIM30BBIBATHCS B OTHOLIEHUU:

CYOBEKTOB JOCTyIa, SBISAIOIIMXCS TOJB30BAaTESIMM M yCTPOWCTBAMU
MH(OPMAIITMOHHOW CUCTEMBI;

CyOBEKTOB JocTyna (HapylmuTenaen), OCyIEeCTBISIOMMX MOMBITKA MOJTYYeHUS
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(MOPMAIMOHHOM CHUCTEME C HCIOJIb30BaHUEM
B3aUMOJICUCTBYIOIIMX ¢ UH(DOPMAIMOHHON CUCTEMOM YCTPOMCTB M MPUITOKEHUM.

OrpanuueHue TmpaB JAOCTyNla B HMHPOPMAIMOHHYIO CHUCTEMY JOJDKHO
BBITIOJHATHCS MTOCPEACTBOM aBTOMATUYECKOTO aHaIM3a COOBITUN MOMBITOK JOCTYIA
B HMH(OPMAIIMOHHYIO CHUCTEMY B COOTBETCTBMM C MEpaMH 3alluThl HH(pOpManuu
NAD.1 -NAD 4.

OrpanpueHue 1TpaB  JOCTyNAa  JOJDKHO  BBINOJHATBCA  IOCPEIACTBOM
OJIOKMPOBAaHUSI YYETHOW 3allUCH MOJb30BaTelNs, YCTPOWCTBA WM IPUIIOKEHUS
B HH(OPMALIMOHHOW CHUCTEME, a TaKXe IOCPEACTBOM OJIOKMpPOBAHUS JOCTYIA
Ha OCHOBE COBIIQJICHUS TEXHMYECKUX NMPHU3HAKOB (Hampumep, |P-agpec, curHaTypsl
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CBEJICHUH O MOJIb30BATEIHCKOM areHTe).

TpeGoBanuss K JAOKYMEHTHMPOBAaHHUIO: B SKCIUTyaTallMOHHOW JOKyMEHTaIluU
Ha UHPOPMAITMOHHYIO CUCTEMY JIOJDKHBI OBITH OMPEIEIICHbI:

YCTaHOBJICHHOE B MH(GOPMAIMOHHON CHCTEME 3HAYEHHUE JIOMYCTUMOTO YHCia
HEYCTICITHBIX TOIBITOK BXO/Ia;

MEPHOJT BpEMEHH, B TEUCHHE KOTOPOTO YIUTHIBAIOTCS MOTIBITKH BXO/Ia;

TUNBI ~ OOBEKTOB  OJokupoBaHWs  (Y4YeTHblE  3allCH,  YCTPOMCTBA,
XapaKTepHu3yeMble TEXHUUECKUMU MTPU3HAKaAMU TIPUIIOKEHHUS);

NEPHUOJIbl BPEMEHU CYLIECTBOBAHUS PA3JIMYHBIX TUIIOB BPEMEHHBIX YUYETHBIX
3aMuce;

MIEPUOJIBI JOIMMYCTUMOTO BPEMEHH HEAKTUBHOCTH PA3UYHBIX THUIIOB YYCTHBIX
3amncei;

periaMeHTUPOBAaHHOE (IITaTHOE) BpeMsl BXOJa U (WJIM) KOHKPETHBIC THUIIbI
J0CcTyIa CyOBEKTOB JIOCTYIAa K 00BEKTaM JI0CTYIIA;

MOPSIJIOK OJIOKMPOBAHUS CYOBEKTOB JOCTYIIA;

yCJIOBUSI Pa30JOKUPOBAHMS YYETHOW 3alHMCH WM YCTPOWCTBA, HAIpHUMeEp,
WHTEpBajJbl BPEMEHHM aBTOMATHYECKOTO pa30JIOKUpPOBaHUS, pPa30JIOKUpPOBaHUE
B pe3yJbTare MOATBEPKIACHUS MPUBHIIETUPOBAHHBIM MOJIb30BaTENIEM
(aAMHHHCTPATOPOM).

TpedoBaHus K yCHIICHUIO:

1) B uHQOpPMAIIMOHHOW CHUCTEME JOJDKHa OBITh OOecleueHa pean3arys
aBTOMATUYECKOTO OJIOKMPOBaHUS U (W) yJaJIeHUSI BPEMEHHBIX M HEUCIIOIbh3yEeMbIX
YVYETHBIX 3alHCEH, a TaK)Ke OMOBEIICHHE O JAaHHOM COOBITUU MPUBHICTUPOBAHHOTO
MoJIb30BaTeNsl  (aMUHUCTPATOPa), OTBEYAIONIEr0 3a YINpaBIEHHE W KOHTPOJb
HaJl YYETHBIMU 3aMKUCSIMU MOJIb30BaTENCH;

2) pa30JOKUpOBAaHUE JOCTyNa TMPUBHJICTHUPOBAHHBIX CYOBEKTOB JIOCTYIIA,
MIPEBLICUBIITNX YUCJIO HEYCIIEIITHBIX TOMBITOK JOCTYIA B MH(POPMAITMOHHYIO CUCTEMY,
MOYET BBITIOTHATHCS TOJIBKO TJIABHBIM aIMUHUCTPATOPOM.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
VII.4 + + +
VYcunenne YIIJ1.4 1,2 1,2

YIS Ilpeaynpe:kaeHue mojib30BaTelis P €ro A0CTyIe
K MH(pOpMALUOHHOI cucTeMe

Heas: MudpopmupoBanue moip30BaTeNel o peajgu3alMd Mep 3alluThl
MHQOpPMALIMU U O0SM3aTENLHOCTU COOJIOACHUSI YCTAaHOBJICHHBIX MpPaBHJI PabOTHI
¢ uH(OopMaIei mpu 10CcTyne K HHPOPMAIIMOHHON cUCTEME.
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TpeOoBanus k peasmsanmu: B nHopMannoHHONW cucTeMe JOJDKHO OBITh
o0ecreyeHo  MpEeAynpekIeHHe  IOJb30BaTeNsl J0  MOMEHTa  BBIIIOJIHEHUS
UACHTU(UKALMY U ayTeHTU(UKALIMKA B COOTBETCTBUU C MEPAMH 3AILUTHI HH()OPMALIUU
NAD®.1 - HAD®4 B Buae cooOmeHuss («OKHa») O  TOM,  4TO
B MH(OPMALIMOHHOW CHUCTEME peajr30BaHbl MEPHI 3alIUThl WHPOPMAIIMHU, a TAKXKE
O TOM, UYTO IIOJIb30BATEIEM JOJDKHBI OBITh COOJIFOJCHBI  YCTAHOBJICHHBIE
B MTH(OPMAIIMOHHOM cHCTEME IIPAaBUJIa M OTPaHUYEHUS Ha paboTy ¢ HH(pOpMaLUEH.

Jloctyn nonb3oBaresns B MHPOPMALMOHHYIO CUCTEMY OCYILECTBIISIETCS] TOJIBKO
[IOCJIE TOATBEPIKACHUS II0JI30BATENIEM O3HAKOMIICHHMS C IIPEAYTIPEKACHUEM.

TpeGoBanus k fOKyMeHTHPOBaHUIO: He npeabsaBisroTcs.

TpedoBanus k ycuienuro: He nmpeabsaBisitoTcs.

Peanu3anusi B MHpOPMAILHOHHOM cCHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
YIII.S5
Ycunenue YIIJI.5

YII/1.6 OnoBeuienue moab30Barelis 0 NpeabIAyLemM
BX0/l¢ B HH(POPMALMOHHYI0 CHCTEMY

Heab: OnoBenieHre Mnoib30BaTeNss O MOMNBITKAX BX0Ja B MH(OPMALUOHHYIO
CUCTEMY, OCYILIECTBIICHHBIX paHEE OT UMEHH €0 YYETHOU 3aluCH.

TpeGoBanus k peanusanmu: B mHboOpMallMOHHON cHUCTEME AOHKHO OBITh
00€ecreyeHo OIOBEIIEHUE IOJNb30BaTENsl O TMOCIEAHEM YCIEIIHOM  BXOJE
B MH(OPMAIMOHHYIO CHUCTEMY, OCYILECTBICHHOM paHEE OT UMEHU €ro Y4YeTHOU
3aIlMCH, TOCJIE YCIEUTHOIO BBIMOJIHEHUS MOJIb30BaTEIeM BX0Jla B MH(OPMALIMOHHYIO
CUCTEMY B COOTBETCTBUHU ¢ Mepamu 3amuThl uHpopmanuu UAD.1 — UAD 4.

OmnogerieHre JOMDKHO COAepKaTh HWH(MOpPMAIUMI0O KaK MHUHHUMYM O JaTe
Y BPEMEHH NpPEeabIAYLIEro BXoJa B MH(OPMAIIMOHHYIO CUCTEMY OT UMEHU Y4YETHOU
3alMicCH  TOJb30BaTels, a TakkKe HMHYK  HMHGOpMAIUIO,  ONPEACICHHYIO
B MH(QOPMALIMOHHOU CHCTEME.

[Tonb3oBaTens WHGOPMAIMOHHOW CHUCTEMbI, YCTAHOBUBIIMI Ha OCHOBaHUU
onoBeuleHus (akT HECAHKIIMOHUPOBAHHOTO JOCTYyNa B MH()OPMALMOHHYIO CUCTEMY
OT MMEHHM €ro YYeTHOM 3amucH, IOJDKEH He3aMEeUIMTENbHO MNPOUH(POPMHUPOBATH
MPUBWIETHPOBAHHOTO IMOJIb30BATENS (aIMUHUCTpAaTOpa O€30MaCHOCTH).

TpeGoBanus K JOKYMEHTHMPOBAaHHUIO: B 3KCIUTyaTallMOHHON JOKYMEHTAlUM Ha
MH(POPMAITMOHHYIO CUCTEMY JIOJDKHBI OBITH OMPEIEIIEHbI:

o0beM cBefleHUI O (pakTe MpeabIIylIero BXoAa OT MMEHU YYETHOM 3amucu
MoJib30BaTeNisi B MH(POPMALMOHHYIO CHCTEMY, HalpuMep, JaTa, BpeMs, PEruoH,
IP-anpec, yctpolicTBo;
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UCIIOJIb3yEeMble KaHAJIbI U aJpeca OCHOBHOTO U aJbTEPHATUBHOTO OMOBEIICHUS
I0JIb30BAaTEIIs, HAIIPUMEpP, OKHO Opay3epa, e-mail, SMS, push-ysegomicnue;

MOPSIJIOK HACTPONKU M TOJITBEPKACHUS IMOJIH30BATEIEM KOHTAKTHBIX JAaHHBIX,
WCTIOJIb3YEMBIX JIJIsl OTIOBEIICHUS,

MOPSIJIOK UHOOPMUPOBAHHUS MPUBUIIETHPOBAHHOTO MOJIb30BATENS
(amMuHHCTpaTOpa 0€30MacHOCTH) O (akTaX HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
B MH(DOPMAIIMOHHYIO CUCTEMY OT UMEHHU YUETHOM 3aMrCcy MOJIb30BaTENS .

TpeOoBaHuA K YCHJIEHHIO:

1) mocie yCIEeNIHOTO BHIMOJIHEHUS TOJIh30BaTEIeM BX0/1a B HH(POPMAIIMOHHYIO
CUCTEMY JOJKHO 00ECIIEYMBATHCS OMOBEIICHUE MTOJIH30BATENS O YHCIIE HEYCITEITHBIX
MOMBITOK BXOJa B HMH(POPMAIIMOHHYIO CHUCTEMY OT HMMEHHM €ro Y4YeTHOW 3aIluCH,
3a()UKCUPOBAaHHBIX C MOMEHTa MOCIEAHEr0 YCIEIIHOTO BXOJa IIOJb30BaTEIs
B NH(OPMALIMOHHYIO CUCTEMY;

2) TmocJie YCIENUHOTO BBIOIHECHHUS M0JIb30BaTelIeM BX0/a B MH()OPMAI[HOHHYIO
CUCTEMY JIOJKHO 00ECTICUMBATHLCS OTIOBEIICHUE TTOJIB30BATEINSI O YHCIIE BCEX MOMBITOK
BX0Ja B MHPOPMAIIMOHHYIO CHUCTEMYy OT HWMEHHM €ro Y4YeTHOM 3amucH,
3a(pUKCUPOBAHHBIX B HEIITATHOE (HEPETJIAMEHTUPOBAHHOE) BpeMS;

3) mocJie yCIenrHoro BBITIOTHEHHUS MTOJIb30BaTeNIeM BX0/1a B HH()OPMAITHOHHYIO
CUCTEMY JIOJKHO 00ECTIEeYMBATHCS OMOBEILICHHUE MTOJI30BATEINS O YNCIIE BCEX MOMBITOK
BXOJa B MWH(MOPMALMOHHYIO CHCTEMY OT HWMEHM €ro Y4YeTHOW 3aIlucH,
3a(pMKCUPOBAHHBIX 3a MEPUOJ BPEMEHHU HE MEHee 7 JTHEH;

4) mocie YCHEIIHOTO BBIMOJHEHHS MOJIh30BaTeIeM BX0/1a B HH()OPMAITMOHHYIO
CUCTEMY JIOJDKHO OO€CIeuMBaThCs OINOBELICHHE I10JIb30BaTENsl 00 W3MEHEHUU
CBEJICHUH, OTHOCAIIMXCS K YUYETHOM 3aITUCH TOJIb30BATEINS (B TOM YKCIIE TTOBBIIICHUN
npaB J0CTyNa), MPOU3BEICHHBIX 3a MEpPUOJ BPEMEHH HE MEHEE, YEM C MOMEHTa
MPEAbIAYIIEro YCIEIIHOro BX0Aa B MHPOPMALIMOHHYIO CUCTEMY;

5) 00beM cBeneHME O (haKTax TOIMBITOK BXOAa OT UMEHH YYCTHOW 3aluch
MOJIb30BaTENS B UH(OPMAIIMOHHYIO CUCTEMY JOJIKEH BKIIIOUATh HH(POPMAIIKIO O TOM,
oTKyzAa (Hampumep, perroH unu IP-agpec) u ¢ kakoro ycTpoilcTBa UiIu NPUIIOKEHUS
(HampuMep, CUTHATYPHI CBEJCHUN O TOJB30BATEIIbCKOM areHTe) OCYIIECTBIUIACH
MOTIBITKA BXO/1A;

6) monp30BaTeNb JIOJHKCH IOJIy4aTh YBEIOMIICHHS O KPUTHYECKH BaXKHBIX
COOBITHSIX  (M3MEHEHWE Mapois, BXOA W3 HOBOIO  PErHOHA/yCTPOMCTBA)
10 aJIbTEPHATUBHBIM KaHaJlaM CBSI3H.

Peasmzanust B uHGOPMALIMOHHOM CHCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uHbOopMauu K3 K2 K1
VIII.6
Ycunenue YII/.6
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YIII.7 OrpanudeHue 4ncjia napajuiejibHbIX CEAHCOB J0CTYyIAa

Henb: OrpaHnyeHune 4uciia napaulesIbHbIX CEAaHCOB J0CTyNa OT UMEHHU yYE€THON
3anucu K HH(OPMAIMOHHON CHCTEME.

TpeboBanusa Kk peaausauun: B  uHpoOpManmoHHOW cuUcCTEME  TOJIKHBI
o0ecIeunBaThCs:

BO3MOKHOCTb 33JaBaTh OlPAaHWYCHUS HAa 4YHCIO IapaJUICIbHBIX CEaHCOB
J0CTYTa, OCHOBBIBAsICh HA UIEHTU(PUKATOPAX YUETHBIX 3aMHUCEH;

aBTOMATHUYECKUI y4eT aKTUBHBIX CEAHCOB JOCTYIIA JIJIsl KaKI0M yYETHOM 3aIIMCH
M0JIb30BaTENEH, yCTPOMCTB U MPUIIOKEHNN NHPOPMAITMOHHON CUCTEMBI;

aBTOMATHYECKOE OIPAHMYECHHUE YHCIIA MApAJUIEIBHBIX CEAaHCOB JOCTYIA IS
KQKIOW  YYETHOM  3alUCH  [OJb30BATENEM, YCTPOMCTB WM IPHIOKECHHU
MH()OPMAITMOHHOW CUCTEMBI;

YBEJOMIICHHE I10JIb30BATENS IPU MPEBBIIEHUN YKCIIA MTapaJUIEIbHBIX CEAHCOB
OT UMEHM €ro Y4eTHOH 3amMcu JIMOO aJIMUHUCTPUPYEMBIX WIM KOHTPOJHUPYEMBIX
II0JIB30BATEJIEM YCTPOUCTB M IPUIIOKEHUN.

B uHdopmManoHHON cucreMe B Cilydae IMOMBITKM BXOAAa OT MMEHH YUYETHBIX
3alACel HENPHUBWICTUPOBAHHBIX WM TNPUBHWJIETUPOBAHHBIX IOJIB30BATENICH, IS
KOTOPBIX JTOCTUTHYTO MAaKCUMAJIBHOE 3HAYEHUE JOIMYCTUMBIX MapaJlIeNIbHbIX CEAHCOB,
IpU YCHEIIHOM ayTeHTU(PHUKAMK TMOJb30BaTENsl WIM aJMUHUCTPATOpa JOJLKHO
BbIJIaBaThCsl COOOLIEHHUE O MPEBBIILICHUH YKCIA MapaJUIeTbHbIX CEAHCOB JI0CTYIA, MECTE
(MecTax) uX NpeAbLAyIIero Bxoja (MPeblAyIIMX BXOJOB) C AKTUBHBIMU CECCHUSIMU
U TIPEJVI0KEHUEM OTKITFOUEHHS ITOM ceccuu (3TUX ceccuil).

B undopmanronHoil cucreMe Yucio napajulebHbIX CEaHCOB JOCTYIAa MOXKET
OBITh 337aHO JJIs1 UH(MOPMALIMOHHOM CUCTEMBI B LEJIOM, JUJISl OTAEJbHBIX CETMEHTOB
MH()OPMAIMOHHOW CUCTEMBI, JIJIsl TPYNI MOJb30BaTENEH, OTAEIBHBIX MOJIb30BaTEIEH
WU UX KOMOUHAIIHM.

TpeOoBaHusi K JTOKYMEHTHPOBAHMIO: B 3KCIulyaTallMOHHOM JOKYMEHTallUU
Ha UH(POPMALIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTIPE/ICIICHBI:

3HAYEHUSI MAKCUMAJIBHO JOITyCTUMOTO YMCIIA ApAJUIETBHBIX CEAHCOB IOCTYIA IS
pa3IMYHBIX TUIIOB YYETHBIX 3aINCEH;

MOPAZIOK ydeTa M PErUCTPallii aKTUBHBIX CEAHCOB JOCTYMA ISl KAKIOW YUETHON
3aIHCH;

MOPAIOK aBTOMATHYECKOTO ydeTa aKTUBHBIX CEAHCOB M peaju3alvy 33JaHHBIX
OrpaHUYCHUN;

NOPSAAOK YBEJIOMIIEHHUS IOJIB30BAaTENsl NPU IMPEBBIICHUN YHCIIa MapajlIeNIbHbIX
CCaHCOB;

NOPSAAOK OINOBEIICHUSI aJIMUHUCTPATOPOB O MPEBBIIEHUH JHMHUTOB AKTHBHBIX
CEAHCOB YUYETHBIX 3aIUCEM;

00bEM CBEJICHUI B OMNOBEILAIOIIEM COOOLIEHUH, HAIIpUMEp, J1aTa, BPEMs, MECTO
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U YCTPOMCTBO MPEIbIIYIINX BXOJ0B, MPEAJIOKEHUE 3aBEPIIUTh AKTUBHBIE CECCUU.

TpeOoBaHuA K YCHJIEHHIO:

1) B mHDOpMALIMOHHON CHCTeME IS YYETHBIX 3allMCei MPHUBUIICTUPOBAHHBIX
MOJTL30BATEICH  (aIMUHUCTPATOPOB, AIMHUHUCTPATOPOB OE30MACHOCTH) KOJIMYECTBO
napajuleNibHbIX  (OJHOBPEMEHHBIX) CEaHCOB (CECCHil) HE JIOJDKHO IMPEBBIIIAThH
CJIEIYIOIINX 3HAYCHUN:

a) He Oosee 2;

0) He Ooutee 1.

Peanu3zauus B MHPOPMALMOHHOU cCUCTEMeE:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
YIIA.7 + +
Ycunenne YIIJI.7 la

YII/I.8 buiokupoBaHue ceaHca J0CTYNA MOJb30BaTe sl IPU HEAKTUBHOCTH

Hean: Obecneuenue 3AIIHTHI UH(}OPMAITMOHHON CUCTEMBI
OT HECaHKIIMOHUPOBAHHOTO JIOCTYIA B CIydasx, KOTJa CyOBEKT AOCTYIMa OCTaBIISIET
aKTUBHBIN ceaHC (CeccHio) 0e3 KOHTPOJIS.

TpeboBanuss k peanusauuu: B uHbOpMAIMOHHON cHUCTEME JIOJDKHO
obecrieunBaThCsl OJIOKHMPOBAHUE CeaHCa JOCTyIa CyOBheKTa JOoCTyma (MoJb30BaTels,
YCTPOMCTBa, MPHUIOKEHHUS) TIOCTE YCTAaHOBICHHOTO B WH(MOPMAIMOHHOW CHCTEME
BpEMEHH €ro Oe3/eHCTBUS (HEaKTHBHOCTH), a TAKXKe T0 3ampocy CyOBheKTa J0CTyIa
WJIM OllepaTopa.

s 3a00KMpPOBAaHHOTO CeaHca JOHKHO OCYIIECTBISATHCS OJOKMpPOBAHHE
TMOOBIX JIEUCTBUM MO NOCTYMy K MH(opmanuu v (WiIM) yCTpoMCTBaM OTOOpaKeHHS,
KpoMme HEO0OXOIUMBIX JIJIsl Pa30JIOKMPOBAHUS CEaHCa.

PazbmokupoBanue ceanca Joctyna cyObekTa JocTyna B WH()OPMAIMOHHYIO
CUCTEMY  JIOJDKHO  OCYIIECTBISATHCA  TIOCTE  TMOBTOPHOM  ayTeHTU(UKAINU
B COOTBETCTBUU ¢ MepoH 3amuThl nHPopmarmu MAD.3.

B wuHpopManumoHHON cuCTeMe Ha YCTpOWCTBE OTOOpakeHus (MOHHUTOPE)
nocJie OJIOKUPOBaHUS ceaHca He J0JKHA 0ToOpaxaThesi MH(popMalus ceaHca cyobeKkTa
JocTyma.

TpeboBaHusi K JOKYMEHTHMPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAIUU
Ha MHGOPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITH ONIPEICTICHBI:

3HAUEHUS JOMYCTUMOTO BpEeMEHU O€37eHCTBUS ISl Pa3IMYHBIX KaTeropui
I10J1b30BaTEIICH;

NOPSIIOK  pealu3allid  aBTOMAaTHYECKOro  OJIOKMpOBAaHMSA CeaHca IpHU
MPEBBIILIEHUN JOITYCTUMOI'O BpEMEHU Oe3/1eHCTBYS;
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HOPSZIOK BOCCTAHOBJIEHUsI pabOThl CyOBEKTa JOCTYyNa IOCIE OJIOKUPOBAHUSA
CeaHca;

HOPSAZIOK PETUCTPALMU COOBITUIM TPEBBIIIEHUSI YCTAHOBJIEHHOTO OINEPaTOPOM
JOIMYCTUMOTO YHCIIa HEYCIEIIHBIX MOMBITOK pa30JI0KUPOBAHUS TOCTYTIA.

TpeOoBaHusA K YCHIICHUIO:

1) B uHGOPMAIIMOHHOM CHUCTEME JTOJDKHO OCYIIECTBIIATHCS 3aBEPIICHUE CeaHca
JOCTyIa IOCJE MPEBBIIIEHUS YCTAHOBJIECHHOTO ONEPATOPOM BPEMEHM O€31eHCTBUS
(HEaKTUBHOCTH) CYOBEKTa IOCTYTIA;

2) B M”HPOPMAIIMOHHOM CHCTEME JTOJDKHO OCYIIECTBIISITHCS 3aBEpIICHHIE ceaHca
JOCTyIIa IIOCJIE IIPEBBIIIEHUS YCTAHOBJIEHHOTIO ONEPATOPOM YHCJIA HEYCIHEIIHbIX
MOMNBITOK Pa30JI0KMPOBAHMS CEAHCA TOCTYIIA.

Peanu3anusi B MHpOPMAILHOHHOM cCHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
VI8 + + +
Ycunenue YIIJI.8

YII.9 KonrpoJs aeiicTBUi CyObEKTOB 10CTYyIIA
A0 uaeHTu(UKAIUN U ayTeHTH(PUKALUT

Hean: ObecrieueHne KOHTPOJS M OTPAHUYCHUS JIEHCTBUN CyObBEKTa JIOCTyTa
B MHPOPMALMOHHON CHCTEME [0 TMPOXOXKICHUS TMPOLEAYp HICHTU(PHUKAIIUH
Y ayTeHTU(UKALIH.

TpebooBanus k peaauzanuu: B undopmaimoHHol cucTeMe OJDKEH ObITh
YCTaHOBJIEH TIEPEUCHb JMEHCTBHI CyOBEKTOB JIOCTYIA, Pa3pelIeHHBIX 0 MPOXOXKIACHHS
UMH TIpOLIEYp HICHTU(DUKAIMU W ayTEeHTU(DUKAIMK B COOTBETCTBUM C MepaMu
sanmthl uHpopMmanmu UAD.1 — NAD.4, u 3anper nedcTBuii CyOBEKTOB JIOCTYTIA,
HE BKJIIOYCHHBIX B TIEPEUCHb Pa3peIleHHbIX ASHCTBUM, 10 MPOXOXKICHUS UMU MIPOLIEITYD
UACHTU(DUKAIIMH U ayTEHTU(DUKAIIH.

B undpopmanmoHHoil cucteMe JObKEeH OBITh OMpEeIesieH MepedyeHb IeHCTBUI
MPYUBUIICTUPOBAHHBIX CyOBEKTOB JOCTyNMa (aAMUHUCTPATOPOB, aJAMHUHHCTPATOPOB
0€30MacHOCTH, TEXHHYECKUX CIICIHAIFCTOB), OCYILIECTBICHHUE KOTOPBIX JOIYCKAeTCs
B 00X0/1 YCTAaHOBJICHHBIX TPOIIEYP UACHTU(DUKAIIUN U ayTeHTU(DUKAITUH, HEOOXOIUMBIX
JUISE BOCCTAHOBJICHUST ()YHKIIMOHUPOBAHUST MH(POPMAITMOHHOM CUCTEMBI B ClTydae cOOEB
B paboTe WK BBIXOZA U3 CTPOSI OTAEIbHBIX TEXHUUECKHX CPEICTB (YCTPOMCTB).

Bce neiicTBusl, BBINONHAEMBIE O€3 MPOXOXKICHUS MPOLETYPbl MICHTU(PHUKALUH
U ayTeHTU(UKALMKU, JTOJKHBI PETUCTPUPOBATHCS B JKypHAJIAX PErHCTPALlUM COOBITHIA
0€30MacHOCTH, 33 UCKIIFOUEHHEM JIOCTYIa K OOIIEIOCTYIHBIM CBEACHUSM, TOAJICKAIIM
OIyOJIMKOBAHUIO B OTKPBITOM JIOCTYIIE HA KOMIIOHEHTaX UHPOPMALIMOHHOM CUCTEMBI.
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[lepeuenb neWcTBUI CYOBEKTOB JAOCTYIA, Pa3pelIEHHbIX 10 WICHTU(PUKALUU
1 ayTeHTU(UKAIIH, TOJDKEH IEpeCMaTPUBATLCS HE pexke 1 pasa B rof U 1ocjie N3MEHEHU
MOJIETIM AOCTYTIa B UHPOPMALIIOHHOM CHCTEME.

TpeOoBaHUsA K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHOM JIOKYMEHTALIMK Ha
UH(OPMAIIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTPE/ICTICHBI:

NepeueHb PECYpCOB U KOMIIOHEHTOB HWH(OPMAIMOHHON CHCTEMBbI, JOCTYI
K KOTOppIM  INIPEAOCTaBiIsAeTCd  CyObeKkTaM  JocTyna 10  WAECHTH(UKamu
U ayTeHTU(HKALINY;

IIEPEYEHb JEHUCTBUM I0JIb30BATEIIEH, Pa3pEIIEHHBIX 10 IPOXOKIACHUS IPOLENYD
UACHTU(DUKAIINY U ayTeHTU(UKALINH;

OINMCAaHHUE TOPsS/IKA PErMCTpalii JEHCTBUM, BBIIOIHIEMBIX 0€3 MpPOXOXKIACHUS
pouexyp UASHTU(DUKAIUY U ayTeHTU(DUKALIUH.

TpedoBanus k ycuienuro: He nmpeabsaBisroTes.

Peasmzanusi B UHGOPMALIMOHHOM CUCTEMeE:

Mepa 3anmThl Krnacc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
YIIA.9 + + +
Ycunenne YIIJI.9

4.3. Peructpanusi coobiTuii 6e3onacuoctu (PCh)

PCB.1 Onpenenenne co0ObITHI 0€30MACHOCTH
U JAHHBIX 0 HUX, NMOAJIEeKAIUX PerHCTPALMHU

Hesn: Onpenenuts COCTaB U coAep)kaHrue MH(POPMALIMU O COOBITHSX, CBSI3aHHBIX
C  BO3MOXKHBIM  HapylleHHeM  0Oe30macHOCTH  HMH(pOpMAalM{,  HapyLIEHUEM
(YHKIMOHUPOBaHUS WH(POPMAITMOHHBIX CHUCTEM, pealn3aluel yrpo3 0e30macHOCTH
uHpopMmanmu  (masee — COOBITHS  OE30MACHOCTH), TOJUICKAIIUX — PETUCTPALIUU
B MH(OPMAIIIOHHOM CUCTEME.

TpeooBanusi k peanuzammu: B unHpopmalmoHHON cucTeMe OKEH OBITh
OTpe/eNieH TIepeYeHb TMPOTPAMMHBIX, MPOTPAMMHO-AMIAPATHRIX CPEICTB, CPENCTB
3alUThl UH()OPMAIIMH, KOTOPhIE 00ECIeUYnBalOT BO3MOXKHOCTh PETHMCTPAllUU COOBITUN
0€30IacCHOCTH.

Peructparus coobrtuii 6e30macHOCTH HHPOPMAITUH JODKHA TTPOBOUTHCS:

B CPEJICTBAX 3alUTHI HH(GOPMAIINH, YCTAHOBICHHBIX B HH()DOPMAITIOHHOM CUCTEME;

B IIPOTPAMMHO-AMTAPATHBIX CPEJICTBAX (CEpBEPAX M ABTOMATH3UPOBAHHBIX pab0OUNX
MecTaX, B CHUCTeMax XpaHEHHs JIaHHbIX, CpEACTBaX 3alluThl WHGpOpPMALIUH,
TEJIEKOMMYHHUKALIMOHHOM 000pyZ0BaHKH), HaXOJIAIINXCS Ha NIEpUMETpE
UHPOPMAIIMOHHOM cucTeMbl U (WiM) WHGOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM
uHPPaACTPYKTYPHI, Ha 6a3e KOTOPOH HYHKIHMOHUPYET HHQOPMALIMOHHASI CUCTEMA;
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B [TPOrPAMMHBIX,, IPOrPAMMHO-aNMAPATHBIX CPEACTBAX MH(GOPMALIMOHHON CUCTEMBI
(cermeHTax MH(MOPMAITMOHHOM CHUCTEMBI), TMPEIHA3HAUYEHHBIX I 0OpabOTKU
UH(POPMAIH, KOTOpasi OTHECEHA K MHGOPMAIIMU OTPAHUYEHHOTO JIOCTYTIA;

B ITPOTPAMMHBIX,, IIPOTPAMMHO-aNMaAPATHBIX CPEACTBAX MHPOPMAIIMOHHOW CUCTEMBI
(cermenTax MHMOOPMAITMOHHON CUCTEMBI), MPETHA3HAYCHHBIX JJIS1 peaTU3aIlii 3HAYUMBIX
byHKIWiA HHOOPMAITMOHHON CHCTEMBI

Ha Cpe/CTBaX, OOECIEUMBAIOIINX YAAICHHOE TMOJAKIIOYEHUE TOJIb30BaTeNeH
K MH(OPMAIIMOHHOM CUCTEME.

CocraB u cojepkaHue COObITUH O€30MacHOCTH, a TaKKe THUIbl COOBITUN
0€30MacHOCTH, MOJUIeXkKAIIUE PErUCTpaIiMi B MH(OOPMAIIMOHHON CUCTEME, OIIPEIEIISTIOTCS
OIepaTopoM WH(POPMAITMOHHON CUCTEMBI B COOTBETCTBUH C HAIIMOHAIBHBIM CTaHIAPTOM
I'OCT P 59548-2022 «3ammra uHpopmauuu. Peructpaims coObITHIl O€30MaCHOCTH.
TpeOoBaHus K perucTprupyeMor HH(PpOpMAaI».

CocraB u cogepikanue WHGOPMALMU O COOBITHSX OE30MaCHOCTH, BKIFOYaeMOU
B 3aITUCH PETUCTPAIMU O COOBITUAX O€30MaCHOCTH, TOJDKHBI, KAK MUHUMYM, OOECTICYUTh
BO3MOKHOCTb MJICHTU(DUKAIIH TUTIA COOBITUS O€30ITaCHOCTH, JIaThl U BPEMEHU COOBITHS
0€30MacHOCTH, WACHTU(PUKAIIMOHHON MH(OPMAIIMKA UCTOUYHUKA COOBITHS O€30IMaCHOCTH,
pe3yabpTara coObITHSI Oe30macHOCTH (YCIENIHO WM HEYCIEIIHO), CyObeKTa I0CTyIa
(mosb30BaTeNis U (WJIK) MPolLiecca), CBSI3aHHOTO C JAHHBIM COOBITHEM O€30T1aCHOCTH.

B nH(dopMaiioHHo# cucTeMe KaKk MUHUMYM MOJUIeXKAT PErUCTPaLy CIETYIOLIIe
COOBITHSI:

BXOJ (BBIXO]T), @ TAaK)Ke MOMBITKA BXOJa CYOBEKTOB JOCTYIa B MH(POPMAIIMOHHYIO
CHCTEMY;

MOJKITIOUEHNE MAIMHHBIX HOCUTeNle HWH(QOpPMAIMK W BBIBOA HH(DOpMAIH
Ha HOCUTENN NH(pOpMalInK;

3aITyCK (3aBepIieHHE) nporpamm u MIPOLIECCOB, CBSI3aHHBIX
¢ 00paboTKOM 3aIMIIaeMon HH(pOpMaIHH;

TIOTIBITKA  JIOCTYIa TPOTPAMMHBIX CPEICTB K ONpEACTSIeMBIM  OIepaTopoM
3alUIIAeMbIM  O0BEKTaM JIOCTyNMa (TEXHHYECKHM CPEICTBAM, Y3JIaM CEeTH, JIMHHUSM
(kaHayaM) CBSI3M, BHEIIHUM YCTPOWMCTBAaM, MIpOrpaMMam, Karaioram, (haimam, 3ammcsm,
TIOJISIM 3aIUCE) U MHBIM OOBEKTaM JIOCTYTIA,

TIOTTBITKY YAAJICHHOTO JIOCTYTIA;

COOBITHSI, PETUCTPHPYEMbBIC CPEIICTBAMH 3aIIUTHI HH)OPMAITHH.

TpeOoBanusi K JOKYMEHTHMPOBAHHUIO. B 53KCIUTyaTallMOHHOM JOKYMEHTallUU
Ha MH()OPMAITMOHHYIO CUCTEMY JOJDKHBI OBITh ONPEICICHBI TPEOOBAHMUS K OMPEICIICHUIO
COOBITHII  O€30MacHOCTM W JAaHHBIX O HHUX, TOUISKANMX  PETUCTPAIH
B HH()OPMAITMOHHON CHUCTEME, TIPEAYCMATPUBAIOIIHE OIIPEICIICHHE:

MIPOTPAMMHBIX, TPOTPAMMHO-AMTIAPATHBIX CPEJICTB, C KOTOPHIX OCYIIECTBIISICTCS
peructpanus u coop coObITHI 6€30MacCHOCTH;
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cocTaBa U COJEp)KaHWUs MH(OpMALMU O COOBITUSAX 0E30MaCHOCTH, MOUISKAIINX
perucTpanuy;

THUIIOB COOBITUI 0€301acHOCTH, HOJIJIEKALIIX perucrpanuu
B MH(OPMAILIMOHHOHN CHCTEME.

TpeGoBaHus K yCHIICHHMIO:

1) B uH(OpMAIMOHHON CcHCTeMe O0O0ECIEeYHBACTCS 3alUCh  JIOTIOJIHUTEIHLHOM
nH(popMaLMK O COOBITHAX OE30MACHOCTH, BKJIIOYAIOLIAsl 3alUCh NPUBUIICTHPOBAHHBIX
KOMaH]1 (KOMaH/1, yIIPABJISIFOLINX CUCTEMHBIMU (PYHKIUAMMU );

2) B MH(GOPMAIIOHHOM CUCTEME 00ECTICUMBACTCS LICHTPATN30BAaHHBI MOHHUTOPUHT
COOBITHI1 0€30IIaCHOCTH B PAMKaX CErMEHTOB MH(POPMAIIMOHHON CUCTEMBI, OIIPEAETIAEMbIX
orepaTropom, u (W) HHPOPMALIMOHHON CUCTEMBI B LIETIOM;

3) B MHpOPMAIMOHHOW CHUCTEME OOECIICUMBACTCS PErHCTpanus WH(opMaImm
0 MecTe (B YaCTHOCTM CETEBOM ajpec, reorpaduueckas NpuBsA3Ka U (WIM) Apyras
uH(OpMaIKs), ¢ KOTOPOro OCYLIECTBISIETCS YAAJICHHbIN TOCTYN B MH(MOPMALIOHHYIO
CHCTEMY;

4) 3aperucTpupoBaHHas HHGOPMAIKS O COOBITHSX OE30IACHOCTH IOJDKHA
Hiepe/IaBaThCs B CPEACTBA YIIPABICHUS COOBITHI MHPOPMAIIMOHHON O€30IIaCHOCTH.

Peasmmsauust B uHGOpMaLlnOHHOM cucTeMe:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
PCbB.1 + + +
Vcunenune PCh.1 1 1,2 1,2 3

PCB.2 Anaau3 co0bITHii 6€30I1aCHOCTH  pearnpoBaHNe HA HUX

enb: CBOCBpEMEHHOE  BBISIBJICHWE  IIPU3HAKOB  KOMITBIOTEPHBIX  aTak
1 MHIIUIEHTOB OE30IMaCHOCTH.

TpedoBanus k peaquzanuu: AHAIN3 3aMUCEH PETUCTPAIIMH JIOJDKEH MPOBOIUTHCS
JUIE BCEX COOBITHM, MOMJISKANIUX PETUCTPAIMM B COOTBETCTBUU C MEPOM 3allUThI
unpopmaumun  PCB.1, ¢ nepHOAMYHOCTBIO, YCTAaHOBJICHHOM  OIEpaTopoM U
00eCreunBaroIel CBOCBPEMEHHOE BBISIBIICHHWE IIPU3HAKOB KOMIBIOTEPHBIX aTaKk U
HMHIAIECHTOB 0€30IIaCHOCTH.

B cinywyae BbISBICHHMS TIPU3HAKOB KOMIIBIOTEPHBIX aTaKk W WHUOUACHTOB
6e30macHOCTH B MH(DOPMAITMOHHOM CUCTEME OCYIIECTBIISIETCS IPOBEICHNUE MEPOTTPUSTHIA
I10 PEarupOBAHMIO HA BBISBIICHHBIC KOMITHIOTEPHBIC aTaKM M HHIIUJCHTHI 0€30IMaCHOCTH.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B SKCIUTyaTallMOHHOM JOKYMEHTAlIMK Ha
MHGOPMAITMOHHYIO CUCTEMY JIOJDKHBI OBITh OIpENeeHbl TEePUOAUYHOCTh TPOBEACHUS
aHasM3a COOBITHII O€301aCHOCTH, a TaKkKe TMOPSAJAOK pearpoBaHUs HA BBISIBICHHBIC
MPU3HAKK KOMIIBIOTEPHBIX aTak U MHIIUJCHTHI 0€301MacHOCTH.
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TpedoBaHusi K yCUJICHUIO:

1) B uH(OpPMAIMOHHON CHUCTEME JOJDKHBI 00ECHeYMBaAThCS COOp Pe3yJIbTaToB
aHaJM3a 3amMcel PEerucTpali M3 Pa3HbIX MCTOYHUKOB (KYpHAJIOB, XPaHWIIUII
UHPOPMAIIUK O COOBITHSAX O€30MacCHOCTH) M WX KOPPENALHUS C IO BBISBICHUS
MHITUICHTOB O€30MTaCHOCTH U pearupoBaHUs Ha HUIX;

2) B nH(GOPMAITIOHHOW CHCTEME JI0JDKHA 00eCIIeYnBaThHCS MHTEIPAITUS TIPOIIECCOB
aHaJM3a Pe3yJIbTATOB PETHCTPAllMM COOBITHI O€30MacHOCTH C pe3ysibTaTaMu aHalli3a
VSI3BUMOCTEH M pe3yjibTaTaMd OOHApYKEHUS BTOPKEHHUM C LENbI0  YCUJICHUS
BO3MOXKHOCTEH IO BBISIBIICHUIO IPU3HAKOB MHIMJIEHTOB O€30I1aCHOCTH;

3) B uH()OPMAIIMOHHOMN CHCTEME JIOJDKEH 00€CIICYNBATHCS MMOJTHOTEKCTOBBIN aHAIN3
MIPUBHIICTUPOBAHHBIX KOMAH]T;

4) oriepaTopoM JOJDKEH OOECTICUMBAThCS aHAIM3 3allUCAHHBIX CETEBBIX MOTOKOB
(1amrmioB);

5) pearpoBaHHe Ha KOMIIBIOTEPHBIC HHIMICHTBI JIOJDKHO OCYIIECTBIISATHCS
¢ yuetom ['OCT P 59712-2022 «3ammra uapopMauu. YnpaBieHHEe KOMIbIOTEPHBIMU
MHIUJICHTaMH. PYKOBOJICTBO 110 PearupoBaHUIO HA KOMITBIOTEPHBIC UHITUICHTHD.

Peanusanust B TH(pOPMAILIMOHHOM cUcCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
PCb.2 + + +
Ycunenne PCB.2

PCB.3 I'enepanusi BpeMeHHbIX METOK
IPU PErucTPaAlMU COOBITHI 0€30ITACHOCTH

Hean: @opMupoBaHne HAIASKHBIX METOK BpeMEHM U (WIM) CHHXPOHHU3AIUS
CUCTEMHOI'O BPEMEHH.

TpeGoBanusi Kk peamusamuu: B uHpOpMalmoHHOW  cHCTEME  JIOJDKHO
o0ecrneunBaThCs MOTYUYeHUE METOK BPEMEHH, BKITFOUAOIINX 1aTy U BPEMS, UCTIOJIb3YEMBIX
MIpY FeHepalvy 3aruceil perucTpay COObITHN O€30MacHOCTH.

B undopmanmonHolt cucreMe A0DKEH OBITh OMPENeieH MCTOYHUK HAJCKHBIX
METOK BpPEMEHHM U JIOJDKHA BBIIOJHATHCS CHUHXPOHM3AIMS CUCTEMHOIO BPEMEHHU
C NIEPUOANYHOCTBIO, OIIPEIAECIIEHHON OIIEPATOPOM.

TpeOoBaHusi K [JTOKYMEHTHPOBAaHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAlUU
Ha MH(OPMAIMOHHYIO CHUCTEMY JIOJDKHBI OBITH OMpeNeieHbl TPeOOBaHUS K TeHEpaluu
HAJIOKHBIX ~ METOK  BPEMEHM TPH  PETHCTPAlMK  COOBITHI  O€30MacHOCTH,
NpeayCMaTPUBAIOIIME ONPEACIICHUE NPAaBU U MPOLEAYpP N€HEpAalU HAJEKHBIX METOK
BPEMEHU.

TpeodoBanusi k ycwiienuio: He npenbsaBistores.
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Peanusanust B uHGopMallMOHHOU cUcTEMe:

Mepa 3ammThl Knacc 3amumnieHnocTa
uHbOopMaIuu K3 K2 K1
PCB.3 + + +
Vcunenne PCB.3

PCB.4 TpeooBanusi K cO0py, XpaHEHHIO U 3alI[UTE
JAHHBIX 0 COOBITUAX 0€30IIACHOCTH

Heab: ObOecrieueHne XpaHEHUs W 3aIUTHI JIAHHBIX O COOBITUSIX O€30MaCHOCTU
OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

TpeGoBanusi k peasm3anuu: B unpopmaimoHHOW  cuUCTeME  JOJDKHBI
OCYIIECTBISITECS COOp, 3alMCh U XpaHeHHe HH(GOpMAIUKM O COOBITUSIX O€30MacHOCTH
B TEUEHHE YCTAHOBJIEHHOIO OINEPAaTOPOM BPEMEHH XpaHEHHUs MHPOPMAIIUN O COOBITHAX
0€e30MacHOCTH.

COop, 3anuch M XpaHeHHEe HHPOpPMAIMU O COOBITHSIX OE€30MaCHOCTU JOJIKHBI
MpeTyCMaTpUBaTh:

BO3MO>KHOCTh BBIOOpA aIMUHHUCTPATOPOM OE30IMACHOCTH COOBITHI 0€30MacHOCTH,
MOJISKAIMX PETHUCTPALMN B TEKYITHM MOMEHT BPEMEHH, U3 TIEPEUHSI THUIOB COOBITHI
0€30MacHOCTH, OTPEIETICHHBIX B COOTBETCTBHUU C Mepoit 3anmThl nHpopmaiun PCh.1;

dbopmupoBanue (cOOp, 3amuch) 3amyMceil THUMOB COOBITH  0€30MacHOCTH,
MOJIJIC)KAIIUX PETUCTPALINY;

XpaHeHue HWHGOpMAIMM O COOBITHSIX O€30MacHOCTM B TEYEHHWE BpPEMEHH,
YCTaHOBJIEHHOTO OTIepaTopoM UH()OPMAIIMOHHON CUCTEMBI.

OO0beM mamsTH Uil XpaHeHus: HHGopMalMd O COOBITUSX 0E30MacHOCTH
JODKEH OBITh pacCUdTaH M BBIACICH C YYETOM THIIOB COOBITHIA O€30IMacHOCTH,
cocTaBa M CoAecpkaHus HHPOpMAMA O COOBITHSX O€30MacHOCTH, ITOJICHKAIIIX
pEeTUCTpallii, a TaKKe CpOKa XpaHeHUs WHPOPMAIMM O 3apErUCTPUPOBAHHBIX
COOBITHSIX OE€30TIaCHOCTH.

B undopmaiimonHol cucteMe I0/hKHA OOecreuuBaThes 3aiura HH(popManuu
O COOBITHSIX O€30MacHOCTH, PETUCTPUPYEMBIX B  HH(GOPMALIMOHHOW  CHCTEME
B COOTBETCTBUU C HACTOSIIIMM METOIMUECKAM JIOKYMEHTOM.

TpeOoBaHusi K [JIOKYMEHTHPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAlUU
Ha MHGOPMAIMOHHYIO CUCTEMY JIOJKHBI OBITH ONIPEICTICHBI:

TUIMBI COOBITUI OE30MaCHOCTH, TOJICKAIIUE PETUCTPAIMK B 33JaHHBIA MOMEHT
BpPEMEHH, U3 MEPEUHs] TUTIOB COOBITHII OE30MacHOCTH, OMPECICHHBIX B COOTBETCTBUU
¢ Mepoii 3amutel nHGopMaruu PCh.1;

MOPSIIOK XpaHEHUsI CBEJIEHHI O COOBITHSIX 0€30MaCHOCTH, B TOM YHCIIE TPeOOBaHMUS
K MECTaM XpaHEHUsI CBEACHUI O COOBITHSIX O€30MaCHOCTH U MEPUOJTY BPEMEHU XPAHEHHUSI
uH(OpMAIIHU O COOBITUAX OE30MACHOCTH.
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TpedoBaHusi K yCUJICHUIO:

1) B uH(MOPMALIMOHHON CHCTEME JJOJKHO OBITh 00ECTICYCHO IICHTPAIN30BAHHOE
aBTOMATHU3UPOBAaHHOE YIPAaBIECHUE COOPOM, 3alMChI0 U XpaHEHHEM HH(POpPMAIUU
0 COOBITHSIX O€30IIaCHOCTH,

2) B uH(QOPMAIIMOHHON CHCTEME JOJDKHO OBITh OOECIICYeHO OOBEAMHCHUE
uH(pOpMaIllMU U3 3aluced pPETUCTPalliu COOBITUH OE30MaCHOCTH, MOJTY4YEeHHOM
OT pa3HbIX TEXHUYECKUX CpelncTB (YCTPOMCTB), MPOTPaMMHOTO oOecredeHus
MH(POPMAIIMOHHON CHUCTEMBI, B E€IUHBIA JIOTMUECKUH WIM (PU3MUECKUN KypHaI
ayauTa ¢ Koppessiueid nH(pOopMaluu 10 BpEMEHU NIl CBOEBPEMEHHOIO BBISIBICHUS
VMHIUICHTOB U pearupoBaHMsl Ha HUX;

3) B nH(OPMAITMOHHON CHCTEME JIOJDKHO OBITh OOECICUYEeHO XpaHEHUE KO
3alMcel CUCTEMHBIX JKYpPHAJIOB W 3amuced O COOBITUAX  O€30MacHOCTH
B 000COOJIEHHOM XpaHWIHIle, (PU3MUECKH OTACICHHOM OT HHBIX TEXHUYECKUX
CPEICTB, BXOSILUX B COCTaB MHPOPMAIIIOHHOMN CHCTEMBI;

4)B uHGOPMAIIMOHHOM CHUCTEME JIOJDKHO OBITh  OOCCIICYCHO pE3epPBHOC
KOIMPOBAHUE 3aIUCEH PEruCTpaLuy (ayI1Ta);

5) B uH}OpMaIMOHHON cucTeMe sl 00ECTICUeHUs IEJIOCTHOCTH HH(OpMAIIH
0 3aPErUCTPUPOBAHHBIX COOBITHSIX O€30MaCHOCTH JODKHBI IPHUMEHSTHCS B COOTBETCTBUH
C 3aKOHOAaTenbCcTBOM Poccuiickoil denepaiiy KpUnTorpapuuecKue METO/Ibl.

Peasmmsauus B uHGoOpManoOHHON cucTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
PCh.4 + + +
Ycunenune PCh.4

PCB.5 PearupoBanue Ha ¢cO0M NPH PerucTPANU COOBITHIT 0€30MACHOCTH

Hean: OcymiecTBieHne pearupoBaHus Ha COOM TP PETHCTPAIUN  COOBITHIA
0€30MacHOCTH, B TOM YHCJIE allllapaTHbIE ¥ MPOrpaMMHBIE OIIHMOKH, COOM B MEXaHM3Max
cobopa uH(OpMaIMU U JOCTIDKEHUE Tperesia WA TepernoyHeHus: oobema (EMKOCTH)
TIaMSITH.

TpeGoBanusi k peanuzauum: PearrpoBanue Ha cOOM MPU PErUCTPAIIA COOBITUI
0€30MacHOCTH JOJDKHO MPEAyCMaTPUBATH:

npeaynpexaecHne (CUTHAIM3aIus, WHAWKAIWS) aJIMUHUCTPATOPOB O COOSX
(ammapaTHBIX ¥ MPOTPAMMHBIX OIMIMOKaX, COOSX B MEXaHM3Max cOopa uH(OpMAIUY UITH
nepenoHeHst 00beMa (EMKOCTH ) TIAMSATH ) TIPY PETUCTPAIIN COOBITHI O€301TaCHOCTH;

pearpoBaHue Ha COOM TPU PETHCTPALUM COOBITUM OE30MacHOCTU IyTEM
MU3MEHEHUs aJJMUHUCTPATOpaMH MapaMeTpoB cOOpa, 3alucu U XpaHeHUs MH(POpMaIu
0 cOOBITHSIX 0€30MaCHOCTH, B TOM YHUCIIE OTKITIOYEHHUE 3anKcy WH(GOPMAIIUK O COOBITUSIX
0€30MacHOCT OT YacTH KOMIIOHEHTOB HMH(OPMALMOHHON CHCTEMbI, 3alUCh MOBEPX
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YCTapeBILIMX XPaHUMBIX 3aIUCEN COOBITUI OE€30MIaCHOCTH.

TpeOoBanusi K JAOKYMEHTHPOBAaHMIO: B SKCIUTyaTallMOHHOM JIOKYMEHTALUU
Ha MH(POPMAIMOHHYIO CHUCTEMY JOJDKHBI OBITh OIpEeeHbl TPeOOBaHUS K IpaBHIIaM
Y MIPOLIETypaM pearupoBaHusi Ha COOM MPHU PETUCTPALIMH COOBITHI O€30MACHOCTH.

TpeGoBaHus K yCHIICHHMIO:

1) B wHpOpMAIMOHHOW  CHUCTeMe  JIOJDKHA  OOeCHedYHMBaThCsl  BbITava
HpEeyNpeXICHUsT aJIMUHUCTPATOPY B MacliTabe BpeMEHH, OJM3KOM K peajlbHOMY,
IpU HACTYIUIEHUHM KPUTUYHBIX COOEB B MEXaHW3Max cOOpa MHPOpMALHH, OTIPENETICHHBIX
B HH(OPMAIIMOHHOW CHUCTEME;

2) B vH(OpPMAIMOHHON CHCTEME JOJDKCH OOeCIeYnBaThesl 3amper oOpaboTKH
MH(POpPMALIMKU B CIy4yae anmnapaTHbIX WM IMPOrPAMMHBIX OLIMOOK, COOEB B MEXaHM3MAaX
cbopa uH(poOpMaIMKM WA AOCTIKEHUS Mpejesia Wi MEpernoHeHus o0beMa (EMKOCTH)
TIaMSATH.

Peanusanust B TH(pOPMAILIMOHHOM cUcCTEMe:

Mepa 3anmThl Krnacc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
PCB.5 + + +
Ycunenne PCb.5

4.4. 3amuTa BUPTyaJau3anuu 1 00JauyHbIX BeruncieHuii (3CB)

3CB.1 /loBepeHHasi 3arpy3Ka CpeACTB BUPTYAJIU3aLNH
¥ BUPTYaJbHbIX MAIIMH

Heab: KOHTpOIb LETOCTHOCTH CPEACTB BUPTYAIM3ALMHA U BUPTYAIbHBIX MAIlWH
Ha JTaIle UX 3arpy3KHu.

TpeboBanus k peanusanuu: [Ipy npruMeHeHNH CPENICTB BUPTYATU3AUH TOJLKHbI
00ecreunBaThCA:

JIOBEPEHHAsl 3arpy3ka XOCTOBOM OMNEpAIMOHHOM CHCTEMBbI (MPU €€ HaTUYUH)
Y CpPEJICTBA BUPTYAIU3aLUH;

BBISIBJICHUE 3arpy3Kd BUPTYalIbHBIX MAIMH, COCTaB M HACTPOMKU BUPTYAIBHOIO
000pyA0BaHMS KOTOPBIX COJIEpKAT HECAHKIIMOHUPOBAHHBIE N3MEHEHHSI.

VYkazaHHple Mephl 3alUThl HH()OpMAIMKA PEATM3YIOTCS 3a CUET MPUMEHEHHS
B MH(GOPMAIMIOHHOM CHUCTEME BCTPOEHHBIX B 0a30Bble CHCTEMBI BBOA-BbIBOJA
MEXaHU3MOB 0€30MaCHOCTH, U (WJIN) CPECTB JOBEPEHHOM 3arpy3Ku, U (M) BCTPOCHHBIX
B XOCTOBBIE OTIEPAIIMOHHBIE CUCTEMbI MEXaHU3MOB 0€30MaCHOCTH, U (MJIM) BCTPOCHHBIX B
Cpe/ICTBa BUPTYaJIU3alM MEXAHU3MOB O€30ITaCHOCTH.

TpedoBaHusi K JOKYyMEeHTHUPOBAHMIO: He npeabsBisitoTCsl.

TpeOoBaHusi K yCUJICHUIO:

1) nomkHa oOecrieunBaThCsi OJIOKMPOBKA 3arpy3Kd BHPTYAIBHOW MAIWHBI,
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B KOTOPOH HCTONHsAeMble (ailbl MM KOH(QUIrypauus: KOMIIOHEHTOB, Y4acCTBYIOUIHX
B 3arpy3Ke TOCTEBOM OIEpallMOHHON CHUCTEMBI, COJEp)KAaT HECAaHKIIMOHHPOBAHHBIC
M3MEHEHUS;

2) noDKHAa 00eCIeuMBaThCS OJOKMPOBKA 3arpy3KH BHPTYalbHON MAIIVHBI,
€ciM 3arpykaeMasi BepCusi TOCTEBOM OIMEPAIIOHHON CHCTEMBI COIEPKHUT KPUTUUECKHE
YSI3BUMOCTH U (HMJTH) 3aIiperieHa sl UCTIONB30BaHHs B MH(POPMAIIMOHHOW CUCTEME;

3) momkHA 00ECIIeuMBaThCS OJOKUPOBKA 3arpy3KH BHPTYaJIbHOH MAIWHBI, €CIH
UCTIONHSEMbIE (hailyibl WM KOH(UIypalusi KOMIIOHEHTOB, YYacTBYIOIIMX B 3arpyske
TOCTEBOW OIEPALMOHHON CHUCTEMBI, HE MPOLUTH ayTeHTU(HUKALUIO C HCIOIb30BaHUEM
CBUJIETEJILCTB MOJIMHHOCTH MOJTYJIEN (B TOM YMCIIE HU(PPOBBIX CUTHATYP MIPOU3BOAUTEIS
WM MHBIX CBUETENHCTB MOTMHHOCTH MOJTYJIEH);

4) noikHa O00ECIeYMBATHCSI OJOKUPOBKA 3arpy3Kd BUPTYaJIbHOW MAIIWHEI,
€CJIM UCTIONHsIEMbIE (paiiibl Wi KOH(UTYpaIysi KOMIOHEHTOB, YYaCTBYIOIIMX B 3arpy3Ke
rOCTEBOM ONEPAalMOHHOM CHUCTEMBI, HE NPOILUIM ayTEHTU(UKALMIO C HCIOJIb30BaHUEM
CBUJETENILCTB MOJUIMHHOCTH MOJyJed B BUJE LUQPPOBBIX CHUTHATYp oOlepaTopa
MH(OPMALIMOHHOM CHCTEMBI.

Peanusanust B TH(pOPMAILIMOHHOM cUcCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3CB.1 + + +
Vcunenune 3CB.1 1 1,2

3CB.2 KoHTpPOJIb LeJIOCTHOCTH CPEACTB BUPTYAJIU3ALMH
¥ BUPTYaJbHbIX MAIIMH

Heab: KOHTPOIb LETOCTHOCTU CPEACTB BUPTYAIM3ALMUA U BUPTYAIbHBIX MAIlWH
Ha dTane ux PyHKIIMOHUPOBAHUSL.

TpeboBanus k peanuzammu: [Ipu nprMeHEeHUN CPECTB BUPTYyAITU3AUM JOKEH
o0ecreurBaThCs €KEHENIENIbHBIA WM C MEHBIIEH MEePUOIMYHOCTHIO, YCTaHABIMBAEMOM
B MHQOPMAIIMOHHOM CHCTEME, KOHTPOJIb OTCYTCTBHUSI HECAHKIITMOHUPOBAHHBIX N3MEHEHUH
B COCTaBE M HACTPOMKAaX BUPTYAIBHOTO OOOPYIOBAHUSI BBITIOIHSIOIIMXCS BUPTYAIbHBIX
MaIlIHH.

VYkazaHHble MeEpbl 3alUThl HHOOPMALIUK PEAU3YIOTCSA 3a CUeT NMPUMEHEHHUS
B MH(OPMALIMOHHON CHUCTEME BCTPOCHHBIX B CPEICTBA BUPTYaTU3allMUd MEXaHHU3MOB
0€301acHOCTH.

TpeOoBaHusi kK JIOKyMeHTHUPOBaHUIO: He npeabsaBisitoTcst.

TpeOoBaHusi K yCUJICHUIO:

1) nomkeH 00eCTICUMBATBHCS CKCHEICIIBHBIA WM C MCHBIICH MEPUOANYHOCTHIO,
yCTaHAaBIMBAeMOW B MHMOPMAIMOHHOM  CUCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAHKIIMOHMPOBAHHBIX ~ M3MEHEHUM B  UCIONHAEMBIX  (paiilax MpPOrpaMMHOIO
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o0ecreyeHus1 XOCTOBOH ONEpaIiMOHHON CUCTEMBI U CPEJICTBA BUPTYaIN3aLY;

2) MOKEeH O00ecCTieYnBaThCsl SKCHECTBHBI WM C MEHBIICH MepUOJIUYHOCTHIO,
yCTaHaBIMBaEMOW B MH(OPMAIIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAHKIIMOHUPOBAHHBIX M3MEHEHUN B IapaMeTpax HACTPOWKH XOCTOBOW ONEpPaliMOHHON
CUCTEMBI U CPEICTBA BUPTYAIIN3ALUY;

3) nomkeH oOecTieunBaThCSl SKCHENENBHBI WM C MEHBIICH TEePHOIMYHOCTHIO,
yCTaHABIMBaEMOW B MH(OPMAIIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUSI
HECAaHKLIMOHUPOBAHHBIX M3MEHEHUI B (paiinax BUPTyaJbHOM 0a30BOI CHUCTEMBI BBOJA-
BBIBOJIA (TIEPBUYHOIO 3arpy3YMKa BUPTYaJIbHOM MAIIMHBI);

4) NOIDKeH 00ECIIeUMBATBCS ©KEHE/ICIBHBIN WM C MEHBIICH MepUOINIHOCTHIO,
YCTQHABIMBAEMOM B~ MH(POPMALMOHHOW  CHUCTEME,  KOHTPOJb  OTCYTCTBHUS
HECAaHKIMOHUPOBAHHBIX ~M3MEHEHWH B HUCHOJNHAEMbIX  (haillax MpOrpaMMHOIO
o0ecrieueHus TOCTEBOM OMEPAMOHHON CUCTEMBI.

Peanusanust B TH(pOPMAILIMOHHOM cUcCTEMe:

Mepa 3anmThl Krnacc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
3CB.2 + + +
Vceunenne 3CB.2 1,2 1,2

3CB.3 Perucrpauus coObITHH 0€30IMaCHOCTH B CpPee BUPTYATU3AIUMN

Hean: Onpenenute cocTaB M coJepkaHue HMHPoOpMaMu O  COOBITHSX
0€30MaCHOCTH, MOAJIEKAIIUX PETUCTPALIMH B CPEIE BUPTYATU3ALHH.

TpeOoBanus k peanuzammu: [Ipy mprMeHeHN CPEACTB BUPTYyAIIM3alluK JODKHA
oOecrieunBaThbCcd B COOTBETCTBUM ¢ Mepamu 3amuTbl mHpopmauumu PCB.1 — PCB.5
PETUCTpAITHS CIICTYIOIINX COOBITHI OS3011aCHOCTH:

yCIEIIHbIE M HEYCIEIIHbIe MOMBITKH ayTeHTH(UKAIMK IOJIb30BaTelel CpeiICTB
BUPTYyaJIU3aLNY;

JOCTYIl TOJb30BATENENW CPENCTB BHUPTYAIM3allMd K BHUPTYaJIbHBIM MAalIMHAM
MOCPEJICTBOM ~ MHTepdeiica CpeiacTBa BUPTyaIM3alUM  (TEPMUHAIBHBIA  JTOCTYIL,
BUPTYaJIbHBIN paboumii cTon);

CO3JIaHUE U YIOAJICHUE BUPTYAJIbHBIX MAIlIVH;

3aIlyCK U OCTAHOBKA CPEJICTBA BUPTYAIN3ALNN C YKA3aHUEM IIPUUMHBI OCTAHOBKHU;

3aIlyCK M OCTAaHOBKA BUPTYaAJIbHBIX MAIIIMH C YKa3aHUEM NIPUYHHBI OCTAHOBKHY;

VM3MEHEHHUE HA3HAYEHUS POJICH;

U3MEHEHNE KOH(PUTYpaIY CPECTBA BUPTYAIU3allly;

U3MEHEHNE KOH(PUTYpaluii BUPTYaIbHBIX MAILIUH;

(axThl HApyIIEHNS LIETIOCTHOCTH OOBEKTOB KOHTPOJIS;

(baKThl IEpEMEILIEHHS BUPTYaJIbHbBIX MAIIIMH.

VYkazaHHbIE Mepbl 3aIIUThl MHGOPMAIMK PEATU3YIOTCSI 32 CUET MPUMEHEHHS
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B MH(pOPMALMOHHONW CHUCTEME BCTPOEHHBIX B CPENICTBA BHUPTYyAIM3alMM MEXAHU3MOB
3alUTHI U (WJIM) CPEJICTB YIPABICHUS COOBITUAMHI O€30ITaCHOCTH.

TpeGoBanusi K JOKYMEHTHPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKyMEHTallUuu
Ha MHPOPMAIMOHHYIO CHUCTEMY JOJDKHBI OBITh OINpeneNieHbl TpeOoBaHus K cOopy,
PETUCTPALIMU U aHAINU3Y COOBITUI OE30ITaCHOCTH.

TpedoBanus k ycuinennio: He npenbsaBistoTes.

Peanusamust B uHGoOpMaIlMOHHOM cUCTEMe:

Mepa 3amuTh Knacc 3ammuieHHocTi
uHopMaru K3 K2 K1
3CB.3 + + +
Ycunenne 3CB.3

3CB.4 YnpaBJ/ieHue J0CTYIIOM B CpeJe BUPTYaJIu3alun

Henb: VckmoueHne HECAHKIIMOHUPOBAHHOTO JOCTYNa K OObEKTaM 3allUThl
B CpeJic BUPTyAJIN3aLUH.

TpeooBanusi k peanu3zaumu: J[oKHBI 00eCHEUMBATECSI MEPHI TI0  YIIPABICHUIO
JOCTYIIOM IIOJIb30BATENIE B CpENE BUPTyaIM3alMM B COOTBETCTBUM C MEpaMHU
sanutel uHGopmarmn YIIJ1.1 — VII/1.4, a Takxe:

yIpaBJICHWE MpaBaMH JOCTya IOJb30BAaTENEH CPEACTB  BUPTYyaIN3alUH
K BUPTYyaJIbHbIM MalllHAM;

yIIpaBJIEHHE JOCTYNOM BHUPTYaJIbHBIX MAlIMH K (PU3MYECKOMY M BUPTYaJIbHOMY
000pYTIOBAHHUIO;

yIpaBJieHWEe KBOTaMH JIOCTYNA BHUPTY&JIbHBIX MAallMH K  (U3UUECKOMY
Y BUPTYaJIbHOMY 00OPYOBAaHHIO.

VYka3aHHble Mepbl 3aLUThl MHOOPMALIUK PEAIU3YIOTCSA 3a CUET NMPUMEHEHHUS
B MH(OPMALIMOHHON CHUCTEME BCTPOCHHBIX B CPEICTBA BUPTYaJU3alMU MEXaHU3MOB
0€301acHOCTH.

TpeOoBaHusi K [JIOKYMEHTHPOBAaHHIO: B JKCIUTyaTallMOHHOW JOKYMEHTALUU
Ha UHPOPMAITMOHHYIO CUCTEMY JOJDKHA ObITh ONpe/ieieHa MOJIENb YIPABJICHUS JOCTYIIOM
B Cpelic BUPTyaJIN3aLUN.

TpeOoBanus k ycuienuro: He npenbsasisitores.

Peanmzanusi B MH(pOPMALIMOHHOI cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3CB.4 + + +
Ycunenue 3CB.4
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3CB.5 Pe3epBHOe KONNMPOBAHHUE B Cpe/ie BUPTYAJIU3ANUU

Hean: O6ecrieueHre BO3MOKHOCTH BOCCTAHOBJICHUSI CPEICTB BHUPTyaJIU3allU
Y BUPTYaJIbHBIX MAIIIHH.

TpeboBanus k peanuzaumn: [Ipy npuMeHeHUH CPEICTB BUPTYAITU3ALUU JTOHKHO
00eCIIeunBaThCS PE3EPBHOE KOMTMPOBAHUE:

00pa3oB BUPTYaJIbHBIX MAILIUH, OMPEIACTICHHBIX OIIEPaTOpOM;

MapaMeTPOB HACTPOMKHU CPEICTB BUPTYAITU3ALUH.

VYkazaHHble Mepbl 3alIUThl UHQOpPMAIUK PEATU3YIOTCSA 3a CUET NMPUMEHEHUS
B MH(QOPMAIIMOHHOW CHCTEME BCTPOCHHBIX B CPEJICTBA BUPTYyaIU3allMd MEXaHU3MOB
0e30macHOCTH, W (WJIHM) BCTPOCHHBIX B XOCTOBBIC ONEPAIIMOHHBIE CHUCTEMBI
MEXaHU3MOB 0€30MacHOCTH, U (WJIM) CPEJCTB PE3EPBHOTO KOMMMPOBAHUS.

TpeOoBanusi K JAOKYMEHTHPOBAHMIO: B 3KCrulyaTallMOHHOM JOKYMEHTallUU
Ha HHOOPMAIIMOHHYIO CHCTEMY JODKEH OBITh OIpeesieH MOPSIOK pean3aiu
PE3EPBHOIO KOIUPOBAHUSL.

TpeOoBaHuUsI K yCHIICHHIO:

1) nojokHO — oOecrieuMBaThCS — PE3EPBHOC  KOIMPOBAHUE  KOH(UIyparvid
BUPTYaJILHOTO 000PYI0BaHUS BUPTYATIbHBIX MAIIINH;

2) TOJDKHO 00eCIeunBaThCsl PE3CPBHOEC KOMMPOBAHUE CBEICHUN O COOBITHSX
0€30IaCHOCTH B CpeJIe BUPTYyIU3alIMH.

Peasmmsauust B uHGopMalnoHHO# cucreme:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3CB.5 + + +
Ycunenune 3CB.5

3CB.6 Orpann4yeHnne NporpaMMHOii cpebl B cpelie BUPTYaJIU3aluu

Heab: bokupoBaHne  HECAHKIMOHMPOBAHHOIO  3allyCKa  MPOrPaMMHOIO
o0ecrieueHust B Cpeie BUPTYATU3aLH.

TpeGoBanusi k peasmsammu: J[ooKHO 00ecrieunBaThCsl BBISBICHHUE 3aITyCKa
KOMIIOHEHTOB ~ IIPOTPaMMHOIO  OOECHeYeHHsT XOCTOBOM  OMEPAllMOHHOW CHCTEMBbI
U CPEACTBA BUPTYAIN3ALMY, HE BKJIIFOUEHHBIX B IEPEYEHb KOMIIOHEHTOB, PA3pELICHHBIX
JUIA 3aIyCKa.

VYkazaHHbIE Mepbl 3aIUThl MHGOPMAIMK PEATU3YIOTCSI 32 CUET NPUMEHEHHS
B HUH(OPMAIIMOHHOW CUCTEME BCTPOEHHBIX B CPEJCTBA BUPTYAIU3ALIMU U (MJIH) XOCTOBBIE
OIEPAIMOHHBIE CUCTEMbI MEXaHU3MOB 0€30I1aCHOCTH.

TpedoBaHusi K JOKYyMEeHTHUPOBAHMIO: He npebsBiIsitoTCsl.

TpeOoBaHusi K yCUJICHUIO:

1) momkHa oOecIieunBaThCs OJIOKMPOBKA 3alycka KOMIIOHECHTOB ITPOIPaMMHOTO
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o0ecrniedyeHrss XOCTOBOW ONEpPallMOHHON CUCTEMBI U (WIN) CPEACTBA BUPTyaJIU3allnY,
HE BKJIIOUEHHBIX B IEPEYEHb MPOrPAMMHOIO OOECHEUEHUs, Pa3pelIeHHOro s
3aIycKa B CpeJle BUPTYaJIu3alyH.

Peasmmsauust B uHGoOpMalLlMOHHOM cucTeMe:

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
3CB.6 + + +
Ycunenue 3CB.6 1

3CB.7 3amuTa naMATH B cpe/ie BUPTYAJIU3aLHHU

Hean: 3ammra onepaTiBHONW M MOCTOSIHHOW MaMsTH WHGOPMAIIMOHHOW CHUCTEMBI
MIPY PUMEHEHUH CPEICTB BUPTYATU3AIHH.

TpedoBanus k peasusanuu: [Ipy npruMeHeHUN CPEICTB BUPTYAIM3AIMH JODKHBI
00eCrIeunBaThCSL:

W30JIAIHS 00JIACTEH IMaMSTH, OTHOCSIIIIUXCS K PA3IMIHBIM BUPTYaTbHBIM MaIlTiHAM;

OYHCTKA OCTaTOYHON MH(GOPMAIIMU B TIAMSTH CPEJICTB BHIYUCIUTEIBHON TEXHHKH,
WCTIONTBE3YEMOM JIIS XpaHSHUS JaHHBIX BUPTYAILHBIX MAIIIWH, IIPH €€ 0CBOOOKICHNH T
nepepacnpeieieHuN.

VYkazaHHble Mepbl 3alUThl HH()OpMAIMU PEaTM3YIOTCS 3a CUET MPUMEHEHHS
B UH(POPMAITMOHHON CHCTEME BCTPOCHHBIX B CPEJICTBA BUPTYATU3ALIMH U (UITH) XOCTOBBIE
OTIEPAITMOHHBIC CUCTEMbI MEXaHU3MOB 0€301TaCHOCTH.

TpeOoBaHusi K JOKYMEHTHUPOBaHUIO: He npenbsaBistoTest.

TpeOoBaHusI K yCHIICHUIO:

1) mooxkHO — oOecrieuMBaThCs — yOaJicHHE  OOBEKTOB  (DaiJIOBOM  CHCTEMBI,
UCTOJIb3YEMbIX ~ CPEACTBOM BHUPTyaJM3allid, IIyTeéM MHOTOKPATHOM TIepe3arucu
YHHUTOXKAEMBIX (CTHPAEMbIX) OOBEKTOB (PaiyIOBON CHCTEMBI CIICITUAILHBIMA OMTOBBIMH
MOCIIEI0BATETLHOCTSIMU;

2) TOJDKHA OOECIICUMBATHCS M3OJLSIIUSL O0JIACTH TAMSITH BUPTYaJIbHBIX MAIH
MyTeM MMPUMEHCHNST MEXaHU3MOB YITPABJICHHSI TIAMSITHIO aIllapaTHOM IIaT(OpPMBI;

3) foJDKeH ~ 00eCHeuyrBaThbCs  KOHTPOJb — LIEJIOCTHOCTH — 00jacTell  maMsITH
BUPTYaJIbHBIX MAIIHH TI0 3aIPOCy TOCTEBOM OIMEPAITMOHHON CHCTEMBI.

Peanmzanusi B MH(pOPMALIMOHHOI cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3CB.7 + + +
Ycunenue 3CB.7
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3CB.8 UnenTudukanus u ayreHTHGUKAIUS B CPeie BUPTYyAIU3alMU

Hean: VckimoueHre HECaHKIIMOHUPOBAHHOTO JIOCTYMa CYOBEKTOB JOCTYyIIa,
HE TMPOIIEANINX HICHTU(PUKAIMIO U ayTeHTU(PHUKALUIO, K 00BEKTaM JIOCTYyIa B Cpefe
BUPTyaJIM3aLIUU.

TpeGoBanusi k peanusanum: JlomkHa oOecreunBaThcs  UACHTHU(GUKAIISL
U ayTeHTU(UKauUs CyOBEKTOB JOCTyNa B CpeAe BHUPTyaIM3alldd B COOTBETCTBUU
¢ mepamu 3anuTel uHGopmaruu MAD.1, MAD.3, B ToM uucre:

Ppa3pabOTUMKOB BUPTYAIbHBIX MaIIUH;

aJIMUHUCTPATOPOB 0€30MACHOCTH CPEICTB BUPTYATU3ALIUU;

aIMUHUCTPATOPOB CPEACTB BUPTyaTU3AIUY;

aIMUHUCTPATOPOB BUPTYaTbHBIX MAIlIH;

aIMUHUACTPATOPOB XOCTOBBIX OMEPAITUOHHBIX CUCTEM;

aAMUHHCTPATOPOB CPEACTB BBIYUCIUTENBHON TEXHUKH, C HCIOJIb30BAHHEM
KOTOPBIX oOecnieynBaeTcsl GYHKIIMOHUPOBAHUE CPEJIbl BUPTYaTU3alIUU.

VYkazaHHble Mepbl 3alUThl MH(DOPMAIMKA PEATM3YIOTCS 3a CUeT MPUMEHEHHUS
B UH(POPMAITMOHHON CHCTEME BCTPOCHHBIX B CPEJICTBA BUPTYAIM3AIIUH U (UJTH) XOCTOBBIC
OTEpaIlMOHHBIE CUCTEMbI MEXAHU3MOB OE30MTaCHOCTH.

TpeOoBaHusi K JOKYMEHTHPOBAHHMIO: B 3KCIulyaTallMOHHON JOKYMEHTAllMM Ha
MH(OPMAITMOHHYIO CHUCTEMY JIOJDKEH OBbITh OmNpejesieH MOPSAOK UICHTU(UKAIUU
Y ayTeHTU(UKALIMU CYOBEKTOB JIOCTYTA B CPEIC BUPTyaIU3aLIMH.

TpeOoBaHusI K yCHIIEHUIO:

1) mokHa obecreuMBaThCsA HMACHTH(HKAIUMSA OOBEKTOB JOCTyNa  CPEIbI
BUPTYyaJIU3AIIH:

BUPTYaJIbHBIX MAIIIWH;

CPEACTB BUPTyaIu3alluu;

CPEACTB BBIYMCIUTEIBHON TEXHHKHU, BXOASIIMX B COCTaB BUPTYaJIbHOMN

MHDPACTPYKTYPHI.
Peanuzanusi B MH(pOPMALIMOHHOM cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3CB.8 + + +
Ycunenue 3CB.8

3CB.9 YnpaB/jieHue BUPTYyaJbHBIMU MAIIMHAMH

Hean: ObecrieueHne EHTPAIM30BAHHOTO YIpaBieHUs 00pa3aMy BUPTYaJbHbBIX
MAIllMH U BUPTYaIbHBIMU MallIMHAMM.

TpeGoBanus k peasmuzanuu: [Ipy nprMeHeHUN CPEICTB BUPTYAIM3AIMH JOTKHBI
o0ecTieunBaThCS YITPABICHNE Pa3MEIICHUEM 1 TIEPEMEIIICHUEM:
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(baiinoB-00pazoB BUPTYyaAJIbHBIX MAIIUH MEKIY HOCUTEISIMU (CUCTEMaMH XpaHEHHUs
JTAHHBIX );

UCTIOJIHSIEMBIX BUPTYaIbHBIX MAIIMH MEXKIY CEpBEpaMU BUPTYyaTU3alnY;

JAHHBIX, 00pabaThIBAEMBIX C HCIIOJIB30BAHUEM BHUPTYATbHBIX MAIlMH, MEXITY
HOCUTEJISIMU (CUCTEMaMH XPaHEHHUSI JAaHHBIX ).

[Tpu mpuMeHeHUN CPENICTB BUPTYATU3AINH JOJDKEH 00SCTIeYMBATHCS KOHTPOJIb
3a MEepeMEIICHUEM BHUPTYaJIbHBIX MAIUMH 32 Mpefeibl MH(OOPMAIMOHHON CHCTEMbl
(cerMeHTOB UHGOPMAITMOHHOM CHCTEMBI) U (vrm) nH(pOpMaITMOHHO-
TEJICKOMMYHUKAIIMOHHON MH(GPACTPYKTYpPHI, HA 6a3e KOTOPOH OHU (PYHKITMOHUPYIOT.

VYnpasienue nepeMelieHueM BUPTYaJbHBIX MAllliH M 00padaThIBAMbIX Ha HUX
JAHHBIX JOJDKHO OO0ECTIeYMBATHCS TOJBKO C TPUMEHEHHEM TEXHUYECKUX CPEICTB,
BXO/JISIIIUX B COCTaB MH(OPMAIIIOHHON CUCTEMBI.

VYkazaHHble Mephl 3alllUThl MHQOpPMALIUK PEATU3YIOTCSl 3a CYET MNPUMEHEHUS
B UH(POPMAITMOHHON CHCTEME BCTPOCHHBIX B CPEJICTBA BUPTYAIM3AIIUM U (UJTH) XOCTOBBIC
OIEPAITUOHHBIEC CUCTEMbI MEXaHI3MOB 0€30MTaCHOCTH.

TpeOoBaHusi K JOKyMEeHTHPOBaHUIO: He npeabsaBisitoTcs..

TpedoBanusi k ycwiienuio: He npenbsaBisitores.

Peasmmsauust B uHGOpMaLlnOHHOM cucTeMe:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3CB.9 + +
Ycunenune 3CB.9

4.5. 3amuTa TeXHOJI0Tuil KOHTeHepHBbIX cpel U ux opkectpauuu (3KO)
3KO.1 KoHTpOJIb 11€JIOCTHOCTH B KOHTEHHEPHBIX Cpeaax

Hean: OGecrieueHne IETOCTHOCTH CPEICTBA KOHTEWHEpU3aIlMK, KOHTEHHEPOB
1 UX 00pazoB.

TpeooBanusi k peanuzanmu: [I[py npuMeHEHNN CpEACTB KOHTEWHEPHU3ALUN
JOJDKEH  00eCreuMBaThCsl  €KCHENCNbHBIM WM ¢ MEHBIIEH MEepUOJUYHOCTHIO,
yCTaHaBIMBaeMOM B WH(QOPMAIMOHHOM  CHUCTeME,  KOHTPOJb  OTCYTCTBUS
HECAHKIIMOHUPOBAHHBIX M3MEHEHHI B 00pa3ax KOHTECHHEPOB U B MCIIOIHIEMBIX (haiiax
KOHTEUHEPOB.

VYka3zanHas Mepa 3amuThl WHOOpPMAIUU peaTn3yeTcsl 3a CYET MPUMEHCHUS
B WH()OPMAITMOHHOW CHUCTEME BCTPOCHHBIX B CPEJICTBA KOHTCHHEPHU3AIIUN U XOCTOBBIC
OIEPAIMOHHBIE CUCTEMBI MEXaHU3MOB 0€30MaCHOCTH.

TpedoBaHusi K JOKYyMEeHTHUPOBAHMIO: He npeabsBisitoTCsl.

TpeOoBaHusi K yCUJICHUIO:

1) nowkeH oOecIieunBaThCs SKEHEACTbHBI WM ¢ MEHBIICH TEePHOIUIHOCTHIO,
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yCTaHAaBIMBaeMOW B MHPOPMAIMOHHOM  CUCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIIMOHUPOBAHHBIX W3MEHEHWH B  UCHOJNHSAEMbIX  (Qaillax MmporpaMMHOIO
o0ecrieueHus1 XOCTOBOM OTEpaIlIOHHON CUCTEMBI M CPEJICTBA KOHTEHHEpU3aIlUH;

2) NOJDKeH 00eCIeunBaThCs SKEHECTBHBIA MM ¢ MEHBIICH IMEPUOMIHOCTBIO,
yCTaHABIMBaeMOW B  WH(POPMAIIMOHHOW  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAHKIIMOHUPOBAHHBIX M3MEHEHUM B IapaMeTpax HACTPOWKH XOCTOBOW ONEPaliMOHHON
CUCTEMBI U CPEACTBA KOHTEHHEPU3ALINY;

3) MODKHO 00ECIeUMBATLCS BBISBICHUE 3allyCKa KOMIIOHEHTOB MPOTPAMMHOTO
oOecrieuyeHuss XOCTOBOM OMEpPallMOHHON CHUCTEMBbI U CpEICTBAa KOHTEHHEpH3alluH,
LIEJIOCTHOCTh KOTOPBIX HAPYILICHA,

4) noikeH o0OecreunBaThCsl KOHTPOIb OTCYTCTBUSI  HECAaHKIIMOHHPOBAHHBIX
M3MEHEHUI B 00pa3ax KOHTEHHEPOB ¢ UCIOJb30BAHUEM CBUJIETEIHCTB MOAJIUHHOCTU
(B ToM uyucie HUPPOBBIX CUTHATYp MPOU3BOAUTENS WJIM HHBIX CBUAECTEIHCTB
NOJJIMHHOCTH MOJYJIeH) IpH yCTaHOBKE 00pa3oB KOHTEHHepa B MHPOPMAIMOHHON
CUCTEME;

5) momkeH oOecrieYnBaThCsl SKCHEICTBHBIA WM C MEHBIICH MEePUOIUYHOCTHIO,
yCTaHaBIMBaeMOW B MH(OPMAIIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIMOHUPOBAHHBIX M3MEHEHM B 00pa3ax KOHTEMHEpPOB M B IapaMerpax
HAaCTPOMKM CpEACTBA KOHTEWHEPH3allMM C  MCIIOJIb30BAaHUEM  CBHUJETEIIBCTB
MOJJIMHHOCTA (B TOM 4Hclie UU(POBBIX CHUTHATYP MPOU3BOAMUTENS WM HMHBIX
CBUJIETEIBCTB MOJJIMHHOCTH MOJYJIEH);

6) M10/DKHO 00ecreunBaThCS BBISBICHHE 00pa3a KOHTEHHepa, IeIOCTHOCTD
KOTOPOTr'0 HapyLIEeHa;

7) nokHa oOecrednBaThCs  OJOKMpPOBKAa 3amycka oOpa3a KOHTEiHepa,
L[EJIOCTHOCTh KOTOPOTO HAapylleHa, U KOMIIOHEHTOB MPOTPAMMHOIO OOECeUEeHHs
XOCTOBOW OINEPAIMOHHOM CHUCTEMBI M CPEICTBA KOHTEMHEPHU3AlMH, LIEJIOCTHOCTH
KOTOPBIX HapyIlIeHa.

Peanusanust B TH(POPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmaIuu K3 K2 K1
3KO.1 + + +
Ycunenue 3KO.1 1,2 1,2,3,4,5,6

3KO.2 Perucrpauusi coObITHI1 0€30IIACHOCTH B KOHTEHEPHBIX Cpeaax

Hean: Onpeneneane cocTtaBa ©  couepkaHus WHGOPMAIMA O  COOBITHSX
0€30MacHOCTH, MOAJIEKAIIUX PETUCTPALIMU B KOHTEHHEPHBIX Cpeiax.

TpeooBanusi Kk peanu3anmm: [I[py NpuMEHEHNMH KOHTEHMHEPHBIX CpEl JOJDKHA
o0ecrieunuBaTbCcsl B COOTBETCTBMM ¢ Mepamu 3anmrthl uHpopmaimu PCh.l1 — PCB.5
perucTpanys CiaeayIorX COObITHI 6€30MacHOCTH:
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MOMBITKM  OCYLIECTBJIEHHSI ~HECAHKIIMOHUPOBAHHOTO JIOCTylla K  CpPEACTBY
KOHTEWHEPU3ALINY;

TMOTBITKY ayTEHTU(PHKAIIMY TTOJIb30BATENEH CPEJICTB KOHTEHHEPU3AIINY;

co3aHue, Moau(UKaIKs U yaalleHne 00pa3oB KOHTEHHEPOB;

MOJTyYEHHUE JOCTyna K 00pa3aM KOHTEHHEPOB,;

3aIlyCK M OCTAaHOBKA CPEACTBA KOHTEMHEPHU3ALMH C YKa3aHHUEM IPUYHHBI OCTAHOBKH;

3aITyCK U OCTAaHOBKA KOHTEMHEPOB C YKAa3aHUEM IPUYHUHBI OCTAHOBKU;

M3MEHEHNE HA3HAUYEHUS POJIEH;

MOTU(HUKALINS 3AITyCKAEMbIX KOHTEHHEPOB;

BBISIBJICHHE M3BECTHBIX YSI3BUMOCTEH B 00pa3aXx KOHTEHHEPOB U HEKOPPEKTHOCTH
UX KOH(UTYypaLuy;

(baxThl HapyIIEHUS LEIOCTHOCTH OOBEKTOB KOHTPOJISL.

Kpome Toro, momxHa oOecneuumBaThCS PErHCTpalvs COOBITHIA 0€30MacHOCTH,
OTHOCSIIMXCA K (YHKUIMOHMPOBAHUIO KOHTEWHEpa, C YyKa3aHUEM HJIEHTU(PHUKATOPA
KOHTEUHEpA.

VYkazaHHble Mepbl 3alUThl MH(DOpMAIMU PEATM3YIOTCS 3a CUET MPUMEHEHHUS
B MH(OPMALMOHHOM CHCTEME BCTPOEHHBIX B CPEJCTBA KOHTEHHEPHU3ALMU M XOCTOBBIE
OIEPAIIMOHHBIE CUCTEMBI MEXaHU3MOB OE€30IaCHOCTH.

TpeOoBaHusi K JOKYMEHTHPOBAHHMIO: B 3KCIulyaTallMOHHON JOKYMEHTAllMM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITh ONpeneNieHbl TPEOOBaHUSI K PErUCTPALUU
COOBITHIA 0€30MACHOCTH MTPU NPUMEHEHUHN KOHTEHHEPHBIX CPEI.

TpeooBanus k ycuienuro: He npeabssisitorcs.

Peanusanusi B TH(POPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
3KO0.2 + + +
Yceunenne 3KO.2

3KO.3 YnpasieHue 10CTyIIOM B KOHTEHHEPHBIX cpeaax

Henb: VckmoueHne HECAHKIIMOHUPOBAHHOTO JIOCTYNa K OOBEKTaM 3allluThl
B KOHTEUHEPHBIX CpEIax.

TpeOoBanusi k peaym3anum: [[py NpUMEHEHUHM KOHTEUHEPHBIX Cpell JOJHKHO
o0ecrieunBaThC B COOTBETCTBUM ¢ Mepamu 3amuTbl nHbopmarmu YIIA.1 — VII.4
YIPABIICHUE JOCTYIOM IIOJIB30BATENIEH CPEICTBA KOHTEMHEPU3ALMM, & TAKXKE HWHBIX
CYOBEKTOB JIOCTYIa K KOHTEHHEpaM 1 UX 00pazam.

VYkazaHHble Mepbl 3alIUThl UHPOpPMALMK PEATU3YIOTCSA 3a CYET NMPUMEHEHUS
B MH(POPMAIIMOHHON CHUCTEME BCTPOEHHBIX B CPEJCTBA KOHTEHHEPHU3ALMU U XOCTOBBIE
OIEPAIMOHHBIE CUCTEMbI MEXaHU3MOB 0€30MaCHOCTH.

TpeGoBanusi K JOKYMEHTHPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKyMEHTalUy
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Ha MHQOPMAIMOHHYIO CHCTEMY JOJDKHBI OBITh OIPEAETECHbl MOJAEIU YIPABICHUS
JOCTYIIOM B KOHTEHHEPHBIX CpesiaX, IPUMEHSEMbIX B MUH(POPMALIMOHHON CUCTEME.
TpeodoBanusi k ycwiienuio: He npenbsaBistores.
Peasmmsauust B uHGoOpMalLlMOHHOM cucTeMe:

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
3KO.3 + + +
Ycunenne 3KO.3

3KO.4 Pe3epBHoe KOMMPOBaHUE B KOHTECHHEPHBIX CpeAax

Hesn: ObecrieueHe  BO3MOXKHOCTH ~ BOCCTAHOBJIEHHMS  (DYHKIIMOHUPOBAHMS
KOHTEHHEPHOU cpe/ibl MHPOPMAIIOHHON CUCTEMBI.

TpeooBanusi k peasm3anum: [[py nMpuMEHEHNN KOHTEWUHEPHOM Cpeabl JOJHKHO
o0ecIeunBaThCs PE3EPBHOE KOMMPOBaHUE 00PAa30B KOHTEUHEPOB.

VYkazaHHas Mepa 3auuThl UHQOpMALUU PEANTU3YIOTCS 3a CUET NPUMEHEHUs
B MH(OPMALIMOHHON CUCTEME CPEJICTB PE3EPBHOIO KOIMPOBAHUSI.

TpeGoBanusi K HJOKYMEHTHPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKyMEHTalUN
Ha MHQOPMAIMOHHYIO CHUCTEMY JOJDKEH OBbITh ONpENEeNeH MOpSAOK PE3epPBHOIO
KOIMPOBAHMSI KOHTEHHEPHOM CPEIbI.

TpeOoBaHusI K yCHIIEHHIO:

1) momKHO 00ECTICUMBATBECSl PE3CPBHOC KOIMPOBAHUE IMAPAMETPOB HACTPOHKH
CPEACTB KOHTEMHEPU3ALINH;

2) MODKHO 00CCIICUMBATBCS PE3CPBHOE KOMMPOBAHHE CBEICHUN O COOBITHSAX
0€30MacHOCTH B cpejie KOHTEIHEepU3allnu.

Peanusanust B TH(POPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
3KO.4 + + +
Yceunenne 3KO.4

3KO.5 U30as11ius1 KOHTEiHEPOB B KOHTEIiHEPHOIi cpeje

Heas: [IpenoTepalieHne HECAHKIMOHMPOBAHHOTO JOCTYIIA U3 OJHOTO KOHTEUHEPA
K pecypcam JIPyrux KOHTEHHEPOB U XOCTOBOW ONEPALTMOHHON CUCTEMBI.

TpedoBanus k peajuzauun: B KOHTEIHEPHOI cpefie JOKHBI 00eCTICUnBATHCS:

U30JIALMS 00J1acTell MaMATH, OTHOCSIIMXCS K PA3IMYHbIM KOHTEHHEpaMm;

HEJOCTYIMHOCTh 3alMUCH B KOPHEBYIO (aillloByl0 CHCTEMY XOCTOBOM
ONEPAaLMOHHON CHUCTEMBI ISl MPOrPAMMHOI0 OO€CIEUYEHUs], BBIMNOJIHAEMOrO0 BHYTPH
KOHTEUHEPA,

OrpaHMYEHHUE TMIPaB TMPOrPaMMHOIO OOECIEYEHUs, BBIMNOIHIEMOr0 BHYTpPHU
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KOHTEIHEpa, Ha UCIIOJIb30BaHME NepudepUiHbIX YCTPOUCTB, YCTPONUCTB XpaHEHHUS JAHHBIX
U ChEMHBIX MAIIMHHBIX HOcUTeNel MHpopMaluu (OJIOUYHBIX YCTPOMCTB), BXOJSIIUX B
COCTaB MH(POPMAITMOHHON CUCTEMBI;

OrpaHUYEHHE IMpaB MPOrPAMMHOrO OOECIEUEHHUs], BBINOJHAEMOrO0 BHYTPH
KOHTEHHEpa, Ha UCIIOJIb30BAHNUE BBIYMCIUTEIBHBIX PECYPCOB (ONEPATUBHOMN MAMSTH,
orepaluii BBO/Ia-BbIBOJIA 3a IEPUOJI BPEMEHHU ) XOCTOBOM ONEPAIMOHHON CUCTEMBI.

VYkazaHHble Mepbl 3alUThl MH()OpMAIMK PEATM3YIOTCS 3a CUET MPUMEHEHHS
B MH(OPMAIIMOHHON CHUCTEME BCTPOEHHBIX B CpPEICTBA KOHTEWHEPU3AIIMU U XOCTOBBIC
OIEPAITMOHHBIE CUCTEMBI MEXaHU3MOB OE€30ITACHOCTH.

TpedoBanusi K JOKyMeHTHPOBaHMIO: He pebsaBIstoTCs.

TpeOoBaHuUs K YCHIICHUIO:

1) nomkHa oOecreYHBaThCS

M30JISIUUS TPOCTPAHCTB UAECHTU(UKATOPOB MPOLIECCOB KOHTEHHEPOB;

U30JAMs  IIPOCTPAHCTB MMEH JUId  MEXKIPOLIECCHOIO  B3aUMOJCHCTBUSA
KOHTEHWHEPOB;

U30JIALMS IPOCTPAHCTB UMEH JUIA I10JIb30BATENEN U TPYII KOHTEUHEPOB;

U30JIALMS IPOCTPAHCTB UMEH XOCTOB U JOMEHOB KOHTEHHEPOB;

M30JIALMS CETEBBIX IPOCTPAHCTB UMEH KOHTENHEPOB;

W30JIALMS TPOCTPAHCTB UMEH ISl HEPAPXUU KATAIIONOB KOHTEUHEPOB.

Peasmmsauus B uHGoOpManoOHHON cucTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3KO0.5 +
Ycunenue 3KO.5 1 1

3KO.6 Unentudpurkanus u ayreHTUHGUKALNUA B KOHTeiHEPHOH cpeje

Heab: VckmoueHne HECaHKIMOHUPOBAHHOTO JIOCTyMa CYOBEKTOB JOCTYIIA,
HE TMPOUIeINIMX WICHTUPHUKAIMIO U ayTeHTU(UKAIMIO, K OOBEKTaM JOCTyna
B KOHTEUHEPHOM CpEIE.

TpeOooBanusi k peamm3anuu: J[owkHa oOecneunBaTbcsi B COOTBETCTBUU
¢ mepamu 3auThl HHPopmarmu MAD.1, UAD.3 uneHTupUKAUS U ayTeHTHPUKAIHS
MOJIB30BATENEH, PEATTU3YIOLINX CIICYIOIINE POJIM B KOHTEUHEPHOM Cpelie:

pa3paboTuuK 00pa30B KOHTEHHEPOB;

aJIMUHUCTPATOpP O€30MacCHOCTH CPEACTB KOHTEHHEPHU3ALIUH;

aJIMUHHUCTPATOP CPEACTB KOHTEHHEPU3aLINN;

aJIMUHUCTPATOP XOCTOBOM OMEPALIMOHHON CUCTEMBI.

VkazaHHas Mepa 3amuThl MHGOpPMAILMM pEaTM3yeTcs 3a CYET NPUMEHEHHS
B MH(OPMAIIMOHHON CHUCTEME BCTPOEHHBIX B CPEICTBA KOHTEWHEPU3AIlMU U XOCTOBBIE
OTEpaIMOHHBIE CUCTEMBI MEXaHI3MOB 0O€30MaCHOCTH.
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TpeOoBanusi K JOKYMEHTHPOBAHMIO: B 5SKCrulyaTallMOHHON JOKYMEHTalluu
Ha MH(OPMAIIMOHHYIO CHCTEMY JOJDKEH OBITh OINpelesieH MOPSIOK HICHTU(DUKAIIH
U ayTeHTU(UKAIK CyObEKTOB JJOCTyIa B KOHTEHHEPHOM cpejie.

TpeGoBaHus K yCHIICHHMIO:

1) nomkHa oOecrieunBaThCs UACHTU(UKAIUS B KOHTEHHEPHOH Cpe/ie CIIeTYOIIX
00BEKTOB JOCTYMA:

o0Opa3bl KOHTEHHEPOB;

KOHTEUHEPBI,

CpPEACTBAa KOHTEMHEPU3ALIH.

Peanusanust B TH(pOPMALIMOHHOM cUcCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
nH(popmManuu K3 K2 K1
3KO0.6 + + +
VYcunenne 3KO.6

3KO.7 YnpasiieHue KOHTeiiHepaMu U UX o0pa3amu (OpKecTpaLus)

Hesn: ObecrieueHne LEHTPAIM30BAHHOTO YIPABICHUS KOHTEHHEpaMH W UX
oOpa3aMu B KOHTEHHEPHOM cpefie.

TpeGoBanus k peajnu3auum: B KOHTEIHEPHOI cpefie JOKHBI 00eCTIeUnBaThCS:

co3laHue, Moau(UKalMs, XpaHeHue, TMOJy4YeHHe U yJaleHue o0pa3oB
KOHTEWHEPOB;

WHBEHTapu3alyisi KOHTEHHEPOB U UX 00pa30B;

yIpaBJICHHE PAa3MEUICHHEM M TepeMelieHueM (PaiinoB-00pa3oB KOHTEWHEPOB
MEXKTy HOCUTEIISIMU (CICTEMaMU XpaHEHUS TAHHBIX );

YIIPaBJICHUE Pa3MEILIEHUEM U MEPEMELICHUEM UCTIOJIHAEMBIX KOHTEIHEPOB MEXKIY
cepBEpaMu KOHTEHHEPHU3ALINH;

yIpaBjieHUE pa3MEIIEHHEM U TEpeMEICHUEM JIaHHBIX, 00pabaThIBAEMBIX
C UCMOJIb30BaHHEM KOHTEHHEPOB, MEXKTy HOCUTEISIMHU (CUCTEMaMU XPaHEHUs! JAHHBIX ).

B konTeliHepHOU cpene J0JKEeH 00ecreunBaThCsl KOHTPOJIb 3a MepeMelieHUEM
UCMOJIHAEMbIX KOHTEHHEPOB 3a TMpelesbl WHPOPMAIUMOHHOM CUCTEMBbI (CETMEHTOB
MHPOPMALMOHHONW CUCTeMBbI) W (WIM) UHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM
UHDPACTPYKTYPHI, Ha Oa3e KOTOPOH OHHU (PYHKITMOHUPYIOT.

VYnpasnenue o0pazaMu KOHTEHHEPOB JOIDKHO 00eCTIeunBaTh pa3MellieHne 00pas3oB
KOHTEHHEPOB, 3allyCKaeMbIX B paMKaX MH(QOPMAIIMOHHON CHCTEMBI, TOJIBKO Ha pecypcax
TEXHUYECKUX CPEJICTB, BXOAAIIMX B COCTaB MHPOPMAIIMOHHON CUCTEMBI.

VYka3aHHbIE Mepbl 3allUThl MHPOPMALMK PEATU3YIOTCSl 32 CYET NPUMEHEHUS
B MH(QOPMALMIOHHOW CHCTEME BCTPOECHHBIX B CPEJCTBA KOHTEHHEpU3AlMM M XOCTOBBIE
OIEpPALOHHBIE CUCTEMbI MEXaHU3MOB O€30I1ACHOCTH.

TpeGoBanusi K JOKyMeHTHPOBaHMIO: He npebsaBIistoTCs.
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TpedoBanusi k ycwiienuio: He npenbsaBisitores.
Peanusamust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
3KO.7 + + +
Yceunenne 3KO.7

3KO.8 BoisiBjIeHHe 1 yCTPaHeHHe YI3BUMOCTel B KOHTeHHEPHOii cpee

Heas: [IpenoTepaiieHre HECAHKIMOHUPOBAHHOTO JIOCTYIIA K KOHTEMHEPHOU cpeie
3a CYET IKCILUTyaTalluH YsI3BUMOCTEN 00pa30B KOHTEHHEPOB.

TpeooBanusi k peanu3zanmu: [Ipy npuMeHeHWN CpPEACTB KOHTEWHEPHU3ALUU
JIOJDKHBI 00€CTIeUnBATHCS:

BBISIBJICHUE  M3BECTHBIX  YA3BUMOCTEM  MpU  CO3/IaHUM,  YCTAHOBKE
B MH(POPMAIIMOHHYIO CUCTEMY M XpaHEHUH OOpa30B KOHTEWHEPOB BO B3aUMOJCHCTBUM
CO CPEICTBOM KOHTPOJISL M aHAJIM3a 3AILUIIEHHOCTH HAa OCHOBE CBEACHUIL, COACPIKAILIXCS
B OaHke AaHHBIX yrpo3 Oe3zomacHoctu nHpopmaimu @CTIK Poccun, a Takke B MHBIX
HCTOYHMKAX, COJIEPKAIX CBEICHUS 00 N3BECTHBIX YSI3BUMOCTSIX;

OTIOBEIICHWE O BBIABICHHBIX YSA3BUMOCTSX aJMUHHCTpaTopa Oe30MacHOCTH
MH(POPMAITMOHHON CUCTEMBI.

yCTpaHEHHE BBISIBJICHHBIX YSI3BUMOCTEN 00pa30B KOHTEHHEPOB.

BrisiBiieHHEe W3BECTHBIX  YSA3BUMOCTEM B 00pa3zax KOHTEHHEPOB JIOJIKHO
OCYILECTBIISITHCS HE PEXE OHOIO Pa3a B MECHLI.

TpeOoBanusi K JOKYMEHTHPOBAHMIO: B 3KCrulyaTallMOHHOM JOKYMEHTallMU
Ha HH(DOPMAIMOHHYIO CHCTEMY JOJDKEH OBbITh ONpeAeicH TMOPSIOK BbISBICHUS
Y YCTpaHEHUs ySI3BUMOCTEN B 00pa3ax KOHTEHHEPOB.

TpeOoBaHusI K yCHIICHHIO:

1) BBISIBIICHHE W3BECTHBIX YSI3BUMOCTCH B 00pa3aX KOHTEHHEPOB JOJDKHO
OCYILECTBIISITHCS HE peXe OHOTO pas3a B HEJEIIO;

2) TOJDKHO OBITh 3alpelleH0 CO3/1aHke O0pa3oB KOHTEHHEPOB, COJCPIKAIINX
W3BECTHBIC YS3BUMOCTH KPUTHUECKOTO M BBICOKOTO YPOBHSI OINACHOCTH, WIH, B CIIydae
HEBO3MOYKHOCTH YCTPaHEHUsI YSI3BUMOCTEH, B UX OTHOIICHUU JOJDKHBI OBITH MPUHSTHI
MEPBIL, TPEIOTBPAIAIOIINE HX IKCILTyaTaIHIO.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
3KO0.8 + + +
Vceunnenne 3KO.8 1,2 1,2
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4.6. 3amuTa cepBHCOB 3J1eKTPOHHOM mouThl (3I11)
33I1.1 3amuTra SUUKOB U COOOIIEHUI JJIEKTPOHHOM MOYTHI

Heap: McknroueHne  BO3MOXKHOCTM ~ HECAHKIIMOHMPOBAHHOTO  JIOCTyHa
K OOBEKTaM D3JIEKTPOHHOW IMOYTHI (SIIIIUKAM M COOOIIEHUSM DJICKTPOHHOW IOYTHI)
uH()OpMAIIMOHHOM cHCTEMBI (MHGOPMAIIMOHHON HHPPACTPYKTYPHI Oreparopa).

TpeGoBanus k peanuzanum: J[OKHBI OBITH PEATM30BAHbBI CIETYIONTUE MEPbI
3aIUTHl UHPOPMAIUH 1J1s1 00ECTICUEHUS 3aIUThI SIIUKOB U COOOIIEHUHN 2JIEKTPOHHOU
MOYTHI:

MEePUOINYCCKANA aHATN3 (AyJUT) SITUKOB DSJCKTPOHHOW IMOYTHI HA HAIMYUE
ALTUKOB, TOUICKAIINX YIAICHUIO;

peructpanus  COOBITMM  0O€30MacHOCTH,  CBSI3@HHBIX €  JICHCTBUSIMU
MOJIb30BATENICH CEPBUCOB AJIEKTPOHHON MOYTHI B COOTBETCTBUU C MEpamMH 3allUThI
undopmaruu PCh.1 — PCB.5.

TpeGoBanus k 10OKyMeHTHPOBaHUIO: He npenbsaBistoTCs.

TpeOoBaHus K yCHIICHUIO:

1) momkHO 00ecIeYnBaTHCSI ABTOMAaTHYECKOE OJIOKMPOBAHUE JIOCTYIA K SIUKAM
AIIEKTPOHHOM TIOYTHI TIOCIIE YCTAHOBJIGHHOTO BPEMEHH WX HEUCIOJIb30BaHUs
(HEaKTUBHOCTH);

2) TOJDKHO OBITH  00ECTIICUEHO MEPHOANYECKOE PE3epPBHOE KOIMUPOBAHHE
COJIEP’KUMOTO SIIIUKOB JIEKTPOHHON MOYTHI.

Peasmzanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
30I1.1 + + +
Yeunenne 30I1.1

3311.2 YupasJjieHune J0CTYIIOM MOJIb30BaTe el

Hean: VckmoyeHne HECAaHKIMOHUPOBAHHOTO JJOCTYIA K 00bEKTaM 3JIEKTPOHHOU
MOYTHI (ALIMKAM U COOOIICHHSIM 3JEKTPOHHOU MOUTHI) UH(OPMAIIMOHHONW CHCTEMBI
(nHbOpMATOHHON MHPPACTPYKTYPHI OTIEpATOPa).

Tpe6oBanus k peanuszanuu: J[OOKHBI OBITH PEATM30BAHBI CICTYIONTUE MEPHI
3auUThl MHGOpPMAUUK JUIs OOECTeUeHHUs 3allUThl SUIMKOB 3JIEKTPOHHON MOYTHI
U COOOIICHUI 2JIEKTPOHHOM MOYTHI:

JOCTYIl ~ TOJIb30BaTeJNe K  SIIMKaM  JJIEKTPOHHOM  TOYTHI  JIOJDKEH
OCYUIIECTBIISITHCA nociie IPOXOKIEHUS POLETYPHI UACHTU(UKALIH
U ayTeHTU(pUKauu;

uaeHTu(UKaIKs U ayTeHTU(UKALK MOJB30BaTeNe MpHU JOCTYyNE K SALUKaM
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AJIEKTPOHHOM MOYTHI B COOTBETCTBUM C Mepamu 3amuTbl uHpopmauuu HNAD.1,
NAD.3.

Joctyn cyOBEeKTOB JOCTyMa K OOIIMM (TPYHIOBBIM) SIIAKAM AJICKTPOHHOMN
IIOYTBl W TpyHHaM pPacChUIKA JOJDKEH OCYIIECTBIATBCA II0  COIVIACOBAHUIO
C BJIQJIEJIbLIEM TPYIIIIBI SIIMKOB JIEKTPOHHOMN MOYTHI (PACCHLIOK).

TpeOoBaHus K JOKYMEHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeboBanus k ycuwiiennio: He npeabsaBIisitoTcs.

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThl Knacc 3amumnieHnocTa
uH(popmManuu K3 K2 K1
30I1.2 + + +
VYcunenune 3911.2

3311.3 3ammuTa 0T BpeAOHOCHBIX BJIOKECHUI

Hean: Ob0ecrnieueHrne aHTUBUPYCHOM 3alIUTHI OOBEKTOB 3JEKTPOHHOM MOYTHI
(IUIUKOB ¥ COOOIIEHUI AJIEKTPOHHOM MOYTHI), BKITIOYAIOIIICE:

OOHapyXEHUE KOMIIBIOTEPHBIX MporpaMM JIMOO HHOW KOMITBIOTEPHOI
uHopMaIuy, TpPEeIHA3HAYCHHBIX IS HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS,
OJIOKUpOBaHUs, MOJU(MUKAIIMU, KOMUPOBAHUA KOMITBIOTEPHON HWH(OpMalUK WK
HEUTpaM3aIlluu CPEICTB 3alUThl UHGOPMAIMU, COKPBITHS MPHUCYTCTBUS APYTrOro
BPEJOHOCHOTO TPOrPAMMHOT0 0o0ecredeHus: B UH(HOPMAIMOHHON CUCTEME, COKPBITUS
CBUJETENbCTB  HECAHKIMOHHUPOBAHHOIO  JIOCTyma K  JOOBIM  pecypcam
MH()OPMAITMOHHOW CUCTEMBI;

oOecrieyeHue pearupoBaHvs Ha OOHApYy>KEHHE BPEIOHOCHOTO MPOrPAMMHOTO
o0ecrneveHus.

TpeboBanus k peasuszanuu: [{omkHa obecrieunBaThCsl aHTUBUPYCHAS 3allluTa
B COOTBETCTBUU C MEpOH 3amuThl nHpopMannu AB3.2.

JlokeH oOecreunBaThCsl KOHTPOJIh BIOKEHHUH M CCHIJIOK B COCTABE COOOIIEHUN
AJIEKTPOHHOM MOYTHI C UCIIOJIb30BAHUEM MHIUKATOPOB KOMIIPOMETAIIMH, COACPIKALTUX
nHpopmaruto 00 oObekTax W (WW) JEUCTBUAX, KOTOpas CBUIETEIbCTBYET O
peann30BaHHBIX BPEJOHOCHBIX JEHCTBUAX (ONepanusx).

JlomxHO ObITh OOecriedeHo OJOKMpPOBAHUE COOOIIECHUM 3JEKTPOHHON MOYTHI,
coJiep KallnX BIOKEHUS, UMEIOIIHNE Hepa3pelnieHHbIe popMaThl PailioB (BIOKEHHUI).

JlomxHa oOecreuynBaTbCcsi BO3MOXKHOCTh IPOBENCHUSI PETPOCIICKTHBHOTO
aHaJIM3a BJIOXKEHUHN U CCHUIOK paHee MOCTYMUBIINX COOOIICHHUMN AIEKTPOHHOMN MOYTHI
Ha HaJIM4YMe BPEJOHOCHOTO IPOrpaMMHOT0 00eCreyeHusl.

TpeOoBaHus K IOKYyMeHTHPOBaHMIO: He npebsBiastoTcs.

Tpe0oBaHuA K YCHJIEHHIO:

1) KOHTPOJIb BJIOKEHUH, IMOCTYIAIONIUX IOJIb30BATEISAM HH(POPMAITHOHHOM
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CHUCTEeMBl B COCTaBE COOOIICHMI DJIGKTPOHHON IMOYTHI, JOJHKEH OCYIIECTBISATHCS
C HWCIOJB30BaHWEM 3aMKHYTOH CHUCTEMBI (Cpellbl) MPEIBAPUTEIHLHOTO BBIMOTHECHUS
porpaMm («IeCOYHHUIIBI»);

2) TOJHKHO OO0eCIeunBaThCs OJIOKHPOBAaHWE BO3MOXKHOCTH HCIOJIb30BAHUS
3aapXUBHPOBAHHBIX C HWCIOJIL30BAHUEM I1apOJIed BIOKECHWA 1O WX MPOBEPKHU
Ha HAJIMYHAE KOMITBIOTEPHBIX BUPYCOB.

Peanu3zauus B ”HPOPpMALIMOHHOM CUCTEME:

Mepa 3amuTh Knacc 3ammmenHocTr
uHopMaru K3 K2 K1
30I1.3 + + +
Yceunenne 3911.3

3311.4 3ammra oT pUIKHTA

Hean: ObecnieueHrne BBISIBICHUS W OJOKUPOBAHMS COOOUIEHUI 3JIEKTPOHHOM
MOYTHI, COACPIKAIINX MOAJICTbHBIE JaHHBIC U (PUIITMHTOBBIC SJIEMEHTHI, HAIIPABICHHBIC
HA KOMIIPOMETAIMIO YYETHBIX 3alucedl, WM WHOE HECAaHKIMOHUPOBAHHOE
BO3JICICTBHE HA MHPOPMALMOHHYIO cCUCTEMY (MH(POPMAUMOHHYIO MH(PPACTPYKTYpPY
oreparopa).

TpeboBanusa k peanusanuu: JlokeH oOecreuynMBaThCS KOHTPOJIb TEKCTa
cooOmeHust (KOHTEHTA), COJEpIKalIerocsi B COOOIICHWHM AJICKTPOHHOW TIOUTHI,
U CCBUIOK, BEIyIIUX Ha CTOpPOHHHE WH(DOPMAIMOHHBIE PECYpChl, Ha HaIU4He
BPEIOHOCHBIX U (PUIIIMHTOBBIX DJIEMEHTOB.

JlomxkHbI 00ecIIeunBaThC:

dunpTpans CoOOIIEHU DJIEKTPOHHON TOYTHI HAa OCHOBE WH(pOpMAIUU
00 otnpasutene cooOmeHusi (IP-ampeca, moMeHHble uMeHa), B TOM 4YHUCIE
C UCIOJIb30BAHUEM «UYEPHBIX» CIIMCKOB (3alpeIlleHHbIE OTMHpPaBUTENN) W (WIJIH)
«OeTBIX» CIIUCKOB (pa3pelIeHHbIE OTIIPABUTEIN);

bunbTpanys  COOOIIEHUH  AJEKTPOHHOM  MOYTHI O  COACPKUMOMY
C  UCIOJIb30BAaHUEM  KPUTEPHUEB,  MO3BOJSIOIIUX  OTHOCUTH  COOOILIEHHUSA
K (PUIIIMHTOBBIM.

JomxHa oOecreynBaTbCcsi BO3MOXKHOCTb IPOBENCHUS] PETPOCIEKTUBHOTO
aHaJli3a COOOIIEHUH NMEKTPOHHON MOYTHI HA HAJMYKE MOAAETbHBIX JaHHBIX U (WJIN)
(UIIMHTOBBIX 3JIEMEHTOB.

TpeboBanus k JokyMeHTHPOBaHMIO: He npeabsBisitoTCs.

TpeGoBaHus K yCHICHUIO:

1) MOJIKHO OCYIECTBIIATHCS OJIOKUPOBAHHE COOOINECHHUH 3JICKTPOHHOM MOYTHI,
coJiepKalluX NOJIeIbHbIC TaHHbIE U (MJIM) (DUILIMHTOBBIE DJIIEMEHTHI, UJIM TIOMEILIEHHE
UX B KapaHTHH;

2) NOJDKHA OCYHIECTBIATHCA (MIBTpAHS COOOIICHHN DIIEKTPOHHOW ITOYTHI
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Ha OCHOBE penyTalMOHHON nH(popManuu 00 OTIpaBUTENIe COOOIICHHUS;

3) KOHTPOJb COOOIICHUH DJIGKTPOHHON IOYTHI HAa HAIWYUEC (DHUIIHHTOBBIX
AJIEMEHTOB JIOJIKEH OCYIIIECTBIIATHCS C UCIIOIh30BaHUEM 3aMKHYTOM CHCTEMBI (CPEJIbl)
MPEBAPUTEIHHOTO BBIMIOJHEHUS TPOTrPaMM («II€COYHUILIBI» );

4) moJDKHBI 00€CIIeYMBATLCS KOHTPOJIb aJpPECOB AJICKTPOHHOW IOYTHI, C
KOTOPBIX OBIJIO OTIPABICHO COOOIIECHHUE DIIEKTPOHHOM MOUYTHI C IEIbI0 BepuuKaum
aJIPECOB AJIEKTPOHHOM MOYTHI, a TAK)Ke 0OHApYKEeHHE (PAKTOB MOAACIIKH SJICKTPOHHBIX
MIACEM OT JIETUTUMHBIX OTIIPABUTEIICH.

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
30I1.4 +
VYcunenue 3011.4 1 1

39I1.5 3amuTa oT crnama

Hean: [IpenoTBpanienue MOCTYIUICHUS  HE3aMpalIMBAEMbIX  COOOICHUI
AIIEKTPOHHOM MOYTHI (Cl1aMa) MOJIb30BATENSIM HH(POPMALIMOHHON CUCTEMBI.

TpeboBanuss k  peanusanum: J[omken  obecrieunBaThCsi  KOHTPOJb
MOCTYMAIIINX COOOIICHUN SJIEKTPOHHOM TMOYTHI, MO3BOJISIIONINN OOHAPYKUBAThH
He3alpalirvBaeMble COOOLICHMS.

KoHTpons mocTymaroumx COOOMICHUN  DJIEKTPOHHOM  MOYTHI  JIOJDKEH
OCYUIECTBJISITHCSA 3a CUET:

bunbTpau COOOIIEHUN DSJIGKTPOHHOM TMOYTHI Ha OCHOBE WH(MOpMaLUU
00 ormpaButene coobOmienus (IP-ampeca, noMeHHbIE HMEHa), B TOM YHCIE
C UCIIOJIb30BAaHUEM «UYEPHBIX» CIIMCKOB (3alpelleHHbIE OTHpPaBUTENN) W (WIJIH)
«OemBIX» CIUCKOB (pa3pellieHHbIE OTIIPABUTEIN);

bunbTpay  COOOIIEHW  DJIEKTPOHHOM  MOYTHI MO  COACPKUMOMY
C MCTIOIh30BAaHUEM KPUTEPHUEB, MO3BOJISIOIINX OTHOCUTH COOOIIIEHHUS K CIIaMy.

TpeOoBanus Kk JOKyMeHTHPOBaHMIO: He npenbsaBistoTCs.

TpeOoBaHus K yCHICHUIO:

1) Mo/KHA OCYIIECTBIATHCS (DUIBTPAIUS COOOMICHUI 3JCKTPOHHOW IMOYTHI
Ha OCHOBE peIyTaIlMoOHHON nH(OpMaIuu 00 OTIpaBUTENIE COOOIICHUS;

2) MTOJDKHO OBITh YCTAHOBJICHO OrpaHMYCHHE Ha KOJUYECTBO COOOIICHUIt
AJIIEKTPOHHOM MOYTHI, TOCTYIAIOIIMX OT OAHOTO OTIIPABUTEIIS 32 IEPHO]T BPEMEHH, TIPU
MPEBBIIICHUA KOTOPOTO TMOCIEAYIONUE COOOIICHHS DJIEKTPOHHOW TMOYTHI JTOHKHBI
OJIOKMPOBATHCA,

3) NOJDKHBI ~ TIPUMEHSTBCS ~ TEXHOJOTMH,  IO3BOJISIONIME  OJHO3HAYHO
BepU(ULIIUPOBATH a/Ipeca JIEKTPOHHOM MOYTHI, OT UMEHU KOTOPBIX OBLITU OTIIPaBJICHbBI
COOOIIIEHUS.
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Peanu3zauus B ”HPOPMALIMOHHOM cCUCTEME:

Mepa 3ammThl Knacc 3amumnieHnoctn
uHbOpMaIuu K3 K2 K1
39I1.5 + + +
Vcunenne 3911.5

33I1.6 3ammuTa MeTaJaHHBIX U MHOI TeXHU4YeCKOH MHpopManuun
CEPBHUCOB JIEKTPOHHOM MOYTHI

Hean: ObecnieueHre 3alUThHl METAAAHHBIX U HHOW TEXHUYECKOW HHpOpMaluu,
CBA3aHHOM €  (YHKIMOHUPOBAHHWEM CEPBUCOB AJIEKTPOHHOM  MOYTHI, JAJIs
IIPENOTBPALICHUS UX HECAHKIMOHUPOBAHHOI'O UCITOJIb30BAHUS.

TpeboBanusa k peanusanmu: MHpopMallmoHHOE B3aUMOJICHCTBUE MEXKAY
IIOJIB30BATEISIMU  SIIMKOB 3JIEKTPOHHOM IOYTHI M CEPBEPOM 3JIEKTPOHHOW MOYTHI
JOJIKHO OCYILECTBIIATHCS C MCIHOJb30BAHUEM TEXHOJOTHMH U CETEBBIX MPOTOKOJIOB,
00€CIeYnBAIOIIMX COKPHITHE METAJaHHbIX M HMHOM TEXHUYECKOW HH(pOpMaluu,
CBA3aHHOU C (PYHKIIMOHHMPOBAHUEM CEPBUCOB ANEKTPOHHOM MOYTHI.

JloikHO 0o0ecneynBaThCA COKPBITHE METAJaHHBIX W HMHOM TEXHUYECKOU
uH(pOpMalliH, CBSI3aHHOW C (PYHKIIMOHUPOBAHUEM CEPBUCOB 3JEKTPOHHOM MOUTHI,
a UMEHHO:

CIIy>)keOHBIE 3aroJIOBKM COOOIIEHWH DSJIEKTPOHHOM MOYTHL, COJepXKaline
uHpopmanuo 00 HMHPpACTPyKType HUH(MOPMAIMOHHOM CHCTEMBI, a TaKXKe
MPOrpaMMHOM OO€ECIIEYEHUH, C UCIIOJIB30BAHUEM KOTOPOrO OTIIPABIEHO COOOILEHHE
aJIeKTpOHHOU TouTH (Hanpumep, X-Mailer, User-Agent);

CIIy>K€OHBIE 3aroJOBKH COOOIICHUN DJIEKTPOHHOM TMOYTHI, COJEpKaIiue
HHpOpPMAIIMIO O MapiipyTe mepeaadn coodmieHus (Hampumep, X-Originating-IP,
Message-ID).

CoxpbiTe MH(pOpPMAIIMH, COJEpKaIIeCs B CIYKEOHBIX 3arojloBKax, JOJHKHO
OCYUIECTBJISATHCSA OJHUM M3 CJIEIYIOUIUX CIIOCOOOB:

HAaCTpOWKa MapaMeTpoB CepBepa DJJIEKTPOHHOW MOYTHI, IIPU KOTOPOU
oOecrieuynBaeTcss 3amper 3amucd  HMHPOpMalUUU B CIOy>KeOHbIE  3aroJOBKHU
OTIMPABJIIEMbIX COOOILIEHUN FIEKTPOHHOM MOYTHI;

HCIIOJIb30BaHUE MPOMEKYTOUHOTO cepBepa (SMTP-1u1t03 uimm npokcu-ceprep),
MO3BOJIAIOIIETO  MOAMEHSATh WM  yHaisaTh  MHGOPMALMIO,  COAEpPXKAIIyIoCs
B CITY’K€OHBIX 3ar0JI0BKax.

JlomkHa  OBITh  HMCKIIOYEHAa BO3MOXKHOCTh  IOJIy4EHHUS  HMH(POpMAIUH
O CYIIECTBYIOIIMX SIIMKAX OJJIEKTPOHHOM TMOYTHI, COJEPXKAIIMXCA Ha CEpBEpE
AJIEKTPOHHOM MOYTHI, C UCIIOIH30BAHUEM:

3amnpeTa UCIoJIb30BaHMs Ha o4YTOoBOM cepBepe koMaH 1 VRFY/EXPN;

CpeICTBa 3allUThl HH(OPMALUK, TMO3BOJSIOUIETO OJOKHPOBATh 3ampOChl
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Ha TOJIydeHHe HMHGOPMAIMK O CYHIECTBYIONIMX SIIHUKAX 3JIEKTPOHHOM TMOYTHI,
COJIEPIKAILNXCA HA CEPBEPE DIIEKTPOHHOU MOYTHI.

TpedoBanus k JOKyMeHTHPOBaHMIO: He npenbsaBistoTCs.

TpeOoBaHus K YCHICHUIO:

1) cepBep 3JIEKTPOHHOM MMOYTHI, TOCTYIHBIA U3 ceTh «MHTEepHET», HE JOJIKCH
MO/IICPKUBATh TIPUEM U TIEpeiady MOYTOBOTO CETEBOTO Tpaduka, mpeaHa3HaYeHHOTO
JUISL APpYTUX HHGOPMAIIMOHHBIX CUCTEM (JOMEHOB).

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThl Knacc 3amumnieHnocTH
uH(popmManuu K3 K2 K1
39I1.6 + + +
Vcunenune 3911.6

4.7. 3amura Bed-TexHoJorui (3BT)
3BT.1 3amuTa moJib30BaTeJdbCKUX JAHHBIX

Hean: OOecrnieueHne 3alIuThl TMOJIb30BATENIbCKUX JaHHBIX, MEpeaaBaeMbIX,
00pabaThIBaEMbIX M XPAHSIIUXCS B COCTaBE BEO-TPUITIOKECHHUS.

TpeboBanus k peanusaunuu: CereBoe HHGOPMAIMOHHOE B3aUMOJCHCTBUE
MEXIy CcyObeKkTaMH JIocTynma W OOBeKTamMH JocTyna  (IOJIb30BaTeIISIMU
U TPWIOKCHUSAMH) JIODKHO — OCYIIECTBIATHCA  TOCPEICTBOM  IIPOTPAMMHOTO
uHTepdelica TMPUIOKEHUH, 3alluTa JaHHBIX B KOTOPOM  OOecIeYyuBaeTCs
B COOTBETCTBUU C Mepoi 3amuThl nHpopmanmu 3I11.1.

Jloctynm cyOBEKTOB JOCTyNa K IIOJIb30BATCILCKAM JIAHHBIM, XPaHSAITUMCS
B BEO-TIPUJIOKEHHHU, a TaKkXkKe JOCTyNn K (YHKIHUSM BEO-TPUTIOKEHUS JIOJDKEH
OCYIIECTBJISTHCS B COOTBETCTBUU C MepoH 3amuThl nHGpopmanuu YI1/1.2.

CereBoe B3aMMOJEHCTBHE MeEXAy CyObeKTaMHM U OOBEKTaMU JOCTYyIa
(TIOJTE30BATEIISIMH U TIPUIIOKEHUSMH ) JIOTDKHO OCYIIECTBISITHCS C YYETOM MEp 3aIUThI
unpopmanuu 3KC.1 — 3KC.5.

TpeOoBaHusi K JTOKYMEHTHPOBAHMIO: B 3KCIulyaTallMOHHOM JOKYMEHTallUU
Ha MHGOPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITh ONIPEICIICHBI:

00BEKTHI JOCTYIA, COJEPIKAMINECS B BEO-TIPUIIOKEHUU;

MepPEeUYCHb TUIIOB MOJIH30BATENICH BEO-TIPUITIOKECHHUS.

TpeGoBaHus K yCHICHUIO:

1) B uH)OPMAIMOHHOW CHCTEME JOJKHO OBITh HCKIIIOUEHO KIIIUPOBAHHE
M0JIb30BATEJIbCKUX  JAHHBIX, OINpEAeNsieMbIX OIlepaTopoM, B BeO-Opaysepe
(Hanpumep, TMMyTEM MCIHOJb30BaHUS COOTBETCTBYIOUIMX JIUPEKTUB 3arojIOBKOB
Cache-Control, Pragma npotokoJia nepegauu ruiepTeKcra);
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2) B nH(OOPMAIIMOHHOW CHCTEME JOJDKHBI OBITh OTKIIOYCHBI (DYHKIIHU
aBTOMATUYECKOTO  3amojHeHuss ¢opMm  (Hampumep, IMyTeM  YCTAaHOBJIICHUS
COOTBETCTBYIOIIETO 3HAadeHUsi arpubyra Autocomplete mnpoTokosia mnepegadu
TUIEPTEKCTA) ISl MOJeH, MpeJHAa3HAYEHHBIX ISl BBOJA MOJIb30BATEIBCKUX JTAHHBIX,
ONPEAEISIEMBIX ONIEPATOPOM;

3)B wumHpOpManmMOHHOW  CcHCTeMEe JIOJDKHa  O0eCHeunBaThCs — 3alluTa
M0JIb30BATEJIbCKUX JaHHBIX OT KOMIIPOMETAIIMU IOCPEJICTBOM MEXKCAUTOBOTO
CKPUIITUHTA IIyT€M HACTOMKM COOTBETCTBYIOIIUX 3arojlOBKOB 0€30MacHOCTU
IPOTOKOJIA MEepeauu TUTIEPTEKCTA;

4)B  uHPOPMAIMOHHON  cUCTeMe JIOJDKHa  oOecledrMBaThCs — 3alluTa
MOJIb30BATEIBCKUX  JAHHBIX OT  KOMIIPOMETAIlMM  TOCPEICTBOM  TOJMEHBI
(IepeKpbITUS) JIIEMEHTOB IpaPUUecKOro HHTepQeiica myTeM KOHTPOJIS BIOKEHHOCTH
KOHTEKCTOB OTOOpaKECHUSI.

Peasmzanusi B UHGOPMALIMOHHOM CUCTEMeE:

Mepa 3anmThl Knacc 3amuineHHocTu
uHbOopMaIuu K3 K2 K1
3BT.1 + + +
Ycunenue 3BT.1

3BT.2 YnpasJ/ieHue 10CTYIIOM NOJIb30BaTeeH

Heanb: MckimoyeHne HECAaHKIIMOHHMPOBAHHOTO JOCTyNa K OOBEKTaM JOCTyIa,
COZepXKaIMMCSl B BEO-TIPUJIOKEHUH WH(OPMAIIMOHHOW cHCTEMbl (MH(OPMAIMOHHON
MH(}PaCTPYKTYpHI ONIepaTopa).

TpeooBanuss k peanusamum: B uHpopMaIMOHHONW cHCTEME JOJDKHBI OBITh
00eCreUeHbI:

uaeHTUGUKAMS U ayTeHTHU(UKALNMS TOJIb30BaTeNIe  BEO-NPUIIOKEHNUS,
CUCTEMbl YIPAaBJICHUS KOHTEHTOM BEO-TIPUJIOKEHHS B COOTBETCTBUU C MEpaMu
3amuthl uHpopmarmu MAD.1, UAD.3;

yIOpaBJICHHE JOCTYIIOM MOJIb30BaTeNe K PYHKIUSAM U AaHHBIM, XPaHSIIMMCS
B BEO-TIPUJIOKEHHUH, a TaKKe B CUCTEME YIpaBJICHUS KOHTEHTOM BEO-TIPUIIOKEHUS,
B COOTBETCTBUU ¢ Mepamu 3aiuTsl nHGopmarmu YII.1 — YII/1.6;

OTpaHUYEHHE YHMCJIa TMapajJIe/IbHBIX CEAaHCOB JOCTyINa K BEO-MPHIIOKEHHUIO
B COOTBETCTBUU ¢ Mepoi 3amuThl nHpopmamuu YII/1.7;

aBTOMAaTUYECKOE 3aBEPIIEHUE CEaHCOB JOCTyna K BEO-TIPHUIIOKEHUIO
MIPY HEAKTUBHOCTH B COOTBETCTBUU C Mepoi 3amuThl uHGopmanuu YI1/1.8;

IpoBepKa MpaB JOCTyIa CyObEKTOB JOCTYIA MPU KaXA0M 0OpallleHuH (3arpoce)
K QYHKIMSAM VI JAaHHBIM BEO-NPUIIOKEHUS, BKIIt0Uas 00paboTKy 3alIpOCOB HA UTEHHE
1 MOoJu(pUKAIUIO JaHHBIX, BbI30B API-MeT0o0B, 3arpy3ky (aiioB, 3a UCKIIIOUEHHEM
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ONPEIEIICHHBIX 001E0CTYITHBIX pecypcoB
B COOTBETCTBUM C Mepoi 3amuThl uHGopmanuu YII/1.9.

Bo3MoxxHOCTh HIeHTU(PUKAIIMKM U ayTeHTU(UKAIIMU MOJIB30BATENsI TOJBKO Ha
CTOpPOHE TO0JIb30BATEINS BEO-NPUIIOKEHHSI (HapuUMep, MPOBEpKa AOCTyNa HA YPOBHE
JavaScript-koaa B Be0-Opay3epe) J10KHA OBITh UCKITIOUCHA.

TpeOoBaHus K JOKYMEHTHPOBaHMIO: He npeabsaBiastoTCs.

TpeOoBaHuA K YCHJIEHHIO:

1) unentudukanys U ayTeHTU(GUKAIUS TPUBUICTUPOBAHHBIX IOJIb30BaTENICH
(aAMMHHUCTPATOPOB, AJMUHUCTPATOPOB OE30MACHOCTH) BEO-TIPUIOKEHUS JTOJIKHBI
OCYILECTBISITHCS C UCIOJB30BAaHUEM BBOJAA BTOPOro (pakTopa MpU HCHOJIb30BAaHUU
MHOro)akTOpHOM ayTeHTU(UKAIUK B COCTaBe UHQPOPMAIMOHHON CHUCTEMBI
B COOTBETCTBUU C MepaMHu 3amuThl nH(popmaru MAD.1, UAD.3.

Peanu3anusi B MHpOPMAILMOHHOM cHCTEME:

Mepa 3anmThl Krnacc 3amuiieHHocTu
uHbopMaIuu K3 K2 K1
3BT.2 +
Ycunenue 3BT.2 1 1

3BT.3 KonurpoJsb u puiabTpanus Tpaduka BedO-npuJioKeHu i

Hean: Obecieuenne  KOHTPOJAsS u  GUIBTpAMK  CETEBOTO  Tpaduka
BEO-TIPUIIOKEHUH.

TpeooBanuss k peanusanum: B uHbOpManmoHHOW cucTeMe JOJKHA OBITh
obecrieyeHa BO3MOXKHOCTh aBTOMATUUYECKOTO KOHTPOJS W (PUIBTpallMM CETEBOTO
Tpaduka BeO-MpUI0KEHUS, TOCTYMAIOIIETO 10 CETeBOMY MHTEp(]eiicy MporpaMmMHOTO
B3aUMOJICUCTBUSI C BEO-TIPWJIOKEHUEM, B COOTBETCTBUM C MEPOH  3allUTHI
undopmaruu 3111.3.

KoHTpons 1 QuibTpanius JaHHBIX MOJB30BATEIbCKUX 3aPOCOB JIOJKHBI OBITh
HaIpaBJICHbl HA O0OHAPYKEHHUE, KaK MUHUMYM, CJISTYIOIIUX COOBITHIA:

HapylIeHUE  COoJepKallUMUCS B 3alpoce  MOJIb30BaTelsi  JIaHHBIMHU
YCTAHOBJICHHBIX B HH(OPMAIMOHHOM CHCTEME OrpaHWYEHUU 10 THUIY, pa3Mepy,
dhopmaty u JOIMYCTUMOMY COJECPKUMOMY (CXEMBI 3a1poca);

BKJIFOYCHHE B COCTaB 3ampoca YIPaBISIONIMX CHUMBOJIOB M KOHCTPYKITUH,
CIIOCOOHBIX HM3MEHHUTH JIOTHKY OOpa0OTKH BEO-TIPUIIOKEHUEM TIOJIb30BATEIbCKUX
3anpocoB (Hanpumep, SQL-3ampockl, JavaScript-koa, CHCTEMHBIC KOMaH/IbI );

BKJIFOYCHHE B COCTaB 3ampoca ayTeHTU(HUKATOPOB JOCTYyNa WM HWHOU
YyBCTBUTEIbHOU HH(POPMAIIUK B OTKPHITOM BU/IE;

dbopMHpOBaHHE 3aMpPOCOB  ABTOMATHU3WPOBAHHBIMM ~ MHCTPYMEHTAIbHBIMU
CpeliCTBaMH MOUCKA U SKCIUTyaTalluu ysI3BUMOCTEH BEO-TIPUIIOKEHU;



113

dbopMHpOBaHUE 3alpPOCOB  ABTOMATU3WPOBAHHBIMU  MHCTPYMEHTAJIbHBIMU
cpeacTBamu nepedopa (moadopa) ayreHTUGUKAIIMOHHON HH(pOpMaITIH.

Koutpons u ¢unbtpamus cereBoro Tpaduka BeO-TPUIOKEHUS JTOTKHBI
o0ecrieynBaTbCcsli HAa  OCHOBE  Kak  MHUHUMYM  CJHEAYIOIIUX  aTpuOyTOB
MOJIb30BATENBCKOTO 3a1poca NPOTOKOJIA MTEPEAaun TMIEPTEKCTA!

YHUPHUIIUPOBAHHBIA ~ UIACHTHU(PHUKATOP  3alpOILICHHOTO  HWH()OPMAIIMOHHOTO
pecypea,

Be0-METO/]1 3ampoca;

3HAYEHHUS 3ar0JI0BKOB 3aIpOCa;

HAaUMEHOBAHHUSA U 3HaYEHUsI TapaMETPOB 3aIpoca;

uaeHTUGUKaTOp BeO-KJIMeHTa (Ha0Op 3HAYEHUH 3arojOBKOB aTpUOYTOB
BEO-KJIMCHTA).

KoHTposb u ¢punbTpanus cereBoro Tpaduka BeO-MpUI0KEHNUN, NCIIOJIb3YIOIIHNX
paciiipeHHs] MPOTOKOJA Mepelayd TUIEPTeKCTa W HWHbIE BEPCUM NPUKIIAIHBIX
IPOTOKOJIOB (Hanpumep, potokos WebSocket), momkHbI 00ecrieunBaThCs HA OCHOBE
aTpuOyTOB, ONMCAHHBIX BO BHYTPEHHEM CTaHJapTe, COAEpalleM TpeOOBaHUSA K
TUIIOBBIM KOH(MUTYpalUsiM M HACTPOHUKAM MPOTPAMMHBIX, IPOTPAMMHO-AIapaTHBIX
CPEICTB.

JInst BeO-pUIIOKEeHUM, AOCTYNHBIX U3 cetu « HTepHeT», yKa3aHHbIE MeEpbl
3aIIUTH MH()OPMALUU JTOJKHBI OBITh PEATM30BaHbl C UCIOJIB30BAHUEM MEKCETEBOIO
9KpaHa YpOBHsS BeO-cepBepa, WM MHOTO(QYHKIHMOHAJIBHOTO MEKCETEBOr0 3KpaHa
YPOBHSI CETH.

TpedoBaHus K JOKYyMeHTHPOBaHNIO: He NpebsBIsIOTCA.

TpeboBaHus K yCHICHUIO:

1) B uH(pOpPMALMOHHOW CHUCTEME KOHTpOJIb H  (QuibTpanus Tpaduka
BEO-TIPUIIOKEHU I JOJKHBI OCYIIECTBIISITHCS B TOM YHCIIE METOOM aHAJIM3a BIIOKEHUI
(TIoJ1e3HOM HArPY3KH) MOJIB30BATEIBCKUX 3aIIPOCOB;

2) B MHQOPMALIMOHHOW CUCTEME JIOJDKHBI BBISBISATHCS COOBITHS, CBSI3aHHBIC
C HapyILIEHUSIMU B MOJIb30BATENIbCKUX 3allpocax creun@uKaiuy mpoToKosa nepeaadu
TUIEPTEKCTa U OTPAaHUYECHUN HA CTPYKTYPY IMOJIb30BATEIBCKOTO 3aIpoca.

Peasuzanust B uHGOPMALMOHHOM cUCTEMeE:

Mepa 3amuThs Knacc 3ammmenHoctn
uH(popMaIuu K3 K2 K1
3BT.3 + +
Vcunenne 3BT.3 1
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3BT.4 Perucrpanusi cOObITHH 0€30I1ACHOCTH B BeO-TPUI0KEHUSIX
U pearupoBaHue HA HUX

Hean: Onpenenenne cocrtaBa ©  coAepKaHus HWHPOpMAI O  COOBITHSX
0€30MacHOCTH, TTOIIEKAIIUX PETUCTPALIMH B BEO-TIPUIIOKEHHUSX.

TpeboBanus k peanusauuu: B undopmaimonHo#i crcTeMe B COOTBETCTBHU
¢ Mepamu 3ammThl uHQopManuu PCBb.1 — PCB.5 nomkna ObITh obecrmedyeHa
peructpanus coObITUI OE€30MaCHOCTH, CBSI3aHHBIX C MOMNBITKAMHU JIOCTYIA CyObEKTOB
J0CTyna K 00BbEKTaM JOCTyIa BEO-IPUIIOKEHUS B COOTBETCTBUU C MEPAMHU 3alllUThI
undopmaruu YIIIA.1 — VIII.9.

B undopmarimonHoit cucreMe 10kHa ObITh 0OeCIieueHa perucTpaius CoObITHI
0e30MacHOCTH Ha YpPOBHE MEKCETEBOIO SKpaHa YpoBHS BeO-cepBepa U (WJIM)
MHOTO()YHKIIMOHAJIbHOTO MEKCETEBOr0 3KpaHa YpPOBHA CETH, OOECIEeYMBAIOILErO
KOHTPOJIb U (PUIIBTPALIMIO CETEBOrO TpauKa BeO-IPUIOKEHHUS.

Ha ypoBHe BeO-IpUJIOKEHUSI JOIMOJHUTENBHO JOJDKHA OCYIIECTBISATHCS
perucTpanus caeayouX TUIIOB COOBITHI 6€30acHOCTH:

cOOBITHSI O€3011aCHOCTH, CBSI3aHHBIE C WIACHTHU(QUKALUEH U ayTeHTU(UKauen
MOJIb30BATENEH BEO-TIPUIIOKEHUH;

COOBITHSI 0€30MaCHOCTH, CBS3aHHBIE C YINPABICHUEM YYETHBIMH 3alHUCIMHU
MOJIb30BaTeNe BeO-TIpMIIOKEHUST (A1 BEO-TIPUIIOKEHHM, JOMYCKAlOUIUX TaKHe
MU3MEHEHUS);

coObITHSI 0€30MTaCHOCTH, CBSI3aHHBIE C U3MEHEHUEM THIIOB CYOBEKTOB JIOCTYIIA,
TUIIOB 0OBEKTOB JIOCTYTIA (J1s1 BEO-TPUIIOKEHUM, JOMMYCKAOIINX TaKHEe N3MEHEHUS );

COOBITHSI OE30MACHOCTH, CBA3aHHBIE C U3MEHEHHUEM THUIIOB JOCTYyNa CyOBbEKTOB
J0CcTyna K 00bEKTaM JI0CTyMa, B TOM 4Kciie K (PYHKIUSAM BeO-IpUIOKeHuH (1J1s1 BeO-
MPUWIOKEHUH, TOMYCKAIOIINUX TaKUE U3MEHEHUS);

COOBITHSI 0€30MacHOCTH, CBSI3aHHBIE C OTPAaHMYECHHEM YHKCIA HapaylielIbHBIX
CEaHCOB JI0CTyTNa K BEO-TIPUIIOKEHUIO;

coOBITHS 0€30MaCHOCTH, CBSI3aHHBIE C ABTOMAaTUYECKUM 3aBEPIICHHEM CEaHCOB
J0CTyTAa K BEO-MIPUIIOKEHHUIO MTPU HEAKTUBHOCTH;

COOBITHSI 0€30MacHOCTH, CBSI3aHHBIE C M3MEHEHMSIMHM IapaMEeTpOB HACTPOEK
BEO-TIPUIIOKEHHUSI.

Ha ypoBHe MexceTeBOro »SKpaHa YpoBHsA BeO-cepBepa u  (WiIH)
MHOTO(YHKIIMOHAJIbHOTO MEKCETEBOr0 JKpaHa YpPOBHSA CETH, O0ECHEYHBAIOIIETO
KOHTPOJIb M  (QUIBTPALMIO CETeBOro Tpaduka BeO-NMPUIIOKEHMS, AOJDKHA
OCYILIECTBISATHCS PETUCTPALIUS CIETYIOIINUX TUIIOB COOBITUI O€30MaCHOCTH

COOBITHS OE30MACHOCTH, CBA3aHHBIE C (PHIIbTPAIMEN CeTEBOT0 TpaduKa;

coObITHs ~ 0€30MacCHOCTH,  CBsI3aHHBIE C  OOHapyXeHHEM  MPHU3HAKOB
BPEIOHOCHOTO BO3ICHCTBHSI Ha BEO-TIPUIIOKEHHE.
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B  undopmamumoHHOI  cucTeMe JoipKHA — oOecneuMBaThCs  Iepenada
3apEruCTPUPOBAHHBIX COOBITUH OE30MACHOCTH B CUCTEMY YINPABICHUS COOBITUAMU
Oe3omacHOCTH HH(OpMaLIMU, GYHKIIMOHUPYIOLIYIO B HHPOPMAIIMOHHON cucTEME.

B undopmaiimonHoii cucreMe 1o pe3ynbrataM aHalln3a COOBITUI 0€30MacHOCTH
JOJDKHO 00ECIIeYrBAaTHCSI AaBTOMAaTUYECKOE PEArnPOBAHUE HA HUX MTOCPEICTBOM:

OJIOKMPOBaHUSI CETEBOrO0 CEaHCa B3aUMOJECUCTBHUS C BEO-NPUIIOKEHUEM IS
COOBITUI O€30ITACHOCTH, ONPEIEIIEHHBIX OIEPATOPOM;

YBEIOMIICHHUS aJMUHUCTpATOPa (amMuHHCTpaTOpa 0€301acCHOCTH)
MH(POPMALIMOHHOM CUCTEMBI O (paKTe U MPUUYMHAX OJOKUPOBAHUS CETEBOTO CEAHCA.

TpeGoBanuss K MOKYMEHTHMPOBAaHHIO: B 3KCIUTyaTallMOHHOW JOKyMEHTAlH
Ha MH(POPMALMOHHYIO CUCTEMY JOJDKHBI OBITh ONPEAETICHBI:

NEepeUYCeHb BEO-TIPUIOKEHUH, M KOTOpPhIX JOJDKHA OBITh HAacTpoOeHa
peructpanus coObITHIl O€30MaCHOCTH;

nepeyeHb CPEeACTB 3allUThl MH()OPMAIMM, OCYIIECTBISIOUUX PETUCTPALIUIO
COOBITHI OE€30MaCHOCTH, CBA3aHHBIX C BEO-TIPUIIOKEHHUEM;

MUHUMAJbHBIN IepeYeHb COOBITHI 0€30aCHOCTH, MOAJIEKAIINUX PErUCTPALUH.

TpedoBanus k ycuienuro: He npeabsaBIisitoTcs.

Peanu3anusi B MHpOPMAILMOHHOM cCHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3BT.4 + + +
Ycunenne 3BT .4

3BT.S IIposepka ¢aiisioB, nepegaBaeMbIX BeO-IIPUI0KEHUAMHU, HA BPEAOHOCHOE
NPOrpaMMHOe o0ecreyeHmne

Hean: Obecnieuenue AHTUBUPYCHOM 3aIIUTHI BEO-TIPUIIOKEHHI
MH(OPMALIMOHHON CUCTEMBbI, BKJIIOYAIOIIEe:

OOHapy>KeHHE KOMIBIOTEPHBIX MporpaMm JHOO WHOM KOMIBIOTEPHOUN
uH(pOpMallMK, TPEJHA3HAYCHHBIX JUIsI HECAHKIIMOHUPOBAHHOTO YHUYTOXCHHS,
0JIOKMpOBaHUsA, MOJIU(UKAIMU, KOMHUPOBAHUS KOMIBIOTEPHON HWH(OpMauU WK
HEUTpalU3aluu CPEACTB 3alUThl MHGOPMALIMH, COKPBITHUS MPUCYTCTBHUS APYTroro
BPEIOHOCHOTO IPOrpaMMHOT0 obecrieueHus! B MHPOPMAIIMOHHOM cucTeMe, COKPBITHS
CBUJCTENBCTB  HECAHKIMOHUPOBAHHOTO  JOCTyma K  JII0OOBIM  pecypcam
UH()OPMAITMOHHOU CUCTEMBI;

o0ecrieueHrne pearupoBaHus Ha OOHApy>KEHHE BPEAOHOCHOTO MPOrPamMMHOIO
o0ecneveHusl.

TpeboBanusa k peanusanmu: JlokHa oOecneunBaThCsl IMpPOBEpKa BCEX
¢aiinoB, mepenaBaeMbIX BEO-TIPUIOKEHUSIMH, HAa BPEJOHOCHOE MPOTPaMMHOE
o0ecrnieueHre B COOTBETCTBUU C Mepoii 3amuThl nHpopmanuu AB3.1.
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[IpoBepka no/pKHA BKIKOYATh AHAIU3 BCEX IEPENAaBAEMbIX B Telle 3ampoca
(aiinoB, a TakkKe COCTABIISIIOIIMX TEJIO 3allpoca CKPUNTOB M JAaHHBIX, TOCTYHAIOLINX
B BEO-TIPUIIOKEHHUE.

JlomkeH OBITh HUCKIIOYEH aBTOMATUYECKWN 3amyCcK TNepeJaHHbIX (aiioB
B ONEpPALMOHHOM CHCTEME Ha CTOPOHE BEO-TIPUIIOKEHUS WIH IOJIb30BATEN
(Hampumep, TMyTeM  OCYUIECTBICHUS  (WIbTpAlMM  HUCHOJHSIEMBIX  (halsioB,
ONpEe/ENICHUs] COOTBETCTBUS THMNA (Qailla ero coaepXKUMOMYy, IpPeIOTBPALLCHUS
MaCKHUPOBAHUS UCHOJHAEMBIX (ailioB O] UHBIE (POPMATHI).

TpeGoBanus Kk JOKyMeHTHPOBaHUIO: He npeapsaBisrores.

TpeOoBaHus K yCHIICHUIO:

1) B MHPOpPMAIMOHHOW CHCTEME JOJDKHA OO0CCIeYMBAThCS BO3MOXKHOCTD
MIPOBE/ICHMSI PETPOCIIEKTUBHOTO aHaIn3a (haisioB.

Peanu3anusi B MHpOPMAILMOHHOM cHCTEME:

Mepa 3anmThl Krnacc 3amuiieHHocTu
uHbopMaIuu K3 K2 K1
3BT.5 + + +
Ycunnenne 3BT.5

4.8. 3amuTa NnporpaMMHbIX HHTeP(eiicoB B3auMo/1eiicTBUSs
npuio:kenni (API) (3IIN)

3II1.1 3amuTa nanubix API

Heanb: VckntoueHne HECaHKIIMOHMPOBAHHOTO JOCTyNa K HH(POPMALMOHHON
CUCTEME TIpH UCIOJIb30BAaHUU TMPOTPAMMHBIX HHTEpP(HEHCOB B3aUMOACHCTBUS
npunoxennit (API).

TpeboBanus k peaausanmu: [Ipy opraHuzanuu ceTeBOro B3aUMOIECHCTBUS
MEXIy  CyObeKTamMu  JOocTyma  (MOJh30BATENsIMA W TPUIOKCHHSIMH)
n oObekTaMu JocTyma mnocpeactBoM APl nomkHa obecrieuynBaThCs MUHUMHU3ALMS
o0beMa MH(pOpMaIUH, PaCKPBIBAIOIICH CTPYKTYpYy MH(DOPMAITMOHHONW CHCTEMBI, HIIH
MHOU nHpopMalnu, nepeaaBaeMoit mocpeactsom API.

B uHpOopManmoHHON cucTeMe T0KHA 00eCIIeYMBaThCS MUHUMHU3AIMS COCTaBa
nH(popMaIuu, Bo3BpaIiaeMoi B cooOmeHusX 00 ommbkax B3aummojercTBus ¢ API,
PACKpBIBAIOIIEH CTPYKTYPY M OCOOCHHOCTH (YHKIIMOHUPOBAHUS MH(POPMAIMOHHOM
CUCTEMBI WJIM MHYIO KOH(DUICHIINATEHYIO HH()OPMAITHIO.

JlomkHa oOecrieynBaThCcsi MUHIMHU3AIIAS COCTaBa WH(MOPMAITUH, COJEpKaIenHCs
B ayTeHTU(uKaTopax aoctyna Kk APl myTem ucCKItOUeHUs] TaHHBIX, PACKPBIBAIOIINX
CTPYKTYPY MH(POPMAIIMOHHOM CUCTEMbI WIIM UHbIE KOH(DUICHIIUATIbHBIE CBEACHUSI.
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[Ipu cereBoM HHPOPMALMOHHOM B3aUMOJACHCTBUU BHEIIHUX CYOBEKTOB
noctyna ¢ APl uepe3 cetb «MHTepHET» NOIKHA 00ECIEUUBATHCS C YUYETOM MEP
samuThl uHGopmaruu 3KC.1 — 3KC.5.

TpeOoBaHus K JTOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHOM JOKYMEHTAallUU
Ha UH(POPMALIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTIPE/ICTICHBI:

nepeunn API, mpenocTaBisieMbIX BHEIIHUM W BHYTPEHHUM IOJIb30BATEISAM
UH()OPMAITMOHHOM CUCTEMOM;

TpeOOBaHMS K peKUMaM M HACTpOMKaM MPOrpaMMHOr0 0OecTeueHus,
00ecreynBaMM  KOH(PUICHIIMATBHOCT, HH(QOPMALMM M CIYXEOHBIX JaHHBIX,
nepelaBaeMbIX IIpU MOJyUYEHUH 0CTyIa U B3auMoaercteuu ¢ API.

TpeOoBaHus K YCHIICHUIO:

1) MOMKEH OCYIIECTBIATHCS €KETOJHBI TMEPECMOTP PEKUMOB U HACTPOCK
MIPOrpaMMHOro obecnedeHus, peanusyroumero AP, ¢ Lenbto BbISBICHUS YSI3BUMOCTEH
€ro KOH(PUTypalLuu.

Peasmzanusi B UHGOPMALIMOHHOM CUCTEMeE:

Mepa 3ammuThl Kiace 3amuimeHHocT!
uH(popmManuu K3 K2 K1
311N.1 + + +
Ycunenue 3111.1 1 1

3II1.2 YnpasiaeHue 10CTYIIOM MOJIb30BaTe/ el U NPUI0KEeHH I

Heanb: MckimoyeHne HECaHKIMOHUPOBAHHOTO JIOCTYNa K HH(OPMAIMOHHOM
cUCTEME CYOBEKTOB JOCTyMHa (MOJIb30BaTeneid M MPUIOKEHUI), B3aUMOJICHCTBYIOIINX
C TporpaMMHBIM oOOecrieyeHHeM HWH(POPMALMOHHONW cucTeMbl mnocpeactBom AP,
HE MPOLIEIIINX MPOLETYPY ayTeHTUPHUKALIUHL.

TpeboBanus k peanuszanuu: B umHbOpMalMOHHONW cHUCTeME IOJKHBI OBITh
OCYLIECTBJIEHBI:

onpenenenue mnepeyHss APl, nns koTopbix TpeOyeTcs KOHTpOJb A0CTyna
[10JIb30BATENIEN U IIPUIIOKEHUM;

oOecrieyeHne  UACHTUPUKALMM U ayTeHTU(UKAIMU  [O0Jb30BaTENeH,
B3aMMOJICUCTBYIOIMX C MPOrpaMMHBIM OOECIIEYeHHEM HWH(POPMALMOHHOW CHUCTEMBbI
nocpenctsom APl B cooTBeTcTBHM ¢ Mepamu 3amuThl nHGopmanu MAD.1, UAD.3;

YIPABJICHUE AOCTYIIOM IOJIb30BATENEH M MPUIOKEHUN, MOTYYaOIINUX JTOCTYII
K HWHOPMAIIMOHHONH CHCTEME TMOCPEJACTBOM BXOoadmux B ImepeueHb API,
COOTBETCTBHH ¢ MepamMu 3amuThl nHGopmanmu YIIJ.1 — VIII.6;

OFpaHMYEHHE  4YMCla  MapaJyIesIbHbIX  ceaHcoB  npoctyna k  API
B COOTBETCTBUU ¢ Mepoil 3amuThl uHpopmanuu YII.7;

aBTOMAaTUYECKOE 3aBEpUICHHE ceaHCoB jJoctyna kK APl mpu HeakTUBHOCTU
B COOTBETCTBUU C Mepoi 3amuThl nHpopmanmu YI1/1.8;
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IpoOBepKa MpaB JOCTyIa CyObEKTOB IOCTYIA MPU KaXA0M 0OpallleHnH (3ampoce)
kK APl, 3a wuckiIoUYeHHMEM  ONpEJEeiCHHBIX  OOIIETOCTYNMHBIX  PECypCOB,
B COOTBETCTBUU C Mepoi 3amuThl uHGopmanuu YI1/1.9;

YCTaHOBJICHBI OTPAaHUYCHUS HAa YaCTOTY U 00beM OOpalieHHil K IpOrpaMMHBIM
untepdeiicam (API), a Taxke MOPAIOK aBTOMATUYECKOTO BBISBICHUS M MPECEUCHUS
MOTBITOK MOAOOpPA CPENICTB ayTEHTU(HUKALINH.

TpedoBanus k JOKyMeHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeboBanus k ycwiiennio: He npeabsaBIisitoTcs.

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3111.2 + + +
VYcunenne 31114.2

3I11.3 [IpoBepka Ha cooTBeTcTBHE cnienupuranuu API

Hean: ObecnieueHne KOHTPOJS 3alpocoB K HHTepdericaM B3auMOIECUCTBUS
MIPUJIOKEHUH C 1EJIbIO BBISIBJICHUS U OJIOKUPOBAHUS 3allPOCOB, HE COOTBETCTBYIOIINX
yTBepKaeHHoU crierudukanuu API.

TpeboBanus k peasuzanuu: [Ipu opranuzanuu ceTeBoro HHPOPMaIMOHHOTO
B3aUMOJICUCTBHS MEXKTy CYOBEKTaMU JOCTYTA (TI0JIb30BATESIMU U TIPHIIOKEHUSIMU ) U
oObekTaMM  JocTyna B  uH(pOpManuoHHOW cucteme mnocpeactsom  API
B UHGOPMAIMOHHOM CUCTEeME IO KHA OBITh orpeseseHa crienudukarus APL.

B wundpopmanmoHnHoOl cucteMe [0KHAa ObITh oOecreuyeHa BO3MOKHOCTh
aBTOMATHYECKON MPOBEPKH 3aMPOCOB HA IIPEAMET COOTBETCTBUS opMaTy, CTPYKTYpe
U OTrpaHUYEHUsIM, MPEAYyCMOTPEHHBIM pa3paboTanHoi crnernudukamnueit API. B
WH(POPMALIMOHHOW CHCTEME JIOJDKHO OBITh  OMPEJEIeHO MHOXKECTBO —IpaBuUll,
OMHCHIBAIOIINX BBl 3alpOCOB, HE COOTBeTCTBYyrOmux crenudukamuu API,
MoIeKAIe aBTOMATHYECKOMY OJOKUPOBAHMIO CPEJICTBAMU 3alUThI MH(POpMAIuu
0 MOMEHTa OKa3aHWs 3alpoCcOM BO3JCHCTBUS Ha TMPUIIOXKEHUE, JAOCTYIHOE
nocpenctsoM API.

B unpopManMoHHO# cucTeMe JOJKEH OBITh OCYIIECTBIIEH EPECMOTP MEePEUHS
u cnemudukanuu APl Ha mpenMeT BBISBICHHS HEJOKYMEHTUPOBAHHBIX, YCTAPEBIINX
n HeucnonbdyeMblx APl u pecypcoB, IOCTYNHBIX BHEIIHUM MOJIb30BATENSIM
nH()OpPMAITMOHHOM CHUCTEMBI MIOCPEICTBOM JTAHHBIX API, €KEr0THO
unu nipu u3menenun APL.

B uHpopManMoHHON cucTeMe JOJKHA  OCYUIECTBISATHCA  MPOBEPKA
nocrynaromux k APl 3ampocoB Ha cooTBeTcTBUE (QopMary, CTPYKType H
OTPaHUYCHMSIM, U OJIOKMPOBKA 3aIIPOCOB, HE COOTBETCTBYIOMUX crienrdukaiuu API.

TpeGoBanus k 1oKymMeHTHPOBaHuIO: He npenbsaBisercs.
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TpeOoBaHuA K YCHJIEHHIO:

1) B uH(GOPMAIMOHHOW CHUCTEME JOJDKEH OBITh OCYIICCTBICH IEPECMOTP
nepeydss u cnenudukamuu APl mpy u3MEHEHMM KoJa WM KOH(UTYpaluu
MPUWIOKEHUH, peanu3yromux ganubie API;

2) TOJDKeH OO0eCTeunBaThCs aBTOMATHYECKH aHaiun3 Tpaduka CeTeBOTo
WH(POPMALIMOHHOTO B3aUMOJICUCTBUS MEXIY BHEIIHMMHU CYOBEKTaMH JOCTYIa
u BHemHuMH APl  uHbOpManMOHHONW CHCTeMBI Ha TIPEAMET  BBHISBICHUS
HEJOKYMEHTHPOBAaHHBIX, yCTapeBIIMX U Heucnoyib3dyembix APl u  pecypcos,
JOCTYIIHBIX BHEIIHUM MOJb30BaTENsIM HH(POPMALMOHHON CHUCTEMBI IMOCPEACTBOM
na"Hubix API.

Peanu3anusi B MHpOPMAILMOHHOM cCHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3111.3 + + +
VYcunenne 3111.3 1

4.9. 3ammuTa KoHeuHbIX ycTpoiicTB (3KY)
3KY.1 YnpasiaeHue 10CTylIOM K KOHEYHbIM YCTPOMCTBaAM

Hean: MckiroueHrne HECAaHKIIMOHUPOBAHHOT'O JTOCTYIIA K KOHEUHBIM YCTPOKCTBAM.

TpeGoBanuss k peanusanum: B uHbOpMallMOHHON CcHUCTEME MpU 3alUTe
KOHEYHBIX YCTPOUCTB AOJIKHBI 00ECIIEUHBATHCS:

uAeHTUGUKALUS U ayTeHTU(UKALUs MOJb30BaTENEe KOHEUHBIX YCTPOMICTB
B COOTBETCTBUU C Mepamu 3aiuThl nHpopmanuu UAD.1, UAD.3;

YOpaBIE€HUE  JOCTYIIOM  IIOJIb30BAaTEIEM K  KOHEYHBIM  YCTPOWCTBaM
B COOTBETCTBUU ¢ Mepamu 3anuTsl nHopmarmu YIIIA.1 — VII.9.

[Ipy npenocTaBlIeHUMM IMOJB30BATENSAM JOCTYNAa K KOHEYHBIM YCTPOMCTBAM
JOJKEH MTPUMEHATHCSA MPUHIUAN HAUMEHBIINX MPUBUJICTUMN.

JloJKeH OCyIECTBIATHCS KOHTPOJIb JOCTYyNa MOojb30oBaTeseil K nurepdencam
BBOJIa-BBIBO/Ia KOHEYHBIX YCTPOUCTB.

VYkazaHHble Mepbl 3alUThl MHGOPMALMKM PEATU3YIOTCS MyTEM NPUMEHEHHUS
MEXaHU3MOB 0€30MACHOCTH ONEPALMOHHBIX CHUCTEM U (WJIM) CpeACTBaMHU
UJECHTU(UKAITMT U ayTEHTU(DUKAIUH.

TpeboBanus k fokymMeHTHpPOBaHuIO: He npenbsaBistorcs.
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TpeOoBaHus K YCHJICHUIO:

1) Ha KOHEYHBIX YCTPOMCTBAX JOJDKHBI NMPHUMEHSATHCS JIOBEPCHHBIC CPEICTBA
CETEBOTO B3aMMOJICHCTBUS (B TOM 4YHCIE, JOBEPCHHBIC ammapaTHbIC CETCBBIC
uHTep(ech);

2) B COCTaBE KOHEYHOTO YCTPOWCTBA JIOJDKHBI IPUMEHSTHCS arapaTHbIC
CpeIcTBa TapaHTUPOBAHHOTO OTKJIIOYCHHUS HE3aJCHCTBOBAHHBIX KOMIIOHEHTOB
perucTpaiuu akycTuueckux (MUKpPOQOHBI) I ONTHYECKUX (BEO-KaMephl) CUTHAJIOB
(B cimyyae IpUMEHEHUST B KOHEYHOM YCTPONCTBE TAKUX KOMITIOHCHTOB);

3) noDKHA BBIMOJHATHCS (DUIbTpaIMsi KOMaHJ, oOecreuuBarolias mnepeaaydy
Ha YCTpOWCTBa BBOJA U (WJIM) BBIBOJA B MH(POPMAIIMOHHON CHCTEME, B TOM YHCIIE
Ha MHOTO(YHKIIMOHAIBHBIC YCTPOMCTBA M IPUHTEPHI, TOIBKO Pa3pelIeHHBIX KOMaH/
C TISJIbIO MCKITIOUEHHUST HECAHKITMOHMPOBAHHOTO J0CTyIa K HH(OpMaIuu;

4) B cocTaBe KOHEYHOTO YCTPOMCTBA, MPEIHA3HAYEHHOTO JUIS TTOAKITIOUYCHHUSI
K HECKOJIbKUM HH(GOPMAIIMOHHBIM cUCTeMaM HHGOPMAIMOHHONW WHGPaCTPYKTYpPhI
oreparopa, JIOJIKHBI MPUMEHSTHCS KOMITOHEHTHI, o0ecIeuynBaoIIne
rapanTupoBaHHoOe ((puznueckoe) pasaeiacHrue HHHOPMAITMOHHBIX CUCTEM (CErMEHTOB,
KOHTYPOB) u HEBO3MO>KHOCTh COXpaHEeHUs CO3JIaHHBIX JTAHHBIX
B DHEPTOHE3aBUCUMYIO TTaMSATh;

5) nomkHA ~ OCYIIECTBISATHCS  HMIACHTH(HUKAIMSA  KOHEYHBIX  YCTPOWMCTB

MOJIb30BATEIICH.
Peasmzanust B uHGOpMALIMOHHOM CHCTEME:
Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3KV.1 + + +
Ycunenue 3KY. 1

3KY.2 O0ecnieyeHue 1eJJOCTHOCTH MPOTPAMMHOIO 00ecreYeHusi KOHEYHOT 0
yCTpOMCTBA

Heab: McknroueHue HECAHKIIMOHUPOBAHHOIO U3MEHEHUs IPOrpaMMHOIO
oOecreyeHusi KOHEYHOr0 YCTPOMCTBA.

TpebooBanuss k peanusanum: B uHQOpManMoHHOW cuUcTeMe JI0JDKHA
o0ecneunBaTbCs LEIOCTHOCTD CIEIYIOIIET0 MPOrPaMMHOI0 00ecieueHUs KOHEUHbIX
YCTPOUCTB:

ONEPALUOHHBIE CUCTEMBI;

porpaMMHOE 0OecrieyeHre CPeACTB 3alluThl HH(pOpMaLINY;

MHOE MPOTrpaMMHOE OOecreueHue, onpeaesieMoe B MHPOPMAIIMOHHOM CUCTEME.
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Ha koHeuHbIX yCTpoiCTBax JOJKEH OBbITh OOECleyYeH 3ampeT Ha YCTAaHOBKY
U 3amycK (MHCTAUISIMIO) HEpa3pelieHHOro K HCIMOJIb30BAHUIO MPOTPAMMHOIO
oOecrieueHusl.

ObecrnieyeHne 1EeI0CTHOCTH MPOTPAMMHOTO 00eCTIeUeHUsI KOHEUHBIX YCTPOWUCTB
peain3yeTcs MyTeM MPUMEHEHHUS MEXaHU3MOB O€30MacCHOCTH ONEPAIIMOHHBIX CUCTEM
Y UHBIX CPEJICTB 3aUTHI HH()OPMAITUH.

TpeGoBanus K TOKyMeHTHPOBaHUIO: He mpenbaBisitoTcs.

TpeOoBaHuA K YCHJIEHHIO:

1) momkHa oOecreunBaThCsS JOBEPCHHAS 3arpy3ka OICpAI[MOHHBIX CHCTEM
aBTOMATU3UPOBAHHBIX pabOUYUX MECT IMOJIb30BaTeNeH, Ha KOTOPBIX OCYIIECTBISETCS
00paboTka MHpOpPMAIIUU OTPAHUUYEHHOTO JOCTyNa U (WJIM) BBIMOJHEHUE 3HAYMMBIX
(GbyHKUMIA oniepaTopa;

2) no/KHA 00ecneunBaThCS JIOBEPEHHAs 3arpy3ka OIEpalMOHHBIX CHCTEM
CEpPBEPOB, HA KOTOPBIX OCYHIECTBISETCS 00paboTka MH(OpMAIMU OTrPaHUYEHHOTO
J0CTyIa U (WJIK) BBITIOJHEHNE 3HAYMMBIX (DYHKITUH orepaTopa;

3) nomwKHa OOeCIeYMBaThCs JOBEPCHHAS 3arpy3Ka CETEBBIX CPEJICTB 3alllUThI
uHdopmanuu;

4) nomkHa 00eCIIeYnBaTLCS TIOBEPEHHAS 3arpy3Ka IMPOTrPaMMHOTO 00eCIeUeHUs
TEJIEeKOMMYHHUKAIIMOHHOTO 000PYAOBaHNUS;

5) nomkHa obecrieunBaThCs OJIOKMPOBKA 3aITyCcKa MPOrPaMMHOTO 00eCTICUSHHSI
u (unu) OJIOKMPOBKA KOHEYHOTO YCTpPOMCTBA B ciydae oOOHapykeHus (PakToB
HapyIIEeHUs [IEJIOCTHOCTH;

6) momKeH 00ecIeunBaThCS KOHTPOJIh IETOCTHOCTH 0a30BOM CHCTEMBI BBOJA-
BBIBOJIa KOHEYHBIX YCTPOUCTB;

7) nomkeH 00ecneunBaThCsl KOHTPOJIb IEIOCTHOCTH MHKPOIPOTPAMMHOTO
oOecrieueHus 1 arnmapaTHbIX KOMIIOHEHTOB KOHEYHBIX YCTPOUCTB;

8) nomkeH oOecrmeynBaThcs 3amnpeT NpPUMEHEHUs (QyHKIUE pa3paboTKu
¥ OTJIAJIKM TIPOrpaMM Ha KOHEUYHBIX yCTpoicTBax. [Ipn HeoOX0AMMOCTH MPUMECHCHHSI
byHKIMA pa3paboTKU U OTIAJKU MPOTPaAMM JIOJKHO OO0ECTIeYMBATHCS BBITIOTHEHUE
npoUeayp KOHTPOJIS IETOCTHOCTH MPOrpaMMHOr0 0OECHEUeHHs MOCie 3aBepIICHuUs
KaXJI0TO TIporiecca (GyHKIIMOHUPOBAHUS CPEICTB Pa3pabOTKH U OTIAIKU MIPOTPAMM.

Peanuszanust B uHGOPMALIMOHHOM CHCTEME:!

Mepa 3aumThl Krnacc 3amuiennocTu
uH(popMaIuu K3 K2 K1
3KVY.2 + + +
Ycunenune 3KY.2
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3KY.3 AHTUBHUpPYCHAA 3a1IUTA U O0HAPY:KEeHUE U MPeJ0TBPallleHre
BTOPKEHHH HA KOHEYHbIX YCTPOUCTBAX

Heab: OOHapyxkeHUe BTOPKEHUN (KOMIBIOTEPHBIX aTaK), BPEIOHOCHOTO
MIPOrpaMMHOr0 00eCIeYeHUs U UX HEUTpaIn3alusl Ha KOHEYHBIX YCTPOICTBAX.

TpeGoBanus k peanuzanum: J[omkHa 00eCIeUnBATHCS AaHTUBUPYCHAS 3aIIUTa
KOHEYHBIX YCTPOUCTB MH(DPOPMAITMOHHOM CUCTEMBI B COOTBETCTBUH C MEPOM 3aLTUTHI
unpopmaruu AB3.1.

Ha koHEYHBIX YCTpOHCTBax, IrJe€ OTCYTCTBYET TEXHUYECKas BO3MOKHOCTh
NPUMEHEHUS  CPEICTB  AHTUBHUPYCHOM  3aliuThl  (TEIEKOMMYHUKAIIMOHHOE
00opy0BaHUE, IPUHTEPHI, MHOTO(PYHKIIMOHAIbHBIE YCTPOMCTBA U MHBIE KOHEUYHBIE
YCTPOMCTBA), MOJOKHBI NPHUHUMATBCS MEPbI, O0ECHEUYUBAIOLINE HEBO3MOKHOCTh
peanu3anuu yrpo3, CBI3aHHbIX C BPEIOHOCHBIM IPOrPAMMHBIM 00ECIIEYEHUEM.

TpeGoBanus K JIOKyMEHTHPOBaHUIO. He npenbaBIsIIOTCS.

TpedoBaHus K yCHIICHHIO:

1) Ha KOHEUHBIX YCTPOKCTBaX HH)OPMAIIMOHHON CUCTEMBbI, HMEIOIICH TOCTYI K
pecypcam cetu «VHTEepHET», NOKHBI OOECIeunBaThC OOHAPYKEHHE BTOPKEHUI
(KOMIBIOTEPHBIX aTaK) M pEarupoBaHHE HA HHUX C UCIOJIb30BAHUEM CHCTEM
OOHapyXeHUsI BTOPKEHUM ypoOBHSA y31a W (WIM) CpPeACTB OOHApyXEHUS
Y pearupoBaHus Ha YPOBHE Yy3I1a;

2) ToJbKeH 00ecneunBaThCsl  MEPUOANYCCKHIA  PETPOCHICKTHBHBIN — aHAIN3
COOBITUH 0€30MaCHOCTH CPENCTB OOHApYKEHHsI U PearupoBaHUs Ha YpOBHE Yy3Ja
Ha HAJIMYMeE MPU3HAKOB BTOPKEHUI (KOMITBIOTEPHBIX ATAK);

3) 10KHO 00OECIeUnBaThCS B3aUMOJCHCTBHE C PEMyTAIl[HOHHON 0a30i yrpo3
Uit oboranieHust nHpopmaleil o Mpu3HaKax BTOPKEHUH (KOMIIbIOTEPHBIX aTaK);

4) moJKHO O0O0eCIeuYnBaThCs NMPUMEHEHHUE PENMyTalMOHHOW 0a3bl yrpo3 s
MpOBEpKH  (AIMJIOBBIX  OOBEKTOB, CETEBBIX M  NPUKIAAHBIX  apTe(aKkToOB
(IP-anpecos, nomenoB, URL) B Maciita0be, OJU3KOM K pealbHOMY BPEMCHH;

5) nomwkHa oOecreunBaThCs Mepenada (GaiioBbIX OOBEKTOB (MCIIOIHAEMBIX
¢aiinoB, apXuBOB) OT NPUMEHSAEMbIX Ha y3/1ax MWHGOPMAIMOHHON CHUCTEMBI CPEICTB
oOHapyXeHHs] M pearupoBaHHs Ha YPOBHE y3Ja B 3aMKHYTYIO cHCTeMY (cpemny)
MPEABAPUTEIILHOTO BBIMOIHEHUSI MPOrpamMM (IECOYHUILY») Il TUHAMUYECKOIO
aHajan3a B aBTOMAaTUYECKOM PEKUME.

Peanuzanus B uHGOPMALIMOHHOM CHCTEME:!

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmaIuu K3 K2 K1
3KVY.3 +
Ycunenne 3KY.3 1 1
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3KY.4 MOHMTOPHMHI NMPOLECCOB U COCTOSTHNUS YCTPOiCTBA

Ileab: BrisiBiieHUe  HECAaHKUMOHUPOBAHHBIX  JIEMCTBUM  IIOJIb30BATENIEH
Y BBINIOJIHSIEMBIX MPOLIECCOB HA KOHEUHBIX YCTPOMUCTBAX MOJIB30BATEIICH U CEPBEPOB.

TpeboBanuss kK peanu3anuu: /[{okeH oOecrneuynBaTbCI  MOHUTOPUHT
MPOLIECCOB M COCTOSIHUS KOHEYHBIX YCTPOMCTB IIOJIb30BATEIEH UM CEPBEPOB
B COOTBETCTBUU ¢ Mepamu 3amuThl uHpopmaruu PCh.1 — PCB.5.

[Ip1 MOHUTOPHUHTE NPOLIECCOB U COCTOSTHUN PEKOMEHIYETCS OTCIIEKUBATH!

3alycK (3aBeplIeHHE) MPOrpaMM M MPOLECCOB (3aJaHui, 3a/1ay), CBA3aHHBIX
¢ 00paboTKOM 3amunaeMoil tHGopMaInH;

BBITIOJTHEHHE MPOIIECCOB C BLICOKUM YPOBHEM MPUBUIIETHH, CKPBITHIX ITPOIIECCOB
1 CUCTEMHBIX CITyXO0;

BBITIOJTHEHUE MPOIECCOB, UHUITMUPOBAHHBIX CPEACTBAMM 3aIUTHI HHPOpMALIUT
KOHEUYHBIX YCTPOMCTB;

BBITIOJTHEHHE KOMaHJ] B UHTEPIIPETATOPE KOMAHIHOM CTPOKHU;

NOMBITKK JIOCTYNa K 3alllMIaeMbIM O0BEKTaM JocCTyna (TEXHHUYECKUM
CpelncTBaM, y3jlaM CeTH, JUHUAM (KaHajaM) CBsI3U, BHEIIHHM YCTPONCTBaM,
mporpamMmaM, TOMaM, KaTtajoraMm, (aiiam, 3amucsM, TOJSM  3alHCel
Y UHBIM 00BEKTaM JI0CTYNA);

MOMNBITKA UACHTU(DUKAIMK U ayTEeHTU(UKAIUU TI0JIH30BATENIE KOHEUHBIX
YCTPOWCTB;

MONBITKHA YAAJIEHHOTO JOCTYIA;

MOJKJTIOYCHUE BHEITHUX YCTPOWCTB C MCIOJIb30BaHWEM WHTEpGEicoB BBOJA-
BBIBO/IA;

MONBITKUA OCYIIECTBIIEHUSI OECIIPOBOIHOTO JTOCTYTIA;

M3MEHEHHE MPOrPaMMHON KOHPUTYpallui KOHEYHOTO YCTPOUCTRA.

VYka3zaHHble Mephbl 3alUThl UHGOPMALUM PEATU3YIOTCS MyTEM TPUMEHEHUS
MEXaHU3MOB 0€30MTaCHOCTH OINEPAMOHHBIX CUCTEM, U (WJIH) CPEACTB OOHAPYKEHUS U
pearupoBaHus Ha YPOBHE y371a, M (MJIM) MHBIX CPEJICTB 3aIUTHI HH(OPMAITUH.

TpeboBanus k fokyMeHTHpPOBaHuIO: He npenbsaBistorcs.

TpeGoBaHus K yCHICHUIO:

1) npu OCYIIECTBIICGHUH MOHHMTOPHMHIA IIPOIIECCOB M COCTOSHHSA KOHEYHBIX
YCTPOMCTB  JIOJDKHBI  BBISBJIATBCS AHOMAJIMM B JICMCTBHUSAX  MOJIB30BATEICH
Y BBITIOJTHEHUHU MPOIECCOB KOHEYHBIX YCTPOUCTB;

2) noJKHA 00ecIIeYrMBaThCS MHTErpallns Pe3yIbTaTOB MOHHUTOPHHTA IMPOIIECCOB
U COCTOSIHUSI KOHEUHBIX YCTPOMCTB, MOJYYEHHBIX IO PE3yJbTaTaM OTCICKUBAHUS
Pa3HBIX NPOLIECCOB, U KX KOPPEIISILIUS C LEIbIO BBISIBICHUS HHIIUIEHTOB 0€301aCHOCTH
Y pearupoBaHus HA HUX.
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Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME!

Mepa 3ammThl Knacc 3amumnieHnocTa
uHbOopMaIuu K3 K2 K1
3KV 4 + + +
Vcunenne 3KY .4

3KY.5 KonTpoas u puiabTpanus tpagpuka Ha KOHEYHOM yCTPOIiCTBE

Hean: Ob0ecrieuenre 0€30IMACHOCTH CETEBOr0 B3aUMOACHUCTBHS KOHCUYHBIX
YCTPOWCTB.

TpeOoBanusa k peanusanuu: J[oikeH oOecrieunBaThCs KOHTPOJIb CETEBOIO
TpauKa KOHEUHOTO YCTPONCTBA, BKIIOYAIOIINNA KOHTPOJIb:

JIOCTyTAa K BHEILIHUM pecypcaM HH(OPMAIlMOHHON CUCTEMBI;

J0CTyNa K BHYTPEHHUM pecypcaM UH(POPMAILIMOHHOW CUCTEMBI.

JlolbkHa  OCYIIECTBIISITCA ~ (PUIIBTpalUs CETEeBOro Tpauka KOHEYHOTO
YCTPOMCTBA MO ONpeaeieHHbIM npaBuiaM ¢uiabTpanuu (no IP-agpecam, moptawm,
MPOTOKOJAaM, IO COACPKUMOMY U HHBIM TIPAaBHIIAM MEXKCETEBbIX 3KPaHOB,
MHOTO()YHKIIMOHAJIbHBIX MEKCETEBBIX SKPAHOB YPOBHSI CETH).

VYka3aHHble Mepbl 3allUThl MHMOpPMAIMKM pPEaTU3yroTCsl MyTEeM MPUMEHEHMS
MEXaHU3MOB 0€30IMTaCHOCTH OIEPAIMOHHBIX CUCTEM, U (WJIH) CPEACTB OOHAPYKEHUS U
pearupoBaHUs Ha YPOBHE y37a, U (WJIN) UHBIX CPEACTB 3alIUThl HHYOPMALIHH.

TpedoBanus k JokyMeHTHPOBaHUIO. He npenpsaBistorcs.

TpeOoBaHus K yCHIICHHIO!

1) noyokeH  00eCreunBaThCA KOHTPOJb CETeBOro Tpaduka KOHEUHOTO
YCTPOMCTBA [0 BPEMEHU JIOCTYTA K ONPEICICHHBIM PeECypcaM;

2) IOJKEH BBIMOJHSTHCS aHAM3 CETeBOro Tpaduka KOHEYHOTO YCTPOWCTBA,
BKJIIOUAIOLIUI ONpE/eIeHne IMOTOKOB JaHHBIX, HH(pOpMAIUI 00 OTHpaBUTENSIX
U MOJy4yaTensX, UCIOJIb3YEMbIX CETEBBIX IMPOTOKOJAX M MOPTax, CTaTycaX CETEBBIX
COEIMHEHU (OTKPBITOE, 3aKPHITOE);

3) Ha KOHEUYHBIX YCTPOMCTBAX JOJKHBI MPHUMEHSTHCS almlapaTHbie CPEICTBA
CETEBOI0 B3aUMOJECUCTBHUS (B TOM 4YHUCJE, JOBEPEHHBIC allllapaTHbIE CETEBbIC
uHTepdeicel), odecrneunBaronre (QUIBTPAUIO BXOASIIET0 U (MJIM) HCXOJISIIETO
ceTeBoro Tpaduka y3na no cereBbiM (IP) u (nmm) ¢uznueckum (MAC) anpecam;

4) B coCTaBe KOHEYHOI'O YCTPOWCTBA JOJDKHBI TMPHUMEHSTHCS AalapaTHbIC
CpeICTBa TapaHTUPOBAHHOW OJOKMPOBKM JHMHHMA OOMEHa JAaHHBIMH IO KOMAaHJIe
1 (MIM) MO pacnuCcaHuIo.
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Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME!

Mepa 3ammThl Knacc 3amumnieHnocTa
uHbOopMaIuu K3 K2 K1
3KVY.5
Vcunenne 3KY.5

3KY.6 Ananu3 u pearnpoBaHue HA COObITUS 0€30MIACHOCTH

Heas: Mckimouenne HECAaHKIIMOHMPOBAHHOTO IOCTyIIAa K KOHEYHBIM YCTPOWCTBAaM
ITyTEM aHaJIn3a COOBITUI OE30MTaCHOCTU U pEarvpOBaHMs Ha HUX.

TpeboBanus K peanusanum: J{omkeH BBITIOJTHATHCS aHaIu3
3apEruCTPUPOBAHHBIX COOBITUH OE€30MaCHOCTH, MO pe3yJibTaTaM aHajInu3a JIOJIKHO
OCYILIECTBIISATHCS. PEaripOBaHUE HA BBISBICHHBIE KOMIIBIOTEPHBIE MHIIUJICHTHI.

TpeboBanus Kk 1okyMeHTHPOBaHMIO: He npenbsaBistoTcs.

TpeGoBaHus K yCHJICHUIO:

1) pearupoBaHre Ha BBISBICHHBIC NPU3HAKA KOMITBIOTCPHBIX HWHIIHIECHTOB
JOJDKHO BKIIIOYATh OTIPABKY YBEJAOMJIEHUH aJIMHUHHUCTPATOpPy O€30MaCHOCTH
MH()OPMAITMOHHOW CUCTEMBI;

2) moibkeH o0ecTevYnBaThCs aHAJ M3 3apErMCTPUPOBAHHBIX HAa KOHECYHOM
YCTpOUCTBE  COOBITHII  0€30MacHOCTH  CHCTEMOM  YINPaBICHUS  COOBITUSIMH
6e3omacHocTH UH(pOpPMAITUK;

3) 10JKHO OOECIeUMBAThCS PeardpoBaHHE Ha OOHAPYKEHHE KOMIIBIOTSPHBIX
WHIUJICHTOB  CPEICTBAMHU  YNpaBJICHUS  HMHIOUJACHTAMH  HMH()OPMAIMOHHON
0e3onacHOCTH (B cilydae MPUMEHEHHUs CpelcTBa OOHApYKEHUS M pearupoBaHUs Ha
YpOBHE y3Jla C ydeToM Mepbl 3ammthl uHpopMauuu 3KVY.3 u Hamuuus B
MHOOPMAITMOHHONW CHCTEME CHUCTEMbl YIPABJICHHUS COOBITUSAMH OE€30MaCHOCTH
uHpopmanun);

4) nomkHBl obecrieuynuBaThCs OJOKMpPOBaHUE M (WIIM) HM30JSAIMS KOHEYHOTO
YCTPOMCTBA, HA KOTOPOM BBISIBJICHBI KOMIIBIOTEPHBIC HHIIUCHTHI.

Peanu3anusi B MTHPOPMALIMOHHOI cHCTeMe!

Mepa 3anuThI Kracc 3amumeHHocTH
uHbopmauu K3 K2 K1
3KVY.6 + + +
Ycunenue 3KY.6 1 1
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4.10 3ammuTa MOOMJIBHBIX ycTpoiicTB (3MY)
3MY.1 Unentudgukanus u ayrTeHTUPUKANUSA M0Jb30BaTeIeil

Hean: Uckmrouenne moctyna K WHPOPMAIMOHHONW CHCTEME TIOJIh30BaTelIeH
MOOWJIBHBIX ~ YCTPOMCTB,  HE  NPOMIEAIMX  OpOHEeAYpY  WACHTH(PHUKALUU
U ayTEeHTH(PUKAIHN.

TpeOoBanusi k peanuzanuu: [Ipy npuMeHEHUH MOJIB30BATEISIMH MOOMIIBHBIX
YCTPOMCTB JUIsl 1OCTyIA K MH()POPMALIMOHHON CUCTEME, a TAK)KE IIPU NPEAOCTABICHUN
JOCTyNa TOJb30BaTeNIAM K HH(OpMAIMM, cojepxamieics B HH(OpPMaLUOHHON
CUCTEME, B LEJSAX BBIMOJIHEHUSI CBOMX CIIYKEOHBIX 00g3aHHOCTEN (PYHKIMI) TOKHA
ObITh  peanu3oBaHa UACHTU(PUKALMS W  ayTeHTU(UKaUWg  IO0JIb30BaTesen
B COOTBETCTBUU C Mepamu 3aiiuThl nHpopmanuu UAD.1 — UAD 4.

[Tpu ayreHTH(UKAMK TOJI30BATENSI HA MOOMIJIBHOM YCTPONCTBE UCIIONb3YETCs
npoctas (maposibHasi) ayreHTH(uUKauusa. JlinHa maposst 1oJkHa ObITh HE MeHee 6
CUMBOJIOB. MaKCHMaJIbHOE KOJIMYECTBO HEYCIICIIHBIX IONBITOK BBO/Ia HENPABUIBHOIO
naposist 10 OJIOKMPOBKU yYETHOMW 3alKCH MOJIb30BaTeNs — 5, OJIOKUPOBKa MOOMIIBHOTO
YCTPOMCTBA WA YYETHOW 3amuCH TOJb30BATENsl B Cly4ae JOCTHKECHUSA
YCTaHOBJICHHOTO MaKCUMaJIbHOTO KOJIM4eCTBa HEYCHEIIHbIX MOTBITOK
ayTeHTUQUKauuu Ha 15 MHHYT, cMeHa maposieii He Oonee yem yepe3 30 IHEN.
3ampeniaeTcs MOBTOPHO MCIOJB30BaTh |2 mociemHuX mnmapojed s J0CTyna
K MOOMJIBHOMY yCTPOMCTRBY.

VYka3aHHbIE Mepbl peaiu3yloTCs 3a CYET NPUMEHEHUs B HH(POPMAIMOHHOM
CUCTEME ONEpPalMOHHBIX CHCTeM U (WJIM) CpeACTBaMH  MJEHTU(UKALUU
Y ayTEeHTHU(PUKALINH.

TpeOoBaHusi K JOKYMEHTUPOBaHUIO: He npenbsaBisroTcs.

TpeOoBaHus K yCHIICHUIO:

1) nnuHA maposts UIsk BXOJa MOJIb30BaTesl B MOOMIIBHOE YCTPOWCTBO JTOJDKHA
ObITh He MeHee 10 CUMBOJIOB.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
3MYV.1 + + +
Yceunenne 3MVY. 1 1 1

3MY.2 YnpaBJjieHue 10CTyIIOM 0J1b30BaTe el K MOOMIBHBIM YCTPOHCTBAM

Heanb: UckimoyeHne  HECaHKIMOHUPOBAHHOTO  JIOCTyNa  MOJIb30BaTeNe
K MOOMJIBHBIM YCTPONCTBAM.
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TpeGoBanusi k peanuzanmm: J[0JKHBI 00€CTIEUMBATHCS MEPHI 0 YIPABICHUIO
JOCTYTIOM TIOJb30BaTeNied K MOOWJIBHBIM YCTPOWMCTBAM B COOTBETCTBHU C MEpamu
sanmtel uHbopmarmu YIIJ.1 — VII.9, a Takke mo ynpaBieHUIO NpaBamMH JIOCTyIa
MOJIb30BaTENE K MPWIOKEHUSM, YCTaHOBJIEHHbIM Ha MOOWIBHBIX YCTPOMCTBAX,
K HH(OpMALUH, coJiepKaIlieiics B MOOMIIBHOM YCTPOMCTBE, U MHBIM OOBEKTaM JIOCTYTIA.

[Ipy npUMEHEHUH MOJb30BaTEIIMH MOOWJIBHBIX YCTPOMCTB JUIsl JOCTyHa
K UH()OPMAIMOHHON CUCTEME, a TAKXKE IIPH MPEAOCTABICHUH JJOCTYIIA TI0JIb30BaTEISIM
K uHGOpMaIINK, colepkKalleicss B MOOUIIBHBIX YCTPOMCTBAX, JAOHKEH MPUMEHSATHCA
IPUHLWI HANMEHBIINX TPUBUIICTUN.

VYka3aHHble Mepbl 3allUThl MHMOpPMAIMM PEaTU3yOTCsl MyTEM MPUMEHEHUS
ONEpPAalMOHHBIX CHCTEM, W (MJIM) CPEACTB HUACHTU(UKAIMU U ayTeHTU(UKALNH,
1 (MJIM) CUCTEM yIpaBieHUs] MOOMJIBHBIMH YCTPONCTBAMHU.

TpeOoBaHusi K JOKYMEHTHPOBaHUIO: He nmpexbsaBistoTest.

TpeooBanus k ycuienuro: He npeapsasisitorcs.

Peanusanust B TH(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammuThl Kiace 3amuimeHHocT!
uH(popmManuu K3 K2 K1
3MV.2 + + +
Ycunenue 3MY .2

3MY.3 Odecnneuenue HeJJ0CTHOCTH

Hean: ObecnieueHne  1EIOCTHOCTH  MPOTrPAMMHOM  Cpelbl  MOOMJIBHBIX
YCTPOWCTB.

TpeGoBanusi Kk peasmsanuu: B nHdopMalMoHHON  cucreMe  JTOJDKEH
OCYIIECTBIISITECS. KOHTPOJb LEIOCTHOCTH CJEAYIOIIEro MPOrpaMMHOIO 0OeCHeYeHUs!
MOOWJILHBIX YCTPOMCTB:

OIEpallOHHBIE CHUCTEMBI;

porpaMMHOE 0OeCrieYeHHe CPEACTB 3alUThl HHPOPMALIUU;

MPUKIIAAHOE MTPOrpaMMHOe oOecriedeHne (MPUI0KEHNUS).

KOHTpoIb 1ETOCTHOCTH MPOTPaMMHOTO 00ecTieYeHUsT MOOMIIBHBIX YCTPOUCTB
peanuszyercsi 3a CYeT NPUMEHEHHS OIEpallMOHHBIX CHUCTeM, MW (WJIM) CHCTEM
yhOpaBieHUs MOOWIBHBIMU yCTPOMCTBaMM, U (WJIM) HWHBIX CPEICTB 3alllUThI
uH(popmaIuu.

TpeOoBaHusi kK JIOKyMeHTHUPOBaHUIO: He npeabsaBisitoTcs..

TpeGoBaHusi K yCHIICHHMIO:

1) nokeH oOecleyuBaThCS 3ampeT MPUMEHEHHs (QYHKIUH pa3pabOTKH
M OTJIaJIKK IPOTpaMM Ha MOOMIIBHBIX yCTpoiicTBax. [Ipu HE0OX0IMMOCTH TPUMEHEHUS
byHKUMA pa3pabOTKU U OTJIAAKH MPOTpaMM JIOJKHO O0ECIEeYMBATHCS BBIMIOJHEHUE
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IpOIEAYP KOHTPOJISA IETOCTHOCTH MPOTPAMMHOTO OOECTICUEHHS MOCIE 3aBEPIICHUS
Ka)XI0T0 TIporiecca PyHKIIMOHUPOBAHUS CPEJICTB Pa3pabOTKH U OTJIAKU IPOTpaMM;

2) noJbKHA 00eCIIeUMBAThCs OJIOKMPOBKA 3aIyCcKa MPOrPaMMHOTO 00SCIICUCHHS
u (unm) OJOKUPOBKA MOOWIJIBHOTO YCTPOWCTBA B cCiydae OOHapykeHHsl (HaKTOB
HapyIIEeHUs 1IEJIOCTHOCTH;

3) nomxHa oOecreYnBaThCs JOBEpEHHAs 3arpy3ka MOOMIBHBIX OIEpPaIllMOHHBIX
CUCTEM, Ha KOTOPBIX OCYIIECTBIISICTCS 00paboTka HWH(POpMAIMH OTPaHUICHHOTO
JOCTyTa U (WJIK) BBITMTOJTHEHUE 3HAYUMBIX (DYHKITHIA.

Peanusamust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3MV.3 + + +
VYcunenue 3MVY.3 1 1,2

3MY.4 3amuTa 1aHHBIX

Hean: Obecnieuenne  3alMThl  JAaHHBIX ~ UHPOPMALMOHHON  CHCTEMBI,
oOpabaTblBaéMbIX Ha MOOWJBHBIX YCTPOMCTBAX M NEPENABAEMBIX MEXKIY
MH()OPMATMOHHOW CUCTEMON U MOOUIIBHBIMU YCTPOMCTBAMHU.

TpeGoBanusi k peanusanum: [IporpammHoe obecrieueHre Ha MOOWIBHBIX
yCTpOICTBaxX, UCIOJIb3yeMO€e AJIs IOCTyIa K HH()OPMALIMOHHON CHCTEME, HE JTOJKHO
COXPAHATH JaHHbIE B OOIIEIOCTYITHBIE KaTaJOTH MOOMIIBHOTO YCTPONUCTBA.

[Iporpammuoe obecrieueHre MOOWIIBHBIX YCTPOWCTB JOJHKHO COXPaHSTh
JaHHble MH()OPMALMOHHOM CHUCTEMBI TOJBKO B HW30JMPOBAHHYIO 00JIaCTh MaMSTH,
K KOTOPOW UMEET JOCTYI TOJBKO YKa3aHHOE MPOrpaMMHOE 00ecIieyeHueE.

Co3naHve  pe3epBHBIX  KOMMM  JaHHBIX  MH(GOPMALMOHHONM  CHUCTEMBI
B 0OIIEOCTYIHBIX 00JaUHbIX cepBUCax B ceTH «IHTEpHET» C MOMOIBbI0O MOOMIIbHBIX
YCTPOMCTB MJIM YCTAaHOBJICHHOTI'O Ha HUX MPOTPaMMHOr0 00€CHeUeHUs AOJIKHO OBbITh
320JIOKMPOBAHO.

VYkazaHHble Mepbl 3allUThl MH(MOpPMAIMKU PEaTU3yIOTCsl MyTEeM MPUMEHEHHS
OMEpPaLMOHHBIX CUCTEM U (WJIM) CUCTEM YNPABICHUS MOOWIBHBIMU YCTPOMCTBAMH.

OOMeH JaHHBIMH MeEXIy WHGOPMAIMOHHON CUCTEMOM W MOOWJIbHBIMU
YCTpPOMUCTBAMH  TOCPEACTBOM  ceTu  «VIHTepHeT» NOIKEH  OCYIIECTBIATHCS
C Y4eTOM peanu3anuu Mepsl 3aruTsl nHdopmarmu 3KC. 1.

TpeOoBaHusi kK JOKyMeHTHUPOBaHUIO: He npeabsaBisitoTcs..

TpeGoBaHusi K yCHIICHHMIO:

1) MOKHO OCYIIECTBIATHCS yIaleHne HHPOPMAIMK Ha MOOMIIEHOM YCTPOMCTBE
(cOpoc K 3aBOJACKMM HAaCTpOMKaM) TIPU MPEBBIIEHUU JOMYCTUMOrO YHCIA
HEYCIMEIIHbIX TOMBITOK pa30JIOKUPOBKU MOOWJIBHOTO YCTpoiicTBa Oosiee ueM
B JIBa pasa;
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2) noybkHa  OBITh  MCKIIIOYEHA BO3MOXKHOCTH COXpaHEHHS HH(OpMaIuu
U3 TPOrpaMMHOro oOecredyeHus: Ha MOOWJIBHOM YCTPOWCTBE, HCIIOJIb3YEMOM IS
JOCTyTa K MHPOPMAITMOHHOW CUCTEME, C TIOMOIIBI0 CHUMKOB IKpaHa;

3) 10O)DKHA  TPOBOJWUTHCA  OYMCTKA TAMATH  MOOWJIBHOTO  YCTPOMCTBA
M TIePeyCTaHOBKA TPOTPAMMHOTO OOCECIEYEeHHs TpHU TMepeaade MOOWIBHOTO
YCTPOMCTBA OT OAHOTO MOJIB30BATENS APYTOMY.

Peanusamust B uHGoOpMaIlMOHHOM cUCTEMe:

Mepa 3amuTh Knacc 3ammmenHocTr
uHopMaru K3 K2 K1
3MV .4 + +
Ycunenne 3MYVY .4 1

3MY.5 AHTHBHpYCHAsl 3a10MTA

Heasn: [IpoTBOAEHiCTBAE BHEAPEHUID MW PACHPOCTPAHEHHUIO BPEIOHOCHOIO
MIPOrPAMMHOI0 0O€ecTIeYeH s Ha MOOMJIBHBIX YCTPOMCTBAX.

TpeGoBanusi k peanu3zanum: J[oJokHa OOECIIEUMBATHCS AHTHBHPYCHAs 3alllUTa
MOOWJIBHBIX YCTPOMCTB MH(OPMAIMOHHON CHUCTEMBI B COOTBETCTBUM C MEPOM 3alllUThI
uHpopmarun AB3.1.

AHTUBUpYCHasi 3amMTa MOOWIBHBIX YCTPOWCTB  peamu3yercs MyTeM
IIPUMEHEHUS CPEACTB AaHTUBUPYCHOM 3aILUTHI.

TpeOoBaHusi K JOKYMEHTUPOBaHUIO: He npenbsaBistoTcst.

TpeooBanus k ycuienuro: He npenbsasistores.

Peasmmsauus B uHGoOpManoOHHON cucTeMe:

Mepa 3amursl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3MV.5 + + +
Ycunenue 3MVY.5

3MY.6 KoHTpOJIb NPWJIOKEHN I

Heab: OGecrieueHne yrnpapiaeHUs] yCTAHOBKOM, 3aITyCKOM M ()yHKIIMOHHUPOBAHUEM
MIPOTPAMMHOTO 00€CTIeYeHHSI MOOMIIEHOTO YCTPOUCTBA (TIPHIIOKEHHUSIMN ).

TpedoBanus k peanu3amun: 110 OTHOIIEHHIO K MOOMITEHOMY YCTPOMCTBY TOJDKHBI
OCYIIIECTBIISTHCS:

KOHTPOJIb ~ YCTAaHOBKH, 3alyCKa, (YHKIMOHUPOBAHUA W  OOHOBJICHUS
IIPUIIOKECHUM;

3allpeT Ha YCTaHOBKY M 3alyCK HEPa3pEIICHHbIX K HCIOJb30BaHUIO
IIPUIIOKECHUM;
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3aMyCcK M (PYHKIMOHUPOBAHUE MPUIOKEHUH C MHUHUMAIBHBIMU TIpaBaMH,
HEOOXOIUMBIMU ISl pA0OTHI PUIIOKESHHUSL.

JlowkHO — oOecreurBaThCsl  YIpaBjieHUE TMpaBaMyd  JOCTyHa  MPUIIOKECHUH,
YCTAHOBJICHHBIX HAa MOOWJILHBIX YCTPOKMCTBAaX, K MHTEp(dericaMm MOOMITBHOTO YCTPOICTBA U
pecypcaM MOOWJIBHOM ONEpalMOHHOM CHUCTEMbI (HampuMeEp, OINEpPaTUBHOM MaMsiTH,
JOCTYITy K ceTh «HTepHET», K APYTUM NPUITOKCHUSIM).

JlomkeH OBITH peanu30BaH 3alpeT HUCHOJIb30BaHUSl (YHKUUNA YyIaJIeHHOTO
yIpaBJICHUS MOOUITbHBIM YCTPOUCTBOM CTOPOHHUMH MPUIIOKECHUSMH,
HE BXOJIAIIMMU B COCTaB U HE SBJSIOMIMMHUCS CPEJCTBAMU 3aIIUTH HHGOPMALIUH.

VYkazaHHble Mephl 3alIUThl UHQOpPMAIIUK PEATU3YIOTCSA 3a CUYET MPUMEHEHUS
OTIEPAIIMOHHBIX CUCTEM U (WJIM) CUCTEM yIpaBJIeHUS MOOUIILHBIMUA YCTPONCTBAMM.

TpeOoBanusi K JAOKYMEHTHPOBAHMIO: B SKCrulyaTallMOHHOM JOKYMEHTallMU
Ha HMH(OPMALMOHHYIO CHUCTEMY JOJDKHBI OBITh OMNPEAETECHBl COCTaB IMPOIPAMMHOIO
o0ecrieueHusl, OJIKAIIET0 YCTAHOBKE HA MOOMITBHBIX YCTPOMCTBAX (MPUIIOKEHHUIA).

TpeOoBaHuUsI K yCHIICHHIO:

1) TOJDKHO ~ OCYIIECTBIATHCS — IICHTPAIM30BAHHOE —YIPABICHUE IapaMeTpaMu
HACTPOWKH W TpaBaMU MPWJIOKEHUM, BKJIIOYash MPOrPaMMHBIE KOMIIOHEHTBHI CPEICTB
3alUThl HH(POPMALIMHY, YCTAHOBJIEHHBIX HA MOOMJIBHOM YCTPOWCTRBE;

2) 11 y4eTa HCIOJb3YyeMbIX MOOWMJIBHBIX YCTPOMCTB JIOJDKHBI ITPUMCHSTHCS
aBTOMAaTU3UPOBAHHbBIE CPE/ICTBA MHBEHTAPU3ALIMH.

Peasmmsauus B uHGoOpMainoHHO# cucreme:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3MYV.6 + + +
Ycunenue 3MY.6

3MY.7 Orpannyennie 1 KOHTPOJIb (PYHKIIMOHAJIBLHOCTH

Heab: OrpaHnyeHne BO3MOYKHOCTEH HapylIMTENs [0 IOJIYyYEHHIO JIOCTyIa
K MOOMJIBHBIM YCTPOMCTBaM uepe3 UX UHTEP(EIChI.

TpeGoBanus k peasmuzammu: [Ipyu orpaHnyeHun 1 KOHTpoJie (PYHKIIMOHATBHOCTH
B MOOMJIBHOM YCTPOMCTBE JIOJKHBI ObITh:

onpeneneHbl  OeCpOBOJHBIC KaHAIbl IEpelayd JaHHBIX, JOMYCTHMbIE
K HCIIOJIb30BAHMIO Ha MOOUJIBHBIX YCTPOMCTBAX;

orpenaeneHbl MHTEp(ENch BBOAA-BBIBOAA, JONYCTUMBbIE K HCIOJIB30BAaHUIO
Ha MOOWJIBHBIX YCTPOMCTBAX;

peayM30BaH 3amlpeT Ha MCHOJIb30BaHUE OECIPOBOAHBIX KAHAJIOB IEperayu
JaHHBIX W UHTEp(ElcoB BBOAA-BBIBO/IA, HENONMYCTUMBIX K HCIHOJb30BaHUIO
Ha MOOWJIBHBIX yCTPOMCTBAX.

VYkazaHHble Mepbl 3alUThl MHOOPMALIUK PEAM3yIOTCA 32 CUET MPUMEHEHUS
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OTIEPAIIMOHHBIX CUCTEM U (WJIM) CHCTEM YMPABICHHSI MOOMIILHBIMH YCTPONCTBAMH.

TpedoBanus K TOKYyMeHTHPOBaHUIO: He npebsaBisitoTcs.

TpeOoBaHuA K YCHJIEHHIO:

1) nooxkHa OBITH peajdn3oBaHa B3aWMHAs ayTEHTU(UKAHS MOOWIBHBIX
YCTPOUCTB M TOYEK OECHPOBOTHOTO OCTYIA, HMCIOIB3YEMBIX IS TOIKITIOYCHHUS
MOJIH30BATENICH MOOMIIBHBIX YCTPOMCTB K MH(POPMAITMOHHBIM CHCTEMAaM;

2) DOJKHBI OBITh aIlapaTHO OTKJIIOYEHbI (3a0JIOKHPOBAHbBI) HEUCIIOIb3yeMbIe
nHTEep(derichl MOOMIIBHBIX YCTPOUCTB.

Peanusamust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3MV.7 + + +
Ycunenue 3MY.7

3MY.8 OnpenesieHue 1 KOHTPOJIb IeONMO3UILIMHU

Hesn: OOecrieueHre MOMYyYEHUs, PETUCTpAllMd M KOHTPOJA  (DAKTUUECKOTO
MECTOIIOJIOKEHHSI MOOMIIBHBIX YCTPOMCTB, OJKITFOUEHHBIX K MH(OPMALIMOHHOM CHCTEME.

TpebdoBanus k peanmzanun: J[omkHa 0OecieuMBaThCS perucTpanus HHGOpMaLuu
O MECTOIOJIOKEHNH MOOMIIBHOTO YCTPOMCTBA, C KOTOPOTO OCYILECTBIAETCS AOCTYI K
UH(POPMAITMOHHON CHUCTEME.

JIOJIKHBI perucTpUpOBaTHCS (DAKTHI HEBO3MOKHOCTH OINPEIEICHHS T€0N03ULUN
MOOWJIBHOTO YCTpOMCTBa (Hampumep, BCIEACTBUE HEIOCTYNMHOCTH CHUTHAJIOB
CIOYTHUKOB, CHUTHAJOB COTOBBIX BBIIIEK MM JAPYTrUX OECHPOBOJHBIX TOYEK, IO
MH(}OpMAIMU O KOTOPBIX JENAETCs BBIBOJ O T€OMO3ULIMA MOOMIIBHOTO YCTPOUCTBA).

TpeboBanus k JokyMeHTHPOBaHMIO: He npeabsaBisitoTCs.

TpeOoBaHusI K yCHIICHHIO:

1) TOKHO OBITH PEeaTM30BaHO OrPaHUYCHHUE JIOCTYIIA K MH(POPMAIIMOHHOW CHCTEME
B 3aBUCUMOCTH OT T'€0NO3UIIMHA MOOUIIBHOTO YCTPOMCTRA;

2) IS OTIPEZCIICHHsI TEOTO3UIIMU TI0 CHUTHAJIAM COTOBBIX BBINICK WM JIPYTHX
0eCpOBOAHBIX TOYEK JOJDKHBI MCIIONB30BATHCS CEPBEPBI, KOTOPHIE PACIOJIOKEHbI Ha
teppuropun Poccuiickoit denepanuu.

Peanmzanusi B MH(pOPMALIMOHHOI cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3MYV.8
Ycunenue 3MVY.8
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3MY.9 Perucrpauusi, aHAJIM3 U pearupoBaHue HA COOBLITHS 0€30MACHOCTH

Heas: Onpenenenue cocraBa W coaepikaHuss uHGOpMAIMA O  COOBITUSIX
0€30MacHOCTH, MOJIEKALIX PETUCTPAIIMU B MOOMIIBHBIX YCTPOMCTBAX.

TpebdoBanus k peanusanun: J[omwkHa oOecrednBaThCS perUCTpaIus COOBITHIA
0€30MacHOCTH B OINEPAIMOHHONW CHUCTeME MOOMJIBHOIO YCTPOWCTBAa B COOTBETCTBUU
¢ mepamu 3aiuThl nuHGopmainuu PCh.1 — PCB.5S.

JloJKeH BBIMOTHATHCS aHANM3 3apErUCTPUPOBAHHBIX COOBITHI 0€30MacHOCTH,
[0 pe3yJibTaTaM aHaju3a JOJHKHO OCYUIECTBIATHCS PEArMpPOBAHUE HA BBISBICHHBIC
KOMITBIOTEPHBIEC UHIUICHTBHI.

TpeOoBanus k JokyMeHTHPOBaHUIO. He npenpsaBistores.

TpeGoBaHus K yCHJIEHUIO:

1) pearupoBaHre Ha BBISBICHHBIC NPU3HAKH KOMITBIOTEPHBIX HWHIIMIECHTOB
JOJDKHO —BKJIIOYaTh OTIPABKY YBEAOMJICHMHM aJIMUHUCTpaTopy O€30MacHOCTH
MH(OPMALIMOHHON CUCTEMBI;

2) MOJDKHBI 00ECIIeYrBaThCs OJOKMpPOBaHHWE WM (WJIM) HM30JSIHS MOOHIBHOTO
YCTPOMCTBA, HA KOTOPOM BBISIBJICHBI KOMIIBIOTEPHBIE HHIIUJICHTHI.

Peanuzanus B uHGopMallMOHHOI cucTeMe:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3MV.9 + + +
Ycunenue 3MY.9 1 1

4.11. 3ammTa TeXHOJOTH «MHTepHeTa Belei» (3UB)
3UB.1 UnenTudukanus u ayreHTUPUKAIUAA

Hean: Uckmouenne noctymna K THPOPMAITMOHHON CUCTEME YCTPONCTB «MHTEPHETA
BEIIICi», HE MPOILIEANINX MPOLEAYPY UACHTU(PUKAIIMY U ayTeHTU(UKALIHH.

TpeooBanus k peanuzanum: JlookHa oOecrneunBaTbesl HUACHTUDUKALIMS
YCTPOMCTB  «MHTEPHETA  BEUIEW» B  COOTBETCTBUM C  MEPOM  3allUTHI
uHpopmanuun UAD.2.

Nnentudukams yCTpONUCTB «UHTEPHETA BEMICH» MOJDKHA 00eCTeunBaThCS
M0 JIOTHYECKUM HUMEHaM (MMsS yCTpOMCTBA W (MJIM) WACHTU(PHUKATOP), JTOTUIECKUM
aapecam (Hampumep, [P-ampecam) m (wnm) mo ¢usnueckum aapecaMm (Hampumep,
MAC-agpecaM) Wi 10 KOMOWHAIIMM MMEHH, JIOTHYSCKOTO0 W (M) (DH3HIECKOTO
aJpeCOB YCTPONCTB «MHTEPHETA BELLIEH».

AyTeHTu(UKaIUs YCTPONUCTB «UHTEpPHETa BEUICH» [IOJDKHA O00eCreYrBaThHCS
C MCIOJIb30BaHUEM MPOTOKOJIOB ayTEHTU(UKALINH.
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He pomyckaercst ocCyllecTBISATh ayTEeHTU(UKAIMIO YCTPOMCTB «HUHTEpPHETA
BEILICID C UCIOJIB30BAaHUEM MMAPOJIEH, YCTAHOBJIEHHBIX 110 YMOIYAHHUIO.

TpedoBanus k fokymMeHTHPOBaHuIO: He npenpsaBistorcs.

TpedoBaHus K yCHIICHHIO!

1) momwkHa OBITH OOecIieueHa ACHTH(UKAIUSA YCTPOHCTB «MHTEPHETA BEIICH)»
Ha OCHOBE MMPUBATHBIX HICHTU(PUKATOPOB (IICEBIOHUMOB), HE OTPAKAIOIINX PEATHHBIC
HAaVMEHOBAHUS U HA3HAYECHHE YCTPOMCTB;

2) ayTeHTH(HKAINAS YCTPOHCTB «MHTEPHETA BEIEH» JOJDKHA OCYIICCTBISATHCS
C UCIOJIb30BaHUEM CEpTUPUKATOB OE30MIaCHOCTH;

3) no;vkHa ~ OOecreyMBaThCs  B3aMMHas — ayTCHTH(UKAIUMSA  YCTPOMCTBA
«MHTEpPHETa BEIEeW» W JPYroro B3aWMOJICHCTBYIOIIErO0 YCTPOMCTBA 10 Hadaia
UX MH(OOPMAIIMIOHHOTO B3aUMOICHCTBUS;

4) moikHa 00eCIIeUnBaThCS ayTCHTH(HUKAIUSA YCTPOMUCTB «MHTEPHETA BEILCH»
M0 YHUKAJIbHBIM BCTPOCHHBIM CPEJICTBAM ayTEHTU(DUKALIUH.

Peasmzanusi B UHGOPMALIMOHHOM CUCTEMeE:

Mepa 3anuTsl Kiace 3amuimeHHocT!
uH(popmManuu K3 K2 K1
31B.1 + + +
VYcunenue 31B.1

3UB.2 YnpagsieHue 10CTylIOM

Heusb: Vckmouenne HECAHKIMOHMPOBAHHOTO JOCTYIIA K YCTPOKWCTBAM «UHTEPHETA
BELICH».

TpeOooBanuss Kk peanusanmu: [Ipy peanuzanuum ynpasieHHS JOCTYIIOM
K YCTPOICTBaM «MHTEPHETA BEIIECH» T0JKHBI ObITh YCTaHOBJICHBI:

METOJABl YIpaBJICHUS [JOCTYIIOM K YCTPOMCTBAM «HMHTEpPHETa BEILE»
(HanpuMep, METOI POJIEBOIO YIPABJIECHHS TOCTYIIOM, METOJ YIPABJIECHUS JTOCTYIIOM,
OCHOBaHHBIM Ha aTpuOyTax YCTPONCTB «UHTEpPHETa BEICH», METOJ YIpaBJECHUS
JOCTYIIOM, OCHOBAHHBIM HAa CHUCKaX YMOPABJICHHUS JOCTYIIOM) B COOTBETCTBHH
¢ mepamu 3auuThl nHGopmanuu YIIA.1 — VII.9;

BUJIbI YCTPOMCTB «WHTEpPHETA BEIlEeW», pa3pelieHHble i1 MNPUMEHEHUS
B MH(OPMAITMOHHOU CUCTEME;

BUJIBI JjocTyna (OeCpoOBOIHOM, TPOBOJHON (KOMMYTHPYEMBI) U MHBIE BHUJIBI
J0CTyTa), pa3pelieHHble M J0oCTyna K oOBeKTaM JocTyna HH(QOPMAIMOHHOM
CHUCTEMBI C UCMOJIb30BAHUEM YCTPOMCTB «MHTEPHETA BEILEH;

MIPOTOKOJIBI B3aUMOJICMCTBUSI YCTPOMCTB «HUHTEPHETA BEILIC», pa3pelICHHBIE
JUIsl IPUMEHEHUs B ”HPOPMAIIMOHHOM CUCTEME.

[Ipyn mpenocTaBieHUH NOCTyIa K YCTPOMCTBAM «UHTEPHETA BELIEH» NOJIKEH
MIPUMEHSTHCS MPUHIUIT HAUMEHBIITUX MPUBUIIETHUI.



134

TpedoBaHus Kk 10KyMeHTHPOBaHMIO. He npeabsaBIsitoTcs..

TpedoBaHus K YCHJIECHUIO:

1) nomKHO — 00ecHeunBaThCs  IICHTPAIM30BAHHOE — YIPABJICHUE JIOCTYIIOM
YCTPOMCTB «MHTEPHETA BEIICH»;

2) MOJKHBI 00ECIIeYNBATHLCSI MOHHUTOPHHT W KOHTPOJb JOCTyIa YCTPOWCTB
«MHTEpHETa BEUIE» Ha MPEIMET BBISIBJICHUS YCTAaHOBJIEHUS HECAHKIIMOHUPOBAHHBIX
COCIMHEHUN YCTPOMCTB «MHTEPHETA BEIIC» ¢ MHPOPMAITMOHHON CUCTEMOM;

3) moykeH OBITh  pealu30BaH  KOHTPOJb 32  HECAHKIIMOHHUPOBAHHBIMHU
WU3MEHEHUSIMU HACTPOEK YCTPOMCTB «MHTEPHETA BELICII»;

4) TOIHKHO O00ECIeUUBATBCSl  ONpPENCIICHHEe MECTOHAXOXIICHHS YCTPOMCTB
«MHTEPHETA BEIICH»;

5) nomxHO 00ecTIeYnBaThCS OJIOKUPOBAHKE JTOCTYIA C HECAHKIIMOHUPOBAHHOTO
YCTPONCTBA «MHTEPHETA BEIIEC» B MH(POPMALTMOHHYIO CUCTEMY;

6) TOJKHBI HCIOJIB30BATHCSA (PUIBTPBI COOOIICHUH (KOMaHT), 00eCIICYMBAIOIIINC
nepeaady OT yCTPOMCTB «MHTEpHETa Beliel» (IaTYMKOB), a TaKKe K YCTpOHCTBaM
«MHTEpHETa Beliel» (UCHOJHUTEIBHBIM MEXaHU3MaM ¢ JIaT4dKaM) TOJBKO
pa3penieHHbIX COOOMICHHM (KOMaHI);

7) nomxHa ObITh oOOecmeueHa O€30MACHOCTh  IEPEaBacMbIX  JTaHHBIX
B BBIYMCIIUTENILHON CETH «MHTEPHETA BELIEH» C MCIIOJIb30BAHUEM, B COOTBETCTBUU
Cc 3akoHojaTenbcTBOM Poccuiickoil ®denepanuu, Kpuntorpaduyeckux METO/I0B
3aIIUTHl THPOPMALIHH;

8) moymkeH ObITh 0OECTICUCH 3aIpeT MPUMEHEHHUS OCCIPOBOHBIX KAaHAIOB CBSI3H
JUTsI Iepeayr THPOPMaIlUU YCTPOUCTBOM «MHTEPHETA BEIICH»;

9) ycTpoiicTBa «HHTEpPHETA BEIICH» W BBIYUCIUTCILHOW CETH YCTPOMNCTB
«MHTEpPHETA BELIEH» B LIEJIOM, UCIIOJIb3YEMbIE B MHPOPMALIMOHHBIX CUCTEMAX B IIEJISIX
BBITIOJIHEHHUSI UMU CBOMX (DYHKIMH, JOJKHBI OBITH M30JUMPOBAHBI OT CETEH CBSA3M,
MpeAHa3HAYeHHBIX JJIA 10CTyna K cetTh «MHTepHeT» U (M) WHOM OOIIEA0CTYTHOM
CETH CBSI3H.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3UB.2 + + +
Ycunenue 31B.2

3UB.3 3amuTa 1aHHBLIX

He.]'[b: HpCI[OTBpaHICHI/IC YTCUCK, HCCAHKIHMOHHUPOBAHHOI'0O H3MCHCHHA WM
OrpaHUYCHUA JOCTYIIa K JaHHBIM YCTPOﬁCTB «UMHTCPHETA BEIICH.
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TpeGoBanusa k peanusauuu: [Ipy peanuzanuu Mep 1O 3alIUTE AAHHBIX
YCTPOMCTB «MHTEPHETA BELLIECH» TOJIKHBI 00€CIICUNBATHCS:

MHBEHTApU3AlMsl YCTPOWCTB «HMHTEpHETAa BELIEH» C LEJIbI0 BBIABICHUSA
HEUCIIONIb3YEMbIX  YCTPOMCTB, a TakXKe YCTPOWCTB, HE NPEIyCMOTPEHHBIX
K MCIIOJIb30BAaHHUIO;

BO3MOXKHOCTb TOJKJIFOUEHHS TOJBKO K Pa3pelICHHBIM YCTPOWCTBAM «UHTEPHETA
BELLEI» JJIs BBITTOJTHEHUS YCTAHOBIIEHHBIX (DYHKI;

orpaHuueHue opmara JaHHBIX (KOMaHZ), BBOJUMBIX B YCTPOMCTBA «HMHTEPHETA
BEIIICH;

OTKJIFOYEHHE B YCTPOMCTBaX <«WHTEPHETA BELIEW» HEUCIIONIB3YEMBIX CpEICTB
(MPOTOKOJIOB) TOAKIIOUEHHST (KOMMYHHMKALIMM) MEXIy YCTPOMCTBaMHU «MHTEpHETA
BEUICI B BBIYUCIUTEIBHON CETU YCTPOMCTB «MHTEPHETA BEILIE;

BBIJICTICHUE CETEH YCTPOMCTB «MHTEPHETA BEUIEH» B OTACIBbHBIE CETMEHTHI
MH(OPMALIMOHHON CUCTEMBI;

3alllUTa JAHHBIX YCTPOICTB «MHTEPHETa BEIICD» OT PAaCKPbITUS, MOAU(PHUKALUU
Y HaBs3bIBaHUs (BBOJA JIOKHOM MH(pOpPMalMM) MpH HUX NEpeAade Mo KaHajlaM CBS3H,
MMEIOIIMM BBIXOJI 32 ITPEIEIIbI KOHTPOJIMPYEMOM 30HBI;

OTKJIFOYEHUE HEHCHOJIb3YEMbIX (DYHKIIMOHAIBHBIX BO3MOYKHOCTEH YCTPOWCTB
«MHTEPHETA BEILLIEH».

TpedoBanus k JokyMeHTHPOBaHUIO. He npenpsaBistores.

TpeOoBaHus K yCHIICHHIO!

1) nomKHO oOOecreunBaThbC HCKIIOYCHHE BO3MOXKHOCTH BBOJA JTAHHBIX
(koMaHI) B YCTpPOMCTBA «UHTEpHETa BELIC» MOCPEICTBOM  pean3aluu
OTpaHUYUTENIbHBIX UHTEP(DENCOB MO BBOAY MH(OpMaLUY;

2) TOJDKEH O00CCIeunBaThCs aHallu3 CEeTeBOro Tpaduka CETed YCTPOWCTB
«MHTEpPHETa BEILEH» C I1EJIbI0 BBISBJICHUSI MPU3HAKOB PEATM3ALMKN KOMIBIOTEPHBIX

aTak.
Peanuszanusi B uHGOPMALIMOHHOM CHCTEME:!
Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3UB.3 + + +
Ycunenue 31B.3 1 1

3NB.4 KoHTPOJIb 11€JIOCTHOCTH

Hean: ObecniedeHne 1MeIT0CTHOCTH YCTPOMCTB «MHTEPHETA BEIIEH.
TpedoBanus k peanusauuu: [Ipu peannzannn Mep 1Mo KOHTPOJIIIO UETOCTHOCTH
YCTPONCTB «MHTEPHETA BEILIEe» JOJIKEH 00€CIeYynBaThCS KOHTPOJIb:
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LEJTOCTHOCTU AaNllapaTHOW YacTH KOMIIOHEHTOB YCTPOMCTB «UHTEpPHETA
BelIEH», a TaKXKe BBISBICHUS (PAKTOB HECAHKIIMOHUPOBAHHOTO JOOABJIECHHS HOBBIX
YCTPOMCTB «MHTEPHETA BEILLEH»;

cocTaBa IPOrPaMMHOIO OOECHEYEeHHUs] YCTPOMCTB «UHTEpPHETa BEUIC,
a Takke BbIABICHUS (DAKTOB HECAHKIIMOHHPOBAHHOTO 00aBIEHUS HOBOTO
porpaMMHOro obecriedeHus ycrpoicts «HTepHeTa Bemiei»;

1EJI0CTHOCTY OOHOBJIEHUHM MPOTPAMMHOI0 00€CTIeUeHH s BHIYUCIUTEIIBHON CETH
YCTPOMCTB «MHTEPHETA BEILLEH»;

LEJIOCTHOCTHU (DaitIOB, COEpKAIIUX MapaMeTpbl HACTPOUKHU (KOH(UTypaLIHIO)
IPOrpPaMMHOI0 00€CIIeYeHHs YCTPOUCTB «MHTEPHETA BEIICH.

JI0JKEH BBINOJIHATHCS aHAIN3 YSI3BUMOCTEN MPOIIMBOK YCTPOMCTB «MHTEPHETA
Bellel». B ciydyae BBISBIIEHHSA YA3BUMOCTEH JIOJKHO BBIIOJHATHCS OOHOBIICHHE
BEpCUIl MPOIIMBOK YCTPOUCTB «MHTEpPHETA BElIC» Ha Bepcuu (MpU UX HAIUYUN),
HE COZEpKaILUE U3BECTHBIE YSI3BUMOCTH.

TpeGoBanus K JIOKyMEHTHPOBaHUIO. He npenbaBISIIOTCS.

TpeOoBaHus K yCHIICHUIO:

1) mOMKEH OCYIIECTBISATHCS KOHTPOJb IEIOCTHOCTH MHUKPOIPOTPAMMHOTO
oOecrieueHus: yCTpOWCTB «HUHTEpHETa BELIEH» NyTeM BepUpUKauu cepTU(UKATa
0e301acHOCTH U (MJIM) KOHTPOJIbHBIX CYMM;

2) MOJDKEH OCYIIECTBIISATHCS €KCHENCIbHBIA WM ¢ MEHBIICH MepUOMYHOCTBIO,
yCTAHABIMBAEMOM B~ MH(POPMALIMOHHOW  CHUCTEME,  KOHTPOJb  OTCYTCTBUS
HECAaHKLIIMOHUPOBAHHBIX U3MEHEHUM B IApaMeTpax HACTPOMKU YCTPOMCTB «UHTEPHETA
BEILICI;

3) n0JDKHBI 00ECIIEUNBATLCS BBISBJICHHE W OJOKMPOBKA 3aIlyCKa MPOrPaMMHOIO
o0ecrieueHus yCTPONCTB «MHTEPHETA BELIEH», IIEIOCTHOCTh KOTOPOTO HAPYIICHA.

Peanuszanust B uHGOpMALIMOHHOM CHCTEME:!

Mepa 3ammThI Knacc 3amuiennoctu
uH(bopmauu K3 K2 K1
31B.4 + + +
Ycunenue 311B.4

3UB.S Perncrpanusi, aHaJIiu3 U pearipoBaHue Ha COObITHS 0€30ITACHOCTH

Hean: Onpenenenne cocraBa W coaepkaHuss wuHGOpMAIMA O  COOBITHSIX
0€30MacHOCTH, TIOJICIKAIIUX PETUCTPAIIUN B YCTPOMCTBAX «MHTEPHETA BEIICH».

TpedoBanus k peajqu3zanun. /[omkHa 00ecTIeUMBATHCS PETUCTPAIUS COOBITHI
0€30MacHOCTH B yCTPONCTBAX «MHTEPHETA BEIllel» B COOTBETCTBUU C MEPAMU 3AILUTHI
undopmanuu PCh.1 — PCB.5.

JloJKeH BBIMOMHATBHCS aHANM3 3apErUCTPUPOBAHHBIX COOBITHI O€30MacHOCTH,
o pe3yjbTaTaM aHaiHu3a JOHKHO OCYIIECTBISITHCS PEarMpOBaHUE HA BBHISBICHHBIC
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KOMIIBIOTEPHBIE MHITHICHTHI.

TpebdoBanust K TOKYMeHTHPOBaHHUIO: He ipebsaBisIroTCS.

TpedoBaHus K YCHJIECHUIO:

1) pearupoBaHrie Ha BBISBICHHBIC TNPU3HAKK KOMITBIOTCPHBIX HWHIIMICHTOB
JOJDKHO BKJIIOYATh OTMPABKy YBEAOMJICHHUH aIMUHUCTPATOpPy OE30MacCHOCTH
MH(GOPMALIMOHHON CUCTEMBI;

2) MOJDKHBI  00ecreunBaThcs OJIOKUPOBaHHE M (MIH) HM3OJISALHUS YCTPOHCTB
«UHTEpHETA BEIICi», Ha KOTOPHIX BHISBICHBI KOMITBIOTEPHBIC MHITH/ICHTHI.

Peanu3zauus B UHPOPMALIMOHHON CUCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
31B.5 +
VYcunenne 3UB.5 1 1

4.12 3amura To4ek 6ecnipoBoaHoro nocryna (3b/1)
3b/1.1 UnenTudukanusa u ayreHTUPUKALUA

Hean: Uckmoyenne noctyna oObEKTOB U CyOBEKTOB OECIIPOBOIHOTO JOCTYTA
K UWHPOPMAIMOHHOW CHCTEME, HE TMPOIICANINX TMPOUEAypy HUACHTH(PUKAIIUU
U ayTeHTU(UKaIUH.

Tpe6oBanus k peanuzaumuu: [[0KHBI 00ECTIEUNBATHCS:

uaeHTU(PUKAIMS U ayTeHTU(PUKAIUS TOJb30BaTeIeH, 3arpalivBarouX JOCTYI
K OecrpoBOJHOM JIOKAILHOW BBIYUCIUTENBHOW CeTH (BHYTPEHHHMX IOJb30BaTeleH,
MIPUBWJIETUPOBAHHBIX TIOJIH30BATENICH, aJIMUHUCTPATOPOB), B COOTBETCTBUU C MEpaMu
3anutel uHGopmarn UAD.1, UAD.3;

UACHTU(UKAITUS YCTPOMCTB, 3alIpallMBarOIINX JOCTYII K OSCIIPOBOAHOM JTOKAJILHOM
BBIYUCIIUTEIIHLHOM CETH, B COOTBETCTBUU ¢ Mepoi 3amuThl nHhopmarmu MAD.2;

uaeHTU(UKAIUMS TOYEK OeCHnpOBOIHOTO JOCTyHa OECIpPOBOAHON JIOKATBLHOM
BBIYUCIIUTEIIBHON CETH.

Nnentudukaius Touek OECHpPOBOJHOTIO JOCTYIA JOJDKHA 00eCTeYrMBaThCs
0 JIOTUYECKUM UMEHaM (HarmpuMmep, CUMBOJILHOMY Ha3BaHUIO OECIPOBOJIHON TOUKHU
nocryna SSID), norumyeckum anmpecam (manpumep, [P-agpecam) wu (unm)
no ¢usnaeckuM aapecam (Hanpumep, MAC-aapecam) win Mo KOMOWHAIIMA UMEHH,
JIOTUYECKOTO U (WH) (GU3UIECKOTO aAPECOB TOUYKH OECIIPOBOTHOTO JIOCTYIIA.

Nnentudukanms ycTpoONCTB TPH MOJKIIOYEHUH K TOYKaM OECIpOBOIHOTO
noctyna B MH(GOPMAIIMOHHON CUCTEME 00ECIIeYMBAETCs MO JIOTUYECKUM UMEHAM (MM
yctpoiictBa W (wnm) ID), normueckum aapecam (Hampumep, I[P-ampecam)
u (umu) mno dQusnueckum azapecam (Hampumep, MAC-aapecam) ycTpoicTBa
WJIU 110 KOMOWHAIIMH UMEHH, JIOTHYECKOTO U (WK ) PU3NIECKOTO aIPEeCOB YCTPOMCTRA.
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He nomyckaercs oOCYyHIECTBJISATh AayTEHTU(PHUKAIMIO TOYEK OECHpOBOIHOTO
J0CTyIa C UCIIOJIb30BAaHUEM MapoJieil, yCTAHOBJICHHBIX IO YMOJIYaHHUIO.

VYkazaHHble Mepbl 3alIUThl UHQOPMAIUK PEATU3YIOTCSA 3a CUYET MPUMEHEHUS
B HMH(POPMAIIMOHHOM CHUCTEME CpPEICTB HWICHTU(PHUKAIIMK W ayTeHTU(UKAIIHH,
peanu30BaHHbIX U (WJIHM) NPUMEHSAEMBIX B TOYKAaX OECHPOBOJHOIO JOCTYIA, UHOM
000pyZOBaHUU OECIIPOBOTHON JIOKATBHON BBIYMCIUTEIILHONW CETH, YCTPOMCTBaX
I10JIb30BATEIICH.

TpeGoBaHus K JIOKYyMeHTHPOBaHUIO: He npenbsaBistoTcs.

TpeOoBaHuA K YCHJIEHHIO:

1) nomkHO oOecTieunBaThCs COKphITHE UMEeHHU ceTH (SSID) B criMcke TOCTYIHBIX
ceTel;

2) M yOpaBJICHUS YYETHBIMH 3allUCAMH W YYCTHBIMHU JaHHBIMH CYOBEKTOB
OeCIpoOBOIHOTO JOCTYTA B OECITPOBOAHOM JIOKATBLHON BBIUUCIUTEIBHON CETH JI0JKHBI
MCIIOJIb30BATHCSI CUCTEMBI (CPEJICTBA) YIIPABICHUS YUETHBIMU 3aMKUCSIMU;

3) CMMBOJIBHOC Ha3BaHHE OECIPOBOJHOW TOYKH JOCTyIa, CiyXKalee JUIs
UIeHTU(UKAIIMM €€ TOJb30BaTeNIIMU M YCTPOWCTBAMH TOJB30BaTENIeH, TOUKOU
JOCTyIa HE JOJDKHO TPAHCIUPOBATHCA IIMPOKOBEIIATEIBbHO M, COOTBETCTBEHHO, HE
JOJDKHO OTpa)kaTbCsl B CIUCKE BHUAUMBIX TOYEK JIOCTyla Ha YCTPOMCTBax
MOJIb30BaTENIC U UHBIX CYOBEKTOB JIOCTYTIA;

4) ayreHTU(UKALIMS YCTPOUCTB NPU TMOIKIIOYCHHH K TOYKaM OeCIPOBOIHOIO
I0CTynma B HWH(POPMAIIMOHHOM CcHCTeMe O0eCleunBaeTcs ¢ HCIOJIb30BAHUEM
MIPOTOKOJIOB ayTEHTU(DUKAITUH.

Peanuszanusi B uHGOPMALIMOHHOM CHCTEMe!

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
3bJ1.1 + +
VYcunenue 3b/1.1 1

3b/1.2 YupasJienue 10CTYIIOM

Hean: MckmodyeHne HECAHKITMOHMPOBAHHOTO JOCTYIA K TOYKaM OECITPOBOIHOTO
J0CTyTA.

TpeboBanus K peanu3anuu: J[0JDKHBI obecrieunBaThCs MEPHI
M0 YOPaBJICHUIO JOCTYNIOM CYOBEKTOB K TOYKaM OECIPOBOMHOTO JIOCTYIa
B WH(OPMAIMOHHONW CHUCTEME B COOTBETCTBUM C MEpPaMH 3alllUThl WH(POpPMAIUU
VIIIA.1 - VIIJ.9, a Takxke 00ecIeunBaThCs:

GunbpTpanys yCTPOMCTB MOJIB30BATENICH, UCIIONB3YEMBIX Isl O€CIIPOBOIHOTO
noctyma, (Harnpumep, no dusnueckuM aapecam (MAC-aapecam) 1jisi yrpaBJICHHUS
pa3peleHus MU TI0 JOCTYITY K OeCIPpOBOIHON JIOKAILHON BEIYMCIUTENLHOM CETH;

MpeIoCTaBlIeHNE JOCTyNa K mapaMeTrpaM (M3MEHEHHIO MTapaMeTPOB) HACTPOUKHU
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TOYEK OECHpPOBOJHOrO JOCTyNa TOJBKO aJIMHUHUCTPATOpaM HMHQPOPMALMOHHOM
CUCTEMBI;

MpeIoCTaBlIEHUE JA0CTyNa K OECIpOBOAHON JTOKATBLHOM BBIYUCIUTEIILHON CETH
(x Toukam OECHpOBOIHOTO JOCTYyIMa, XpaHUMOW HH(POpPMAINH, ycayram (CepBHCaM)
U TPUIOKEHUSIM) TOJBKO  TOJB30BATENISIM, MPOUICAIINM  HIEHTU(DHUKALINIO
U ayTeHTU(UKALHIO.

VYkazaHHble Mepbl 3alIUThl UHQOpPMAIUK PEATU3YIOTCSA 3a CYET NMPUMEHEHUS
B UH(OPMAIMOHHOW CHCTEME CPEACTB YIpaBJiCHUS JJAOCTYIOM, pEaTM30BAaHHBIX
U (WIM) TpUMEHSEMBIX B TOYKax OECHpPOBOAHOTO JIOCTYNa, UHOM OOOPYIOBaHUU
0eCrpOBOHOM JTOKAIBHOM BBIYUCIUTEIBHON CETH, YCTPOUCTBAX MOJIb30BATEICH.

[Ipn mpepocraBiieHWH TMOJB30BATENIAM JAOCTyNa K TOYKaM OECIpOBOIHOTO
JOCTYTIA TOJKEH ITPUMEHSTHCS MPUHLIMI HAUMEHBIINX IPUBUIIETHM.

TpeOoBaHus K JOKYMEHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeOoBaHus K yCHIICHUIO:

1) nomkHa OBITh HCKITFOYEHA BO3MOXXHOCTh HECAHKIIHOHUPOBAHHBIX H3MECHCHUN
HACTPOEK TOUYEK OECIIPOBOJHOTO JOCTYIIA;

2) MOJDKHO — O0ECIieunBaThCs  OTPAHMYCHHUE BPEMEHHM CECCHU  JIOCTYIa
ITOJIb30BATENIE M ABTOMATHUYECKOE 3aBEPILICHUE COCIWMHEHUM NPHU IPEBBILICHUH
3aIaHHOTO BPEMEHHM JI0CTYIA;

3) MOJKHBI MPUMEHSTHCSI CUCTEMBI YIIPABJICHUST OSCIIPOBOTHBIMU CETSMU;

4) TOJDKHBI TIPUMEHSATBCS CHCTEMBI KOHTPOJS  (yNpaBJIeHUs) JOCTYIIOM
YCTPOMCTB MPH MOAKITIOUCHUH K OSCIPOBOHOMN JIOKAITBHOM BHIYUCIUTEIBHON CETH.

Peasmzanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
3bJ1.2 + + +
Ycunenue 3b/1.2

3b/1.3 3amuTa moJjb30BaTeJIbCKUX JTAaHHbIX

Heas: [IpenorBpainenue yTEUEK, repexsara 151 MoIU(DUKAIINH
M0JIb30BATEILCKUX JAHHBIX MPU MOJKIIOYEHUN K TOUKaM OECITPOBOJHOTO JOCTYIIA.

TpeooBanusi k peanm3anmu. [Ipy MOAKIIOUEHUH IOJB30BATENICH K TOYKaM
0ecrpoBOAHOTO TOCTYIa B UHPOPMAIIMOHHON CHCTEME JTOJKHBI 00eCTIeYnBaAThCS:

BBIICJICHHE OECIPOBOHBIX JIOKATHHBIX BBIUUCIUTEIBHBIX CETEH B OTICIbHBIC
CEerMeHTHI HH()OPMAITMOHHON CHCTEMBI;

WHBEHTApHU3ALMs TOYEK OECIIPOBOIHOTO IOCTYTIA;

NOJKITIOYEHHE TOJIbKO K Pa3pelIeHHbIM TOYKaM OECIPOBOJHOIO JOCTYyMa s
BBITIOJTHEHHUS YCTAHOBJICHHBIX 00sI3aHHOCTEH ((PyHKIIHM);

oOecrieueHHE  BO3MOXKHOCTH  peai3alliil  COCMWHEHWA C  TOYKAMH
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0ecpoBOAHOrO JIOCTYNa TOJBKO 4Yepe3 KOHTPOJIUpyeMble HHTEpPEichl TOoUeK
O0ecpoBOAHOTO JOCTyNa M YCTPOMCTB IMOJb30BaTelied (B TOM 4HCIE, NyTEM
PUMEHEHUS CPEJICTB 3aIUThl HH(GOPMAIIIH);

KOHTPOJIb TTOAKITIOYCHUST YCTPOMCTB MOJIB30BaTENIe K TOYKaM OECIpOBOIHOTO
JI0CTyTIa TIOJIh30BaTENEeH B MH(OPMAITMOHHON CHCTEME JI0 Hadaja WH()OPMAITMOHHOTO
B3aMMOJICHCTBHS ¢ MH(DOPMALIMOHHON CUCTEMOM.

Ha Toukax OecnpoBOJHOTO JIOCTYNa HEUCIONb3yeMble (DYHKIIMOHAIbHbBIE
BO3MOXHOCTH JIOJKHBI OBITH OTKJIIOYEHBI (3a0JI0KUPOBAHBDI).

JloJKeH BBIMOJHATHCS aHAIW3 YA3BUMOCTEH MPOIIMBOK M MPOTPaMMHOTO
obecrieueHns TOYeK OECIpPOBOJHOIO JOCTyna. B cilydae BBISBIICHUS YSI3BUMOCTEH
JTOJKHO BBITIOJIHATHCS OOHOBJICHUE BEPCUH MPOLIMBOK U TPOTPAMMHOTO 00eCIIeUeHUs
TOYeK  OecnpoBogHOro  jocryna  (Ipd WX  HaJIMYMM) HAa  BEPCHH,
HE coJiepKallie YSI3BUMOCTH.

TpedoBanus k fokymMeHTHpPOBaHuIO: He npenbsaBistorcs.

TpedoBaHus K yCHIICHHIO:

1) moymkeH oOecreYrBaThCs aHAIM3 CETEBOTO TpaduKka ceTeil OeCIpOBOIHOTO
JOCTYTIA C LEJbIO BBISIBICHUS MPU3HAKOB PEATN3ALNHA KOMIIBIOTEPHBIX aTaK;

2) TOJDKHA TIPOBOAMTHCS HWHBEHTApH3allks TOYECK OECHpPOBOJHOIO JIOCTYIIA
C 1eJbI0 BBISBJICHUS HEUCIIOIB3YEMbIX YCTPOMCTB, a TaKXKe YCTPOMCTB,
HE MPEyCMOTPEHHBIX K UCIOJIb30BAHUIO;

3) TOKHO OO0ECIeUnMBAaThCA OTKITIOYCHUE (DYHKIMOHATBHOW BO3MOKHOCTH
ABTOMATUYECKOTO TOJKIFOYEHUS] YCTPOWCTB MOJIb30BaTeIed K TOYKaM OeCHpOBOIHOTO
JOCTYTIa;

4) moiKeH 00eCIeunBaThCSA aHAIM3 CETeBOro Tpaduka OecIpoOBOIHOI
JIOKAJIbHOW BBIUMCIIUTENBHONM CETH C IENbI0 BBISIBJICHUS HECAHKIIMOHUPOBAHHBIX
MOJKJTIOUCHHUH;

5) MOKHBI TPUMEHSTHCS MEXAHW3MBI (HIBTPAIUK (OTPaHUYCHUS JOCTYIIA)
MpU TOJKIIFOYEHUH K TOYKaM OECHpPOBOJHOIO JOCTyINa Mo (PU3HUYECKUM U (WJIH)
JIOTUYECKUM aJIpECcaM.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
3b/1.3 + + +
Vcunenune 3b/1.3
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3b5/1.4 KOoHTPOJIb 11eJIOCTHOCTH

Hean: ObecnieyeHue 1eITO0CTHOCTH TOUEK OECIIPOBOIHOTO JOCTYIIA.

TpeGoBanusa k peanm3anmu: J[ookHBI 00€ClIeUMBATHCS CIEAYIOLIIUE MEPHI
M0 KOHTPOJIO IEJIOCTHOCTH TOYEK OECHpOBOAHOIO JOCTyMa B HH(POPMAIIMOHHOM
CUCTEME:

KOHTPOJIb I[E€JOCTHOCTH MPOrpPaMMHOr0 OOecredeHHs] To4eK OecrpOBOIHOTO
JIOCTyTIa, B TOM YHCJI€ BEPCUH MUKPOIIPOrPaMMHOTO 00ECIICUEHHUS;

KOHTPOJIb COCTaBa almnapaTHbIX KOMIIOHEHTOB TOUYEK OECIPOBOAHOTO JIOCTYIIA;

OTKJIFOUEHUE HEUCTIONIb3yEMbIX HHTEP(PENCOB;

pa3MellleHne TOYeK OeCHpOBOJHOIO JOCTyIAa B Mpeaesax KOHTPOJIUPYEeMOM
30HBI;

YCTAaHOBKA aKTyaJbHBIX OOHOBJIEHUH J/JiI TOYEK OECIpOBOJHOIO JOCTYyIa
U yCTpaHEHHE YI3BUMOCTEH, CBSI3aHHBIX C 0€30MaCHOCTbIO OECHPOBOIHBIX
COCIMHEHU.

TpeGoBanus K JIOKyMEHTHPOBaHUIO. He npenbaBIsIIOTCS.

TpeOoBaHus K yCHIICHUIO:

1) MoyDKEH OCYIIECTBISATHCS €KCHEACTBHBIA WM C MEHBIICH MEepPHOIUYHOCTHIO,
yCTaHABIMBAEMOM B~ MH(POPMALMOHHOW  CHUCTEME,  KOHTPOJIb  OTCYTCTBHUS
HECAaHKLIMOHMPOBAHHBIX M3MEHEHH B HACTPOMKAX B TOUKAX OECIPOBOIHOIO JIOCTYTIA;

2) IOJDKEH OCYIICCTBIIATHECS KOHTPOJIb IEJIOCTHOCTH MHKPOIPOTPAMMHOTO
oOecrieueHrss TOYEK OECIPOBOJHOTO JOCTyINa TyTeM Bepuduxanuu mudpoBon
MOANKCH WJIK KOHTPOJIBHBIX CYMM;

3) IOIKHO ~ 00ECHeYuBAThCS  WCKIFOUCHHE  BO3MOXKHOCTH — M3MCHCHUS
MOJIb30BATEIEM MMOAKIOYAEMOT0 YCTPOWCTBA HACTPOEK TOYEK OECHpOBOAHOTO
JOCTYTIA;

4) noKeH ~— o0ecreYrBaThCS  KOHTPOJb  IEJIOCTHOCTH  KOH(UTYpaIHH
Y TIapaMEeTPOB HACTPOUKHU TOUYEK OECIPOBOJHOTO JAOCTYTMIA.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3b/1.4 + + +
Vcunenne 3b/1.4

3B/1.5 Orpanuyenne ypoBHeil CUTHAJIOB

Hean: ObecrieueHrne HEBO3MOXKHOCTU (3aTpyAHEHHUs) JOCTyla K TO4YKam
0ecrpoBOAHOTO JIOCTYIIA W3-3a MIPENEIOB KOHTPOIUPYEMOM 30HBI.

TpeGoBanus k peanusanmu: J[0JOKHBI MPUMEHSTHCS TOUYKH OECIPOBOIHOTO
JOCTYTa, UMEIOIINE BO3MOXXHOCTh HACTPOMKHU YPOBHSI MOIIIHOCTH CUTHAJIA.
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JlomxkHO — oOecrieuMBaThCsl ~ OFPAHMYEHHUE  YPOBHEHW  CUTHAJIOB  TOYEK
OecnpoBOAHOrO JAO0CTyna. 3HAYEHHS YPOBHEM CHUTHAJIOB TOYEK OECIpPOBOJAHOIO
J0CTyIA JIOJHKHBI YCTAHABIMBATHCS C YUYETOM (PU3UUYECKHUX T'PaHUll MH()OpMAITMOHHON
CUCTEMBI (CerMEHTOB HWH(MOPMAIMOHHONW CHCTEMBI) C IIEJIbI0 OOeCIeUeHUs
MUHUMAJIBHOTO YPOBHS CUTHANA HAa (U3NYECKUX TPAHUIIAX.

TpeOoBaHus K JOKYMEHTHPOBaHMIO: He npeabsaBiastoTCs.

TpeOoBaHuA K YCHJIEHHIO:

1) OKEH  OCYIIECTBISATHCS ~ MOHHUTOPHHI  YPOBHEH  CHTHAJIOB  TOYEK
0ecrpoBOAHOIO TOCTYTIA;

2) momkHa OBITH COCTAaBIICHA KAPTAa MOKPBITUS CHTHAJIAMU TOYEK OECIIPOBOTHOTO
JOCTyIMa TMOMEIIeHU HH(OPMALMOHHONW CUCTEMbl (CErMEHTOB HH(OPMAIIMOHHOM
CUCTEMBI), pa3menieHme TOYEK 0ecrpoBOAHOTO JOCTyTa
YU YPOBEHb MOIIHOCTH HMX CHTHAJOB JOJDKHBI OBITH ONpPENENIEHbI C YYETOM KapThl
ITOKPBITHSI;

3) IoJDKHA OCYIIECTBIATHCS (DMIIBTPAIUsl YaCTOTHOTO JHMana3oHa Mepeiadyn
JaHHBIX TOYKHM OECIPOBOJHOTO JOCTYyNA AJI UCKIIOYEHHUS HECAaHKIHMOHUPOBAHHOIO
J0CTyMa K UH(pOpMaLuy, IepesaBaeMoil o 0eclipoBOAHOMY KaHaIy.

Peanu3anusi B MHpOPMAILMOHHOM cCHCTEME:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3b/.5 + + +
Vcunenue 3b/1.5

3b/1.6 Perucrpauus, aHaJu3 U pearipoBaHue HA COObLITUS 0€30IIACHOCTH

Heas: Onpenenenue cocraBa W coaepkaHuss wuHGOpMAIMA O  COOBITUSIX
0€30MacHOCTH,  NOMJIEKAIMX  PErucTpauu B OECHpPOBOAHBIX  JIOKAIBHBIX
BBIYUCITUTEBHBIX CETSX.

TpeGoBanus k peanuzanum: J[omkHa 00ecreunBaThCs perucTpaiusi COObITUI
0e30MacHOCTH B CETSAX OECIPOBOJHOIO JIOCTYIAa B COOTBETCTBUHM C MEPaMH 3allUThI
unpopmaiuu PCh.1 — PCB.5.

JloJKeH BBIMOHATHCS aHAM3 3apErUCTPUPOBAHHBIX COOBITHI 0€30MacHOCTH,
[0 pe3yjbTaTaM aHalIM3a JOJDKHO OCYILIECTBISATHCS PEAarMpOBAaHUE HA BBISBICHHBIC
KOMITBIOTEPHBIE HHIUECHTBHI.

TpeboBanus k fokymMeHTHpPOBaHuIO: He npenbsaBistorcs.

TpeGoBaHus K yCHICHUIO:

1) pearupoBaHKe Ha BBISBICHHBIC TPU3HAKH KOMIIBIOTCPHBIX HHIIUICHTOB
JOJKHO BKJIIOYATh OTIPABKY YBEIOMJICHUH aJMUHHUCTpaTopy ©0€30macHOCTH
MH(OPMAIIMOHHON CUCTEMBI,
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2) IOJDKHBI  00eCIeunBaThCs OJIOKHPOBaHHWE U (MJIM) HM3OJIUSA  TOYCK
0eCIpOBOTHOTO JJOCTYTIA, HA KOTOPHIX BBISIBICHBI KOMIBIOTEPHBIC MHITHICHTHI.
Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME!

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
3b/1.6 + + +
Ycunenue 35/1.6 1 1

4.13. AuTuBupycHas 3amuta (AB3)
AB3.1 AHTHBHpPYCHAsI 3a1IMTA YCTPOICTB

Hean: OOecrieueHne aHTUBUPYCHOM 3alIUThl MH(OPMALMOHHONW CHUCTEMBI
Ha yCTPOMCTBAaX, BKIOYAIOLIEE:

OOHapy>K€HHE KOMIBIOTEPHBIX MporpaMm JHOO WHOM KOMIBIOTEPHOMN
nHpopManuy, NpeIHA3HAYCHHBIX JJII HECAHKUIMOHUPOBAHHOIO YHUYTOXKEHUS,
OJIOKMpOBaHUsA, MOJIU(UKAIMHU, KOMHPOBAHUS KOMIBIOTEPHON HWH(OpManuu WU
HEUTpalM3aluy CPEACTB 3aIUThl MH(POPMALIMHU, COKPBITHS HPHUCYTCTBUS JIPYroro
BPEOHOCHOTO IIPOrpaMMHOr0 obecreyeHus: B MHPOPMAIIMOHHOM cucTeMe, COKPBITHS
CBUAETENBCTB  HECAHKIMOHUPOBAHHOIO  JOCTyma K  JIIOObBIM  pecypcam
UH()OPMAITMOHHOM CUCTEMBI;

oOecrieyeHue pearupoBaHvs Ha OOHApYy>KEHHE BPEIOHOCHOTO MPOrPAMMHOTO
oOecreyeHusl.

TpedoBanus k peajusaumu: Peanusanus aHTUBUPYCHOM 3alUThl YCTPOWCTB
JOJIKHA TPEelyCMaTPUBATh:

onpeneseHue  (PU3MYECKUX U BHUPTYaJbHBIX  YCTPOWCTB,  BXOISLIMX
B COCTaB MH(POPMAIIMOHHOMN CUCTEMBI, Ha KOTOPBIX HEOOXOJUMO IPUMEHEHHUE CPE/ICTB
AHTUBUPYCHOW 3allIUTHI,

YCTaHOBKY, KOH(UIYpUpPOBaHUE M YIPABIEHUE CPEACTBAMU aHTUBUPYCHOMU
3aIlUTHI;

NpeI0CTaBIIEHUE MPaB JOCTYIAa CPEACTBAM aHTUBUPYCHOM 3aIIUTHI K 00bEKTaM
MH)OPMAIIMOHHOW CHUCTEMBI, KOTOpbI€ JOJKHBI OBITh MOJABEPIHYTHI MPOBEPKE
CPEICTBOM aHTUBHPYCHOW 3allUTHI;

HACTPOMKY CpPEICTB aHTUBUPYCHOM 3alUTHI, 00ECIEUUBAIONIYI0 MPOBEACHHE
MEPUOINYECKUX IPOBEPOK YCTPOMCTB HA HAJIWYME BPEIOHOCHOIO MPOrPAMMHOIO
oOecreyeHus;

HACTPOWKY CPEACTB AHTUBUPYCHOM 3alIUThI HA yCTPONUCTBAX HH(POPMALIMOHHON
CUCTEMBI, Yepe3 KOTOphIE B HEE MOXKET ObITh BHEIPEHO BPEJOHOCHOE MPOrpPaMMHOE
obecrnieueHue, 00ECTICUMBAIOIIYI0 IPOBEPKY B MaciiTabe BpeMEHU, OJIM3KOM K
peanbHOMY, 00BEKTOB ((hailyToB) M3 BHEIIHWX HCTOYHHUKOB (CHEMHBIX MAITWHHBIX
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HOcUTEeNeH MHQPOpPMAIUH, CETEBBIX IMOAKIIOUEHUN, B TOM YUCJIE K CETSIM OOIIEro
[0JIb30BaHUs, U IPYIMX BHEITHUX UCTOYHHUKOB);

BBISIBJICHHE BPEJIOHOCHOTO IPOTrpaMMHOIO OOECHEYeHUsT U pearupoBaHHE
Ha €ro oOHapyKEHUE Ha YCTPOICTBAX U CEPBEPAx CPEICTBOM aHTUBUPYCHOM 3aLUTHI
OpU TOAKIIOYEHUH CBHEMHBIX MAIIMHHBIX HOCHTENeH HHPOpMalMu, a TaKkke
NEepPUOANYECKH WJIM MO0 KOMaHie B Ipolecce (QPYHKIMOHUPOBAHUS YCTPOMCTB
U CEPBEPOB B COOTBETCTBUU C IKCILIYaTallMOHHON JOKYMEHTALUEH;

OIpPE/IECIICHUE U BBINOJIHEHHE JIEHCTBUM IO PEarupoOBaHUIO HAa OOHApYKEHUE
B MH(QOPMAIMOHHON CUCTEME OOBEKTOB, MOJABEPIIINXCS 3apAKEHUIO BPEAOHOCHBIM
IPOrpaMMHBIM 00€CTIEYEHUEM;

oOHOBJIEHUE 0a3 JaHHBIX MPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX MTPOrpamMm
(BUpYyCOB) B COOTBETCTBMM ¢ UH(pOpMaluel, nocrynarwiei oT pa3padboTuuka
CpelCTBa aHTUBUPYCHOM 3allUTHI, B MOPSAKE, YCTAHOBIEHHOM B AKCILTyaTallMOHHOU
JOKYMEHTALUH;

IPOBEPKY YCTPOMNCTB HA HaJIMUYME BPEIOHOCHOTO MPOTPAMMHOI0 00eCHeUeHHUs
nociyie OOHOBJIEHU 0a3 JaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMIBIOTEPHBIX MIPOrpaMM
(BUpyCOB).

VYkazaHHble Mepbl 3alIUTHl MH()OPMALUU PEANU3YIOTCSA 3a CUET NMPUMEHEHUS
CPEIICTB AaHTUBUPYCHOM 3aLUTHI.

TpeOoBaHusi K JOKYMEHTHPOBAHUIO: B JKCIulyaTaMOHHOM JOKYMEHTALWN
Ha MH(POPMALIMOHHYIO CUCTEMY JOJDKHBI OBITh ONPEAEIICHBI:

NOPSAZIOK ydeTa YCTPOWCTB, Ha KOTOPBIX HEOOXOAMMO NPUMEHEHHE CPE/ICTB
AHTUBUPYCHOW 3alLIUTHI,

NOPSIOK W IpaBWia NPOBEACHHUS NEPUOJUYECKHUX IPOBEPOK YCTPOMCTB
Y CEPBEPOB HA HAJIMYKME KOMIIBIOTEPHBIX BUPYCOB;

JEUCTBUS MO pearupoBaHUI0 Ha OOHapyKeHHe B MH(OPMAIIMOHHOM CHUCTEME
00BEKTOB, MOABEPIIINXCS 3aPAKEHUIO BPEIOHOCHBIM MPOTPAMMHBIM 00€CTIEYEHUEM;

NOPSIIOK U TpaBujia OOHOBIIEHHs 0a3 JaHHBIX NPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX TPOrpaMm (BUPYCOB).

TpeGoBanus K yCHJICHHUIO:

1) B uHGMOPMAIMOHHOW CHCTEME JIOJDKHO OO0CCICUMBATHCS  BBISIBICHHE
BPEJOHOCHOTO MPOrPaMMHOI0 00€CIIeUeHUs U pearnpoBaHue Ha ero 0OHApYKEHHE Ha
YCTPOMCTBAX CPEJCTBOM aHTUBUPYCHOM 3alLIUTHI IO 3arpy3KU ONEPALMOHHBIX CUCTEM;

2) B nH(OPMAIIMOHHON CHUCTEME TOJDKHO 00ECTICUUBATHCS IICHTPATU30BAHHOEC
VOpaBJICHUE  AHTUBUPYCHOW  3alIMTOM 32  CYET  NPUMEHEHUs  CPEACTB,
o0ecreunBaIUX I[EHTPAIU30BAHHOE YIPABICHUE CPEICTBAMU aHTUBHUPYCHOM
3aILUTBI;

3) B uHPOPMAIIMOHHON CHCTEME JTOJDKHA 00eCIeunBaThCs HACTPOIKA CPEICTB
aHTUBUPYCHOM 3aIIUTHI HA yCTPOMCTBAX MH(POPMAIIMOHHON CHCTEMBI, Yepe3 KOTOPHIE
B HEE MOXET ObITb BHEAPEHO BPENOHOCHOE MPOrpaMMHOE OOecleUeHue,
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o0ecnieunBaroIas MpoBepKy B MacuITade BpEMEHH, OJIM3KOM K pealbHOMY, 0OBEKTOB
(daityioB) U3 BHEIIHUX UCTOYHUKOB IIPU 3arpy3Ke, OTKPBITUH WM UCTIOJTHEHUH TaKUX
(baiinnos.

Peanu3anus B MHPOPMALMOHHOM cHCTeMe!

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
AB3.1 + + +
Ycunenne AB3.1

AB3.2 AHTUBHPYCHASI 321U TA 3JIEKTPOHHOM MOYThI

Hean: OOecrieueHne  aHTUBUPYCHOM  3alllUThl  3JEKTPOHHOM  IOYTHI,
BKJIFOYAIOLIEE:

OOHapy’>KeHHE KOMIIBIOTEPHBIX MPOrpaMm JHOO HWHOM KOMIIBIOTEPHOMN
uH(popManuu, NpeIHA3HAYCHHBIX JJI1 HECAHKUMOHUPOBAHHOIO YHUYTOXKEHUS,
OJIOKMpOBaHUsA, MOJIU(DUKAIMHU, KOMHPOBAHUS KOMIBIOTEPHON HWH(OpMauu WU
HEUTpalM3aluy CPEACTB 3alUThl MH(POPMALMHU, COKPBITHS MPHUCYTCTBHUS APYTrOro
BPEJOHOCHOTO TPOTrPAMMHOI0 00ecreyeHus: B MH(POPMAMOHHON CUCTEME, COKPBITHS
CBUIETENBCTB  HECAHKIMOHUPOBAHHOIO  JOCTyma K  JIIOOBIM  pecypcam
UH()OPMAITMOHHOM CUCTEMBI;

o0ecrieueHrne pearupoBaHus Ha OOHApyKEHHE BPEAOHOCHOIO IMPOrpPaMMHOIO
oOecreyeHusl.

TpeOboBanuss Kk  peanm3auum: Peasm3anyst  aHTUBHPYCHOM  3alUTHI
AJIIEKTPOHHOM MOYTHI IOJKHA MTPEAYCMATPUBATD:

oOHapykeHHE€ B  COOOILIEHUAX  DJIEKTPOHHOW  MOYTHI  BPEAOHOCHOIO
MIPOTPAMMHOTO 00€CTICUCHUS;

pearnpoBaHre Ha OOHApYKEHHE YIrpo3 0O€30MacHOCTH HH(POPMALUU IyTEM
OnmokupoBaHusi  (yHajeHHsl))  BPEOOHOCHOTO  MPOTpaMMHOro  oOecreueHus
U3 COOOILEHUI JIEKTPOHHOU MOYTHI, HHOOPMUPOBAHUS 00 OOHAPYKEHHBIX Yrpo3ax
06e3onacHOCTH MHGOpPMAIINK, OMOBEIIECHUS O BBINMOJIHEHHBIX JIEHCTBUAX (yAaJIeHUU
COOOIICHU 3JIEKTPOHHOM MOYTHI WM BIOXKEHUH, MOMEIIEHUN B KAPAHTHH).

VYkazaHHble Mepbl 3alIUThl UHPOPMALIUUA PEATU3YIOTCA 32 CUET MPUMEHEHUS
CPEACTB aHTUBUPYCHOM 3aLUTHI 3JIEKTPOHHOM MTOYTHI.

TpeboBaHusi K TOKYMEHTHPOBAHUIO: B 3KCIUTyaTallMOHHON JTOKyMEHTAIIMK Ha
MH(QOPMAIIMOHHYIO CHUCTEMY JOJDKEH OBbITh OMpeleNieH MOPSAIOK OCYLIECTBICHUS
AHTUBUPYCHOM 3aILUTHI JIEKTPOHHOM MTOYTHI.

TpeOoBaHus K YCHJICHUIO:

1) B uHGOPMAIMOHHONW CHCTEME JIOJDKHO OOCCIIeUunBaThCA OOHApYKEHUE
KOMITBIOTEPHBIX BUPYCOB BO BIIOKEHHUSIX COOOIIEHMH 3JIEKTPOHHOM MOYTHI,
COJIEp KAIllUX JIaHHbIC, MHKAICYJIUPOBAHHBIE B MPEOOpPa30BaHHOM (KOJMPOBAHHOM)
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BUJIC, U apXUBUPOBAHHbBIC (DAlIbI.
Peanu3zauus B ”HPOPMALIMOHHON CUCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
AB3.2 + + +
Yceunenne AB3.2

AB3.3 AHTMBHPYCHasl IPOBEPKa CeTeBOro Tpauka

Hean: OGecnieyeHne aHTUBUPYCHOM 3aIlIUTHI CETEBOro TpaduKa, BKIIOYAOUIEE:

OOHapy)XeHHE KOMIIBIOTEPHBIX MPOrpaMM JUOO MHOW KOMIIBIOTEPHOU
uH(pOpMalluY, NpPEeJHA3HAYEHHBIX JUISI HECAHKIMOHUPOBAHHOTO YHUYTOXKEHMS,
OJIOKUPOBaHUSA, MOAU(PUKAINKM, KOMHPOBAHUS KOMIBIOTEPHOM HHGMOpPMALUKA WU
HEUTpaau3aluu CPEACTB 3alIUThl MH(POPMAIUMU, COKPBITUS MPUCYTCTBUS IPYroro
BPEJOHOCHOTO TPOTrPAMMHOI0 00ecreyeHus: B MHPOPMAMOHHOM CUCTEME, COKPBHITHS
CBUJETENBCTB  HECAHKIMOHHUPOBAHHOIO  JIOCTyma K  JOOBIM  pecypcam
MH()OPMAITMOHHOW CUCTEMBI;

oOecrieyeHue pearupoBaHvs Ha OOHApYyKEHHE BPEIOHOCHOTO MPOrPAMMHOIO
o0ecrneveHus.

TpeboBanus Kk peanuzanuu: Peanuzanus aHTUBHPYCHOM 3alllUTBI CETEBOTO
TpaduKa J0KHA IPEeTyCMaTPUBATh:

AHTUBUPYCHYIO MMPOBEPKY (PaiiiIoB, U3BJIEKAEMbIX U3 CETEBOTO TpaPHKa;

aHanu3 (aiyioB, U3BIEKAEMBIX M3 CETEBOro Tpaduka, Ha MPEAMET HaIU4us
BpPEJIOHOCHOTO TMPOTPAMMHOTO oOO€creYeHuss B MacliTade BpEeMEHH, OJU3KOM
K pEAIBHOMY;

aHanu3 (haioB, M3BJIEKAEMBIX M3 CETEBOT0 Tpaduka, Ha NPEeIMET HaJU4dus
BPEIOHOCHOTO MPOrpaMMHOr0 O0ECleueHus] C MCHOJIb30BaHUEM CHUTHATYpPHOTO
MeTOoJ1a OOHAPYKEHUSI, XAII-CYMM U APYTUX UHIUKATOPOB;

pearupoBaHue Mo pe3yabTaTaM aHTUBUPYCHOM MPOBEPKH (DASIOB, U3BIEKAEMBIX
U3 cereBoro Tpaduka, B COOTBETCTBMM C TMOPSAKOM, YCTAHOBJIEHHBIM
B KCIUTYyaTal[MOHHON JOKYMEHTALIUH.

VYkazaHHble Mepbl 3alIUThl UHQOpPMALMK PEATU3YIOTCSA 3a CUET MPUMEHEHUS
CPEICTB AaHTUBHUPYCHOM 3amuThl M (WIM) MHOTO(QYHKIHMOHAJIBHBIX MEXKCETEBBIX
HKPaHOB YPOBHS CETH, U (MJIM) UHBIX CPEJICTB 3aLUTHI HHPOPMAIIUH.

TpeGoBanuss K AOKYMEHTHPOBAaHMIO: B 3KcCIUTyaTalMOHHOW JOKyMEHTALUU
Ha MH()OPMALMOHHYIO CHUCTEMY JOJDKEH OBITh OIpEAEieH MOPSAOK OCYIIECTBICHUS
AHTUBUPYCHOM 3aIlUTHI CETEBOr0 Tpaduka.
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TpeOoBaHus K YCHJICHUIO:

1) B uH(pOPMAIMOHHON CHUCTEME AOUKEH OOCCIeUMBAaThCS aHaiu3 (¢aiios,
U3BJIEKAEMBIX U3 ceTeBoro Tpaduka, Ha TMpPeaIMET HaIM4YUig BPEIOHOCHOTO
IPOrPaMMHOTO  OOECTHEeYeHUsT C HUCHOJIb30BAaHHMEM HBPUCTUYECKUX  METOJOB
oOHapyKeHHUS,;

2) B WH()OPMAIMOHHOW CHCTEME JOJDKEH oOecreuuBaThes aHaim3 (aiios,
U3BJIEKAEMBIX U3 ceTeBoro Ttpaduka, Ha MpeaIMeT HaIM4YUig BPEIOHOCHOTO
OpPOrpaMMHOTO OOECleYeHUsT Ha MPUKIATHOM YPOBHE JUIsI YCTAHOBJIEHHBIX
B OKCIUTyaTal[AOHHOW JOKYMEHTAIlUu NPWIOKEHUH (BEO-TPUIIOKEHUM, KIMEHTOB
(halIOBBIX XPaHUITUII], MECCEHIP)KEPOB M UHBIX MPUIIOKEHUN );

3) B WHPOPMAIMOHHON  CHUCTEME JIOJDKCH  OCYIIECTBIIATHCS  aHAJM3
U3BIIEKAEMBIX W3 CEeTEBBIX  TAKETOB  JaHHBIX, WHKATICYJTUPOBAHHBIX
B MpeoOpa3oBaHHOM (KOAMPOBAHHOM) BHUJI€, HA MPEIMET HAIUYUSI BPEIOHOCHOTO
IPOrpaMMHOT0 OOeCTeueHusl.

Peanuszanusi B uHGOPMALIMOHHOU CHCTEMe:!

Mepa 3ammuThl Kiace 3amuimessocTu
uH(popmManuu K3 K2 K1
AB3.3 + + +
Yceunenune AB3.3

AB3.4 IlpumeHeHre 3aMKHYTOI ccTeMBbI (Cpeibl) MPeIBAPUTEIbHOTO
BbIIOJIHEHHS IPOrPaMM («IEeCOYHHULIbD»)

Hean: Boispienue B uHGOPMAIMOHHONW CUCTEME BPELOHOCHOTO MPOrPaMMHOTO
oOecrieyeHuss MyTeM 3amycka MOTEHIMAIbHO BPEAOHOCHBIX OOBEKTOB B 3aMKHYTOM
MIPOTPaAaMMHON cpejie UCTIOJIHEHUSI («IECOUHHUIIe») W aHallh3a TMOBEACHMsS YKa3aHHbIX
OOBEKTOB.

TpeGoBanus k peanu3zanuu:. B ciayuyae BbIsIBICHHS B HWHGOPMAIIMOHHON
CUCTEME MOTEHIIMATIBLHOTO BPEJOHOCHOTO 00BEKTa KOHTPOJIS U (MJIM) TOTEHIIMAIBHOTO
BPEJIOHOCHOTO MOBEAEHUSI 00BEKTa KOHTPOJISI IOJKHBI 00€CIIeYnBaThCS

BO3MOXKHOCTh MepeJayd KOMUHM TMOTEHUUAJbHO BPEIOHOCHOIO OOBEKTa
B 3aMKHYTYyI0 cucTeMy (cCpeny) TMpeaBapUTEIbHOTO BBINOJIHEHUS MPOrpaMm
(«1ecouHHITy») B LIENAX €ro IMHAMUYECKOT0 aHaIN3a;

JTUHAMUAYECKUA aHaIN3 TIOTCHIIMAIBHO BPEIOHOCHOTO OOBEKTa B 3aMKHYTOU
cucteMe (cpejie) MpeaBapruTeIbHOTO BBIMOJIHEHUS TPOTrpaMM («IIECOYHUIIE);

MOJYyYEHHE  pe3yJbTaTOB  JWHAMUYECKOrO  aHajgu3a  NOTEHIUAIbHO
BPEJAOHOCHOTO O0BEKTa B 3aMKHYTOM cuUCTeMEe (cpele) MNpeaBapUTENIbHOIO
BBITIOJIHEHHUS [IPOTPaMM («IIECOUHULIEN ).

TpedoBanus Kk 10KyMeHTHPOBaHMIO. He npeabsaBisitoTcs..



148

TpeOoBaHus K YCHJICHUIO:

1) B uH)OPMAITMOHHOW CUCTEME JOJDKHA TPUMEHSATHCS 3aMKHYTas CHUCTEMa
(cpena) mpenBapUTEIHLHOTO BBIMOJHEHUS MpOorpamMM («IECOYHUIA), MO3BOJISIONIAs
obecrieunBaTh BO3MOKHOCTb MMUTAIUN MOJIb30BATEIIbCKUX NeNUCTBUI
C OI03PUTENBHBIMU OO BEKTAMHU;

2) B nH()OPMAIIMOHHOW CHCTEME JOJDKHA MPHUMEHSTHCS 3aMKHYTas CHCTEMa
(cpena) IIPEABAPUTEILHOTO BBITIOJIHECHUS porpaMm («miecouyHuIIaY),
oOecreunBaroIiasi BO3MOXHOCTh 3arpy3Ku 00pa30B BUPTYaJIbHBIX MAIllMH, BXOSIINX
B cOCTaB UH(OPMAIIMOHHON CUCTEMBI.

Peasumzanusi B uHGOPMALIMOHHOM CHUCTEMe:!

Mepa 3ammThI Knacc 3amuiennoctu
nH(popmManuu K3 K2 K1
AB3.4
Ycunenne AB3.4

4.14. O0HapyxeHHe U MPeA0TBPALleHUe BTOPKEHUH
Ha cereBoM ypoBHe (COB)

COB.1 O0napy:keHue U nNpeOTBPalliecHNEe BTOPKEHUIl HA IepuMeTpe

Heanb: OOHapyx’eHHe U IMPEeIOTBpPALeHHE BTOP>KEHUHN (KOMITBIOTEPHBIX aTaK)
CO CTOPOHBI BHEIIHUX HAPYIIUTENEH HA TIEpUMETpe NH(HOPMALIMOHHBIX CHCTEM.

TpeGoBanusa k peaausaumu: [Ipy oOHapyxeHHUH U TpeAOTBpPALICHUU
BTOPKEHUI Ha IEPUMETPE TOJDKHBI 00€CIIeYNBATHCS:

MOJIy4eHHE CeTeBOro Tpaduka (KOm1uu ceTeBoro Tpaduka) ais aHaau3a;

oOHapykeHHe (MpeAOTBpAIllEHUE) BTOPXKEHHM (KOMIBIOTEPHBIX  aTaK)
Ha riepuMeTpe HH(HOPMALIMOHHON CUCTEMBI;

pearupoBaHhe€ Ha KOMIBIOTEpPHbIE aTaku (HAmpuUMep, YyBEIAOMIICHHE
aAMUHUCTpaTopa O€30MacHOCTH, OJIOKUpOBaHUE Tpaduka) B COOTBETCTBHUU
C DKCILTYaTallMOHHOW JOKYMEHTALUEH;

aBTOMATU3UPOBAHHOE TMOJy4YyeHHWEe W OOHOBJIEHHE 0a3 pellalIIuX MpaBul
M MHAUKATOPOB aTak CPEACTB 3allUThl MH(OpMALMU C pecypcoB pa3zpaboTyuka
CpeACTBa U (WJIH) C HACTPAUBAEMBIX JIOKAJIbHBIX PECYPCOB 10 PACHUCAHUIO U (UJIN) IO
TpeOOBaHUIO.

VYkazaHHble Mepbl 3alUThl HHOOPMALIUK PEAU3YIOTCSA 3a CUeT NMPUMEHEHHUS
CUCTeM OOHapyKeHHsI BTOPKEHHUH YpPOBHS CeTH, U (WIM) MHOTO(YHKIHMOHAIBHBIX
MEKCETEBBIX IKPAHOB YPOBHS CETH, U (WJIN) UHBIX CPEACTB 3aIUThl HH(OPMALIUN.

TpeOoBanuss K JAOKYMEHTHPOBAHHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTALUU
Ha MH(QOPMALMOHHYIO CHCTEMY JOJDKEH OBITh ONpENENeH IMOpPSIOK OOHapyKEeHUs
U TIPEOTBPAICHNS BTOP>KEHUI Ha IEpUMETpeE.
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TpeOoBaHus K YCHJICHUIO:

1)B uH(MOpPMAIIMOHHON cucTeme JOJIKHBI pa3pabaThIBaThCs
(MOIIEpHU3UPOBATLCS)  pellalolMe  mpaBuia ¢ UEJIbl0  MPEJOTBpPAILCHUS
KOMIBIOTEPHBIX aTaK, CICIUPUUHBIX TSI THPOPMAITMOHHOM CUCTEMBI, @ TaKKe HOBBIX
KOMIIBIOTEPHBIX aTak, HHPOpPMAIMS O KOTOPHIX ObLIa MOJyu€Ha M3 OTKPBITHIX WU
WHBIX UCTOYHHUKOB,;

2) MOJIKHO OCYIIECTBIISATHCS OOHAPYKCHHUE BTOPKCHHUI Ha MTPUKJIATHOM YPOBHE;,

3) noymkHa 00CCIIeYMBAThCS BO3MOXKHOCTD aHAJIM3a M3BJICKACMBIX M3 CETCBBIX
MAaKEeTOB JAHHBIX, HHKAMCYJIMPOBAHHBIX B MPEe0Opa3oBaHHOM (KOJIMPOBAHHOM) BHJE,
Ha IpeaMET 0OHAPYKEHUSI BTOPKEHUM (KOMIBIOTEPHBIX aTaK);

3) momxHa 00eCTIeYnBATHCS BO3MOKHOCTh XPaHEHUsS! ()ParMEHTOB COOPAHHOTO
ceTeBoro Tpaduka;

5) nomxHa oOecmeYnBaThCs BO3MOXKHOCTh ~ PETPOCHCKTHBHOTO — aHAJIH3a
CETEBOTO TpauKa;

6) momkHa 00eCneYrBaThCS BO3MOXKHOCTH BBISIBJICHHSI aHOMAJIHUN CETEBOTO
Tpaduka;

7) mommkHa 00ecreunBaThCs BO3MOXHOCTh aHAlM3a BIIOKEHHH W OOBEKTOB,
M3BJIEKAEMBIX W3 CETeBOTro Tpaduka (MCHOJHSIEMBIX (DailioB, CCHUIOK, ApXWUBOB
U JpYyTux OOBEKTOB), C BO3MOXKHOCTBIO MX IMEpPEJadyd B 3aMKHYTYIO NMPOTPAMMHYIO
Cpelly UCTIOJHEHUS («IECOUYHHMILY») ISl JUHAMUYECKOTO aHaIn3a B aBTOMAaTHYECKOM
pexuMe;

8) MOJKHBI TPUMEHSATBCS CPEACTBA 3allUThl HH(pOpPMAIKHK, 00JIadaroIIue
KOMIUIEKCHBIMU (DYHKLIMOHAJIbHBIMH BO3MOKHOCTSMH 110 OOHAPYKEHHUIO BTOPKEHHH,
aHaJIM3y CETEeBOro Tpauka Ha MpeAMET HaJIWYMs BPEIOHOCHOTO IMPOrPaMMHOIO
oOecrieueHus, B TOM YHCIIE€ C HKCIOJb30BAHUEM 3aMKHYTON MpPOrpPaMMHOW Cpeibl
UCIIOJIHEHHUS («IIECOYHHULIBI»);

9) moMmKHO 00eCTeUYnBaTHCS MCIOJIB30BAHUE PEIYTAIIMOHHON 0a3bl yrpo3 uis
MPOBEPKH CETEBbIX W MpuKkiIagHbix apredaxtoB (IP-agpecos, momenoB, URL)
B MaciTade, OJJM3KOM K peallbHOMY BPEMEHH,

10) moJKHBI TPUMEHSATHCS TMACCHBHBIC (IHEPrOHE3aBHCHUMbBIC) TEXHUYECKHE
CpeICTBa OTHOHANPABICHHOI'O OTBETBIICHHSI CETEBOTO TpaduKa sl MOJTy4YeHUs KOTTUU
CETEBOI0 TpauKka cucTeMaMH OOHapyKEHUSI BTOPKEHUI YPOBHSI CETH JJIsl aHAJIU3A.

Peanu3anusi B MHpOPMAILMOHHOM cHCTEME:

Mepa 3anuThI Krnacc 3amuimeHHocTH
uHbopmauu K3 K2 K1
COB.1 + + +
VYcunenue COB.1 1 1

COB.2 O0Hapy:xeHue U NMpeIO0TBPALllcHNE BTOPKEHU B CerMeHTaX
HH(OPMALMOHHON CHUCTEMBbI
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Hean: OGHapyx)eHre U MpeOTBpallleHHe BTOPKEHUH (KOMIBIOTEPHBIX aTak)
CO CTOPOHBI BHEIIHUX W BHYTPEHHUX HApYIIUTEIEH B CErMEHTaX MH(OPMAIMOHHON
CUCTEMBI.

TpeGoBanusa k peanusanmu: JJoJokHO oOecrieuyuBaTbes  OOHApyKEHUE
(IpenoTBpallleHUe) BTOPKEHUN (KOMIBIOTEPHBIX aTaK) B CETMEHTax (Ha IpaHMIlax
CErMEHTOB) HH(POPMAIITMOHHOMN CUCTEMBI.

B kadecTBe TakuX CETMEHTOB pacCMaTPUBAIOTCS:

CETEBbIE CETMEHTHI (HANpUMEpP, BHYTPEHHSSI CETh MHPOPMAIIMOHHON CHUCTEMBI,
CETh ITOCTEBOIO JIOCTYIIA);

(yHKUIHMOHAJIBHBIE CErMEHTHI (Hampumep, CeTh sl 00pabOTKH (PUHAHCOBBIX
JAHHBIX, CETh JJIS MOJIb30BATEIbCKUX UHTEPPEICOB);

CErMEHTBI C PA3JIMYHBIM YPOBHEM 3HAUMMOCTU MH(OpMALUY;

CErMEHTHI C PA3JIMYHBIMU KJIACCAMU 3AIUIIEHHOCTH;

CETMEHTHI C Pa3IMYHBIMU TUIIAMU YCTPOMCTB (HapUMep, aBTOMATU3UPOBAaHHBIE
paboune MecTa, CepBEpPbI, TEIEKOMMYHUKAIIMOHHOE 000PYAOBaHHUE).

JlomkeH oOecrieuynBaThCsl aHAJIM3 CETEBOTO Tpaduka MEXIy CerMeHTaMu
Ha HAJIMYME BTOPKEHUM (KOMIIBIOTEPHBIX aTaK).

JlommxHO oOecreunBaThCsi aBTOMATU3UPOBAHHOE TMOJyY€HHE U OOHOBIIEHHE 0a3
pelaronmMx IpaBuil U UHAUKATOPOB aTaK CPEJCTB 3alIUThl HH(OPMAIIMU C PECYPCOB
pa3paboTuuka cpeactBa M (WJIM) C€ HAacTPaMBAaE€MbIX JIOKAJIBHBIX PECYPCOB
0 PaclUCaHUIO U (W) 10 TpeOOBAHUIO.

VYkazaHHble Mepbl 3alIUThl HHOOPMALIMK PEATU3YIOTCS 3a CUET MPUMEHEHMS
CUCTEM OOHApYXEHUS BTOPKEHUW YPOBHS CETH, M (MJIM) MHOTO(YHKIIMOHATBHBIX
MEKCETEBbIX SKPAHOB YPOBHSI CETH, U (WJIM) UHBIX CPEACTB 3aLIUTHI MH(DOpMALUK.

TpeOoBaHusi K JAOKYMEHTHPOBAHHUIO: B 3KCIUTyaTallMOHHOM JOKYMEHTAIlMU
Ha HMH(OPMAIIMOHHYIO CHUCTEMY JOJDKEH OBbITh OINpenesieH MOpsIOK OOHapy>KEeHHUS
M TOpeloTBpalleHUs  BTOPKEHUW  (KOMIIBIOTEPHBIX  aTak) B CErMEHTax
UH()OPMAITMOHHOM CUCTEMBI.

TpeGoBanus K yCHJICHHUIO:

1) momKHO 00ecreunBaThCs OJIOKUPOBAHHE CETEBOTO TpaduKa WM HU30JSIIHS
CEerMeHTa, B KOTOPOM OOHapyEHbl KOMIIBIOTEPHBIE ATAKU;

2) TOJIKHO o0ecrieunBaThCs [EHTPATN30BaHHOE yIpaBJieHHUE
(aAIMMHHCTpUPOBAHUE) KOMIIOHEHTAMH CHUCTEMbl OOHApYyXEHUs BTOPKECHMUIA,
YCTaHOBJICHHBIMU B PA3JIMYHBIX CErMEHTaX MH(MPOPMAIIMOHHOW CUCTEMBI.
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Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME!

Mepa 3ammThl Knacc 3amumnieHnocTa
uHbOopMaIuu K3 K2 K1
COB.2 + + +
Vcunenne COB.2

4.15. CermenTanus U MexceTeBoe skpanupoBanue (MCI)
MC?3.1. CermeHTanMs cCeTH

Hean: ObecrnieueHre U30JALUA CETMEHTOB MH(DOPMAIMOHHOM CHCTEMBI JIPYT

OT JpyTa.
TpeboBanus k peamusanuu: B undopmanumonHoii cucrteme M0KHA OBITh
peanu3oBaHa  CerMeHTaluss  MHGOPMAIIMOHHONW  CHCTEMBI. CermeHTanus

HH()OPMAITMOHHONW CHCTEMBI TIPOBOAUTCS TTYTEM BBIJCIICHHUS:

CETEBBIX CETMEHTOB (HampHuMep, BHYTPEHHSS CeTh HH(DOPMAITMOHHOW CHCTEMBI,
CETh FOCTEBOIO JIOCTYMA);

(YHKIHMOHAIBHBIX CETMEHTOB (HANpUMEp, CETh A 00pabOTKH (PUHAHCOBBIX
JTAHHBIX, CETh JJIS MOJb30BaTEILCKUX HHTEPGEHCOB);

CErMEHTOB C Pa3IUYHBIM YPOBHEM 3HAYMMOCTH UH(POpMAIINK;

CErMEHTOB C Pa3UYHBIMU KJIACCAMH 3aIIUIIICHHOCTH;

CErMEHTOB c Pa3IMYHBIMU TUTIAMHA YCTPOKHCTB (HammpumMmep,
aBTOMATH3UPOBAaHHBIE  pabouMe  MeCTa, CEPBEPhbl, TEIEKOMMYHHUKAIITMOHHOE
o0opynoBaHue);

CErMEHTOB BUPTYaJIbHOW CpE/Ibl;

CErMEHTOB KOHTEUHEPHOM CPEBbI.

[Ipu cermenTanuu HWHPOPMAIMOHHON CHUCTEMBI JIOJDKHBI 00€CTIeunBaThCS
KOHTPOJIb U (PUITBTpAIIs CETEBOTO TpaduKa HA TPAHUIIAX CETMEHTOB.

[Ipu cermenTannu UHPOPMAITMOHHON CUCTEMBI J10KHA MPOBOIUTHCS MPOBEPKa
KOPPEKTHOCTH CETMEHTAIlul WH(OOPMAIIMOHHOW CHUCTEMbl B COOTBETCTBUHU C
AKCIUTyaTallMOHHON JOKYMEHTAIMel, HO HE peKe OJIHOTO pa3a B rO/l.

JlomkeH ObITh oOOECIeYeH MPUHIMI MHUHHUMAJBHBIX TIPUBWICTHH TPHU
B3aUMOJICICTBUM MEXJy CETMEHTaMH, MPU TPEIOCTaBICHUU JOCTYyMa CyOBEKTOB
JI0CTyTIa B CErMEHTHI MHPOPMAITUOHHON CHCTEMBI.

VYkazanHble Mephl 3alIUThl UHPOPMAIIUK PEATU3YIOTCSA 3a CYET MPUMEHEHUS
B MH()OPMAITMOHHON CUCTEME MEKCETEBBIX 9KPAHOB, U (MJTH) MHOTO(YHKITHOHAILHBIX
MEXKCETEBbIX SKPAHOB YPOBHS CETH, U (WJIM) CPEACTB OJHOHANPABJICHHON Iepeaadu
uHpopManu, a Takxke (MpU HEOOXOAUMOCTH) 3a CYET (PU3MYECKON H3OJISALUU
OTJIETIbHBIX CErMEHTOB MH(GOPMAILIMOHHON CUCTEMBI, ONIPEIETIEMbIX ONIEPATOPOM.

Tpeb6oBaHusi K JOKYMEHTHMPOBAHHUIO: B SKCIUTyaTallMOHHOW JOKYMEHTAIUU
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Ha WMH(QOPMAIMOHHYIO CHUCTEMY JOJDKEH ObITh OIpeNeNieH MOPSJ0K CErMEeHTalUU
UH(OPMAITMOHHON CUCTEMBI.

TpeOoBaHuA K YCHJIEHHIO:

1) no;pxkHa OBITH peajn30BaHa MHKPOCETMEHTAIIMS HAa YpPOBHE CETMEHTOB
WH()OPMAITMOHHOW CHUCTEMBI, 0OECTICUnBAIONIasl UX pa3iejcHUE Ha W30JUPOBAHHBIC
CErMEHTHI;

2) no)bKHA OBITh peaM30BaHa BO3MOXKHOCTh IPEIOCTABICHUS JIOCTYIA
BHEIIHUX TOJIb30BaTEICH K MPUIIOKEHUSIM (cepBHUCaM) MHGOPMAIIMOHHON CHUCTEMbI
0e3 mpenocTaBiIeHus JOCTyIa K MHBIM CerMeHTaM MH(GOPMAIIMOHHON CUCTEMBI;

3) noypkHa OBITH peaii30BaHa AaBTOMATHU3AllMs YIPABJICHUS IPaBHJIAMH
dbunbTpanu B CerMeHTaX HHQPOPMAIMOHHOM CHUCTEMbl IS  OOecreyYeHus
COTJIACOBAHHOCTH MPABUJI HA PA3TUYHBIX MEXKCETEBBIX IKpaHaXx;

4) MOJKHBI IEHTPATN30BAHO PETUCTPUPOBATHCS COOBITHS OJIOKUPOBKH IOIBITOK
J0CTyIa B 00X0J] ONpeIesieMbIX OEpaTOpOM MPABHII MEKCETEBOTO SKPAHUPOBAHUS
C IPUMEHEHHEM CPEJICTB MOHUTOPUHTA MHPOPMAIIMOHHON 0€30MacHOCTH.

Peanusanust B MH(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
MC3.1 + +
Yceunenne MCD. 1 1

MC3.2. Opranusanust AeMUJIHUTAPU30BAHHOM 30HBI

Hean: Co3nanue KoHTpoJupyeMoro OydepHOro cermeHta UHQPOPMAIMOHHOMN
CUCTeMBbI 1751 0e30MacHOr0 B3aMMOJCHCTBUS C BHEUIHUMH HWH()OPMAIMOHHBIMU
CUCTEMaMH U CETSIMHU.

TpeboBanus k peanusanmuu: B undopmanmonHoii cucrteme M0KHA OBITh
peaii30BaHa  JEMIJIMTApU30BaHHAas 30Ha IS pa3MEUICHHs KOMIIOHEHTOB
WH(POPMAIIMOHHOW CHCTEMBI, OOECIICUMBAIOIINX B3aWMOJACUCTBUE C BHEIIHUMHU
WH(POPMAIIMOHHBIMU CHCTEMaMHU U CETSIMH, BKIItoUas ceTh « THTEepHETY.

Jlemmmtapu3oBaHHass 30Ha JOJDKHA OBITh H30JMpPOBaHA OT BHYTPEHHUX
CErMEHTOB  MH(GOPMAIIMOHHOM  CUCTEMBbI,  00palbaThIBalOIIUX  HH(OPMAIUIO
OTPaHUYEHHOTO JOCTyNa, C MPUMEHEHHEM MEXKCETEeBbIX OJKpPaHOB, M (WJIH)
MHOTO(YHKIIMOHAJIBHBIX MEXKCETEBBIX 3KPaHOB YPOBHS CETH, U (WJIU) CpEICTB
OJIHOHAIPaBJICHHOM Nnepeaaun HHPOpMaIuu.

Bce cereBbie coeMHEHUS MEXAY JACMHIUTAPU30BAHHON 30HOM, BHEIIHUMU
MH(POPMALIMOHHBIMU CHUCTEMAMM, CETSMU WU BHYTPEHHUMH CEIMEHTAMM JIOJIKHBI
OPOXOAUTh  4Yepe3  CPEACTBA  MEXKCETEBOIO  DKpPaHMpOBaHMs W (WIM)
MHOTO(YHKIIMOHAJIbHBIE MEKCETEBbIE SKPAHbl YPOBHS CETH.

TpeGoBaHus K JOKYMEHTHMPOBAaHHUIO: B 3KCIUTyaTallMOHHON JOKYMEHTAIUM Ha
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MHQOPMAIIMOHHYIO CHCTEMY JOJDKEH OBITh OINpeleNieH MOPSIOK —OpraHu3aluu
JEMUIUTAPU30BAaHHON 30HBI.

TpeOoBaHuA K YCHJIEHHIO:

1) momkHa 00eCTIeunBaTLCS 3alUTa KOMIOHEHTOB HH()OPMAIIMOHHON CHCTEMBI,
HaXOJIAIINXCS B JIEMIJINTAPU30BAHHON 30HE, C IPUMEHEHUEM CPEICTB MEKCETEBOTO
DKpaHUPOBAHUS YPOBHS BeO-CEpBEPA;

2) MOJDKHBI HCIOJB30BAaThCs OOpaTHBIC IMPOKCHU-CEPBEPHI JJI OpPTraHU3alUH
J0ocTyna K  KOMIIOHEHTaM  HMH()OPMAIMOHHOM  CHUCTEMBI,  HaXOJIAIIUMCSA
B JEMUJIMTAPU30BAHHON 30HE;

3) anmapaTHas MIaTGopMa CpPEACTB 3aIlUThl HHPOpPMAUU (B TOM YHCIC
MHOTO(YHKITMOHAJIBHBIX MEXKCETEeBBIX JKPAaHOB YPOBHS CETH), HCIOJIB3yEeMbIX
B JCMWIATAPU30BAHHOW 30HE JIs1 OE30MacHOrO0 B3aMMOJCUCTBHS C BHEITHUMHU
WH)OPMAITMOHHBIMA CHCTEMAaMH M CETSIMH, JODKHA OTPAaHWYMBATH JIOCTYN Yepe3
ceTeBble HHTEpENChl K ONEepaTUBHOM TMaMsITH YKa3aHHBIX CPEJCTB 3allUThI
nH(OpMAIUU TOIBKO B pa3pelIeHHOM JIUara30He aJpecoB U UCKIIIOYATh BOZMOXHOCTh
noctyna (Kak Ha YT€HHE, TaK U Ha 3aIMCh) K OCTAIIBHOW YacTH ONEpPaTUBHON MaMATH
CO CTOPOHBI CETEBOT0 MHTEpPeiica.

Peasmmsauust B uHGOpMaLlnOHHOM cucTeMe:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
MC3.2 + + +
Yceunenne MCO.2

MC3.3. KonTpoab ceTeBoro nocryna u puiabrpauus Tpaguka

Hean: Obecnieuenne 0€30MaCHOrO  CETEBOTO  B3aUMOJCHCTBUS — MEXKIY
CerMEeHTaMu MH()OPMAIIMOHHOM CUCTEMBI, a TaKXe BHEIIHUMH HH()OPMALMOHHBIMU
CUCTEMaMH U CETSIMHU.

TpeGoBanus k peanmusanmu: B undopmanmoHHol cuctemMe I0JKEH OBbITh
pealin30BaH KOHTPOJb CETEBOTO JOCTyMNa M (GUIBTPAIUs BCEro TpaduKka Ha TpaHUIAX
MEXIy CeTMEHTaMU MH(POPMAIMOHHON CHCTEMBI, a TaK)KE Ha TPAHUIIC C BHEITHUMHU
WH(POPMAIIMOHHBIMU CHCTEMaMHU U CETSIMH, BKIItoUas ceTh «THTEepHETY.

KoHTponb J0MmKEeH OCYIIECTBIATHCS C MPUMEHEHUEM MpaBuil (PUIbTpaluu
Tpaduka, pa3pabOTaHHBIX C YYETOM aKTyaJbHBIX yrpo3, U (WJIH) C MPUMEHEHHEM
CPEICTB OJJHOHAIIPABJICHHOM Nepeaaun HHpOopMaluu.

B undopmannoHHol cuctemMe JOJIKHBI OBITH ONpeAeNeHbI MTpaBHiia KOHTPOJIS U
¢unbTpanuu cereBoro Ttpapuka. OUIBTpALMM MOUIEKAT BXOISAIINE U HUCXOIAIINE
CETEeBbIE COEAMHEHUA. B MH(OpMaLMOHHONW CHCTEME [OJKHBI PETUCTPUPOBATHCS
coObITHA  0O€30IIaCHOCTH, CBSI3aHHBIE C  HApyLIEHHMEM IpaBUJI  CETEBOIO
B3aMMOJICHCTBHUS, ONPEIEIISIEMbIX OIIEPATOPOM.



154

JlomxHo oOecneuMBaTbcs pPE3epBHOE  KONMHMPOBAHME IEPEYHS  MPABUII
MEXKCETEBOT0 IKPAHUPOBAHMUS

VYka3aHHble Mepbl 3alUThl HHOOPMALIUK PEAU3YIOTCS 3a CUET NPUMEHEHUS
B MH(POPMAIIMOHHOM CHCTEME MEKCETEBBIX SKPAHOB, U (MJIM) MHOTO(YHKIIMOHAIBHBIX
MEKCETEBbIX 3KPAHOB YPOBHS CETH, U (WJIN) CPEACTB OJHOHANPABICHHON IMEepeaadn
uHpOpMallMK, a Takke (Mpu HEOOXOIUMOCTH) 3a CYEeT (U3UYECKON HU3OISIHUU
OTJEJIbHBIX CETMEHTOB UH(OPMALITMOHHON CUCTEMBI, OIPEEISIEMBIX OLIEPATOPOM.

TpeOoBanuss K JOKYMEHTHPOBAHMIO: B 5SKCIUIyaTallMOHHOM JTOKYMEHTALUU
Ha MH(OPMALIMOHHYIO CUCTEMY JIOJDKEH OBIThb OIpEAETeH MOPAJOK KOHTPOJIA
U (QUIBTpAIMU CETEBOr0 Tpaduka.

TpeOoBaHus K YCHIICHUIO:

1) Ha anmapaTHOM YPOBHE J0JKHA OBITh Peajr30BaHa MakeTHas QUIbTPALUs Ha
OCHOBE (PU3MYECKUX U (WJIM) CETEBBIX aAPECOB OTIPABUTENEH, U (M) MOJIydaTesen
cereBoro Tpapuka C TNPUMEHEHHMEM  MEKCETEBBIX  HOKpaHOB, U  (WIH)
MHOTO(YHKIIMOHATIBHBIX MEKCETEBBIX IKPAHOB YPOBHS CETH.

Peanusanust B MH(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
MC3.3 + + +
Yceunenne MCO.3

MCD.4. MackupoBaHue CHCTEMbI

Hean: 3aTpynHeHue NpoBeACHUST aHaiau3a HWHGOPMAIMOHHOW  CHUCTEMBbI
Y TIOJly4YEHHsI CBEICHHM O €€ KOHPUTypaluu U OCOOEHHOCTSIX (DYHKIIMOHMPOBAHUS
BHEUTHUMH HApYLIUTEIIMUA O€30IMaCHOCTH UH(POPMALIHH.

TpeboBanus k peanuzanum: B mHbOpMaIIMOHHONW cHUCTEME JOJKHBI OBITh
orpeiesieHbl KOMIIOHEHTHI TH(POPMAIIMOHHON CUCTEMBI, PACIOI0KEHHbBIE Ha TPaHUIIE
C BHEIIHMMM CHCTEMaMU M CETsIMHU, BKiIovas ceTb «WHTepHeT», mojjexaiiue
MAaCKUpPOBAHHUIO.

[Ipy  mackupoBaHMM  JODKHA  OBITh ~ HCKIIOYEHA  BO3MOKHOCTh
HECAHKIIMOHUPOBAHHOTO OIPEACIICHUsS CETEBbIX aJpPEecOB, HAUMEHOBAHUU Y3JIOB,
TUIIOB U BEpCUH MPOTrpaMMHOro odecredeHusi HHPOPMAILIMOHHOW CHCTEMBI.

OTBeThl Ha CETEBBIE 3aMpPOChl K KOMIIOHEHTaM HH(POPMAIIMOHHON CHCTEMBI,
MOITICKALUM MaCKHPOBaHUIO, HE JTOJIKHBI pacKpbIBaTh CBEACHUS
0 MH(QOPMAIMOHHON cucTeMe (HampuMep, CEeTEBBIX aJpecOB, HAUMEHOBAHUH Y3IIOB,
TUIIOB U BEPCUI MPOrpaMMHOI0 00ECIICUEHHUS ).

Peanuszanuss MackupoBaHHMs HE JIOJDKHA HapyllaTh IITaTHbIE IPOLECCHI
(yHKIMOHUPOBaHUS NH()OPMALIUOHHON CUCTEMBI.

TpeGoBanus k fOKyMeHTHPOBaHUIO: He npeabsaBisroTcs.
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TpeOoBaHuA K YCHJIEHHIO:

1) MOJKHBI MPUMEHSTHCS TEXHOJOTHU COKPBITHS CETEBBIX aJpECOB CEPBHCOB
JUIS1 YIIPABJICHUS IOCTYIIOM K aJIMUHUCTPATUBHBIM CEPBHUCAM;

2) NOJKHBI UCTIOIh30BAThCSI CHCTEMBI 3aMEJIJICHHUS CETEBOI0 CKAHUPOBAHUS;

3) IoJKHO OBITH  00€CIIEYCHO WTHOPHUPOBAHHME 3alPOCOB C  BHENTHUX
WCTOYHHUKOB;

4) MOJDKHBI TPHMEHSATBCS CPEICTBA MAaCKHPOBAaHUS aTPUOYTOB CETEBOIO
TpaduKa 11 3aTpyAHEHUS aHAIHU3A.

Peanusamust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
MC3.4
Yceunenne MCO .4

MCH.5. Co3panue JOKHBIX CHCTEM

Leab: BoisiBneHne MOMBITOK HECAHKIIMOHUPOBAHHOTO JOCTyMa HAPYIIUTENEH
B MHPOPMAIMOHHON CHCTEME C WCIOJB30BAaHWEM CIEIHAIbHO CO3/JIaHHBIX
(AMYITMPOBAHHBIX ) JIO)KHBIX HHPOPMAIIMOHHBIX CUCTEM U (MJIM) UX KOMIIOHEHTOB.

TpeboBanuss k peanusauuu: B uHPOpManMOHHON cHCTEME JTOJDKHBI
MPUMEHSTHCS CIIEHUATbHO CO3aHHbIE (IMYJIMPOBAHHBIE) JIOKHBIE UH(POPMALIMOHHBIE
cucteMbl W (WIM) JIO)KHbIE ~ KOMIIOHEHTBHl ~ HMH()OPMALMOHHOM  CUCTEMBI,
npenHa3HayeHHbIE Ui OOHApY)KEHHWs, PETUCTpallud W aHajiu3a JCUCTBUN
HapymuTene Oe30macHOCTH UWH(OpMaMK B TpoIecCe peau3alud  yrpo3
0e30macHOCTH UH(POPMALIUU.

Jloxxubie MHGOPMAIIMOHHBIE CUCTEMBI UJTM UX KOMIIOHEHTHI JIOJKHBI:

UMUTHPOBATh QYHKIIMOHUPOBAHUE PeaTbHON MH(POPMAIIMOHHON CUCTEMBbI WU
€€ KOMIIOHEHTOB (CErMEHTOB);

OOHapy)XMBaTh M PErHUCTPUPOBATH ICHCTBHS HapyIIUTENEeH Oe30macHOCTH
uH(GOPMAIINHU TI0 peaTu3alii KOMIIBIOTEPHOHN aTaKw;

nepenaBaTh  COOpaHHYIO  WMHQPOpPMAIMI0O B CHUCTEMbl ~ MOHUTOpPHHTA
MH(}OpMAITMOHHON 6€30MaCHOCTH.

Jloxxuple  WH(OpPMAIMOHHBICE CHUCTEMBl JIOJDKHBI ~ OBITh  M30JIMPOBAHBI
oT HHGOPMAIIMOHHOM CUCTEMBI, 00J1a1aTh MpU3HAKaMH ()YHKIIMOHUPYIOIIHNX CEPBUCOB
U HE JIOJDKHBI COoJlepKaTh HH(GOPMAIIMIO OTPAaHUUYEHHOTO JOCTYIIA.

TpeboBanus k JokyMeHTHPOBaHMIO: He npeabsBisitoTCs.
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TpeOoBaHuA K YCHJIEHHIO:

1) Ha KOMIOHEHTaX HH(OOPMAITMOHHOW CUCTEMBI JIOJDKHBI CO3/1aBaThCS JIOKHBIC
naHHble. HarpuMep, MOTYT CO3/1aBaThCsl CIIEIYIOIINE TUIIbI JIOKHBIX JAHHBIX:

dbopmat TekcToBBIX ¢aiiaoB u Tadmauil doc, docx, odt, xls, xIsx;

JIOKHBIE JIAHHBIE, Pa3MEIIAEMbIE€ B CUCTEMHBIX KOMIIOHEHTaX ONEPALIMOHHBIX
CUCTEM;

JIOKHBIE JIaHHBIE, pa3MellaeMble B MPUKIAIHOM MPOTPAMMHOM OOECIeYEeHUHU
OTIEPAIIMOHHBIX CUCTEM;

2) NOKHbIC HMH()OPMAIMOHHBIC CHCTEMBl HWJIM HMX KOMIIOHEHTBI JIOJDKHBI
IIPENOCTABIATh BO3MOXKHOCTh OJHO3HAYHOI'O ONPENEICHUS UX KaK CYIIECTBYIOIIEH
MH()OPMAIMOHHOM CHCTEMbI, 0€3 BO3MOYKHOCTH OIPEICICHUS] KOMIIOHEHTa Kak
areMeHTa UHPOPMALIMOHHON CUCTEMBI.

Peasmmsauust B uHGOpMaLlMOHHON cucTeMe:

Mepa 3anmThl Knacc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
MCDH.5
Yennenne MCO.5

4.16. 3ammTa 0T KOMIIBIOTEPHBIX ATAK, HANPABJIEHHBIX HA 0TKA3 B
oocayxkuBanuu (300)

300.1 3amuTra 0T KOMIBIOTEPHBIX aTAK, HANIPABJICHHBIX HA 0TKAa3 B
00CJIy’)KMBAHUM, IIPH IOCTYIe BHEIIHUX M0JIb30BaTe el K MPUKJIATHBIM
cepBHCaM, MIPe0CTaAB/IsIeMbIM HHPOPMALMOHHOM CHCTEMOM

Hean: O6ecrieueHne JOCTYMHOCTH WH(POPMAIMOHHONW CHCTEMBI, B TOM YHCIIE
BXOJISIIIMX €€ COCTaB OOBEKTOB 3alUThl HH(OPMALU (IPUKIIAJHBIX CEPBUCOB, CETEBBIX
CEPBHCOB) MPH pean3aliy HapyIIUTENIEM KOMITBIOTEPHBIX aTaK, HAIPaBJICHHBIX HAa OTKA3
B 00CITy’)KUBaHHUH.

TpeGoBanusi k peammsamuu: B nHbopMaIMoHHON cucTeMe [TOKHBI ObITh
pea30BaHbl CICTYIOIIUE MEPHI:

cepBepbl, O0ECIEYMBAIOIIME U TMPEIOCTABISAIONIME MPUKIAAHBIE CEPBUCHI
MH(GOPMALIMOHHON CHUCTEMBbl BHEUIHUM MOJIb30BaTENISIM UH()OPMAILIMOHHOW CHCTEMBI,
JIOJDKHBI pa3MelIaTbCs B JAEMUJIMTApU30BaHHOM 30HE, COOTBETCTBYIOUICH Mepe
3amuThl nHGopmarmu MCD.2;

HAa TpaHHIe JEMWINTAPU30BAHHOM  30HBI WJIM J0  IOCTYIUICHUS
B JIEMIIUTAPU30BAHHYIO 30HY CETeBOM TpaduK U3 BHEIIHEW CETU JI0JDKEH
nojaBepraTtbCs  (QUIBTpAllMM M OYUCTKE OT  COCTABIISIIONIMX,  CBSI3aHHBIX
C KOMIIBIOTEPHBIMU aTaKaMH, HaNpaBICHHbIMU HAa OTKa3 B OOCIYXUBaHUH,
C UCIIOJIb30BAHUEM CPEJICTB 3aIIUTHI HHPOPMAIH OT BO3IEUCTBUM, HAIIPABICHHBIX Ha
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O0TKa3 B OOCIy)XMBaHMH HWH(POPMAIIMOHHBIX (AaBTOMATU3MPOBAHHBIX) HA CTOPOHE
oriepaTopa MH(POPMAITMOHHOM CHCTEMBI, U (WJIM) HA CTOPOHE MpoBaijaepa, U (WIK)
OpTaHM3AIHH, TPEIOCTABIISIONICH YCIIYTH CBS3H, U (WJIH) OpraHU3aI[iH, OKa3bIBAIOIICH
YCIYTH TO KOHTPOJO, (GUIbTpalid © OJOKUPOBAHHWIO CETEBBIX 3alpPOCOB,
oOnafaronx TMpU3HAKAMH KOMIIBIOTEPHBIX aTaK, HAMpaBICHHBIX Ha OTKa3 B
00CITyKUBAHUHU.

TpedoBanust K TOKYMeHTHPOBaHUIO: He npebsaBistoTcs.

TpeodoBanusi k ycwiienuio: He npenbsaBistores.

Peanusamust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
300.1 + + +
VYceunenne 300.1

300.2 KoHTpo/ib ¥ puJIbTpaLMs BXOAALIET0 TPapuka

Hesnb: VckiroueHre HENErMTUMHBIX TOTOKOB BXOJAILIET0 Tpaduka CEpBUCOB
MH(POPMALMOHHON CHCTEMBI.

TpeGoBanusi k peammsamuu: [Ipu peanmmzanuu KOHTpoiIs W (QuUiIbTpalyu
BXOZSIIEro Tpaduka B ”HPOPMAITMOHHON CUCTEME JIOJHKHO OBITH 00€CTIeUeHO:

NpUMEHEHUE TIpaBWI (PUIBTpAlMK BXOJSIIEro Tpaduka B MOMEHT TIOCHe
OOHapYKEHUSI KOMITBIOTEPHOM aTaku, HAIPaBJIEHHOM Ha OTKa3 B 0OCITY>KUBAHUM,

NpUMEHEHUE MpaBwil  (QWIBTPAMM  BXOJMAILIEro Tpapuka Ha  CETEBOM
Y TPAHCTIOPTHOM YPOBHSIX HH(OPMAITMOHHBIX CUCTEM;

NpUMEHEHUE TIpaBUiI (QUIBTPAIMM HA OCHOBE MATPUIBI KOMMYHUKAIUH
WH(DOpPMAIIMOHHBIX CUCTeM C ceTblo «l/HTepHeT» Ha TpPaHCIOPTHOM YpPOBHE
MH(POPMAITMOHHBIX CUCTEM U TIOJIEPKAHKE €€ B aKTyaIlbHOM COCTOSIHUM,

OTpe/eNICHNEe CETEBBIX aJpecoB, C KOTOPBIMU JOJKHO OBITh OOECHedeHO
B3aMMO/IeHCTBUE NH(DOPMAIIMOHHONW CUCTEMBI, U IPUMEHEHUE CITUCKOB Pa3peIieHHbIX
CETEBBIX aJPECOB;

bunbTpanus JTaHHBIX WH(MOPMAIIMOHHOM CHCTEMBI 3a CUYET OMpPEACIICHUS
CTPaAHOBOM MPUHAJJICKHOCTH CETEBBIX aJIPECOB IIEHTPA MOHUTOPUHTA U YIIPABICHUS
ceTssiMu cBs3u  oOmiero mois3oBaHus (GeolP) myrem wuckmtoueHus Tpaduka,
He oTHocsmierocst K IP-anpecam Poccuiickoii @enepanuu, B yCIOBHSIX peaTu3aluu
KOMITBIOTEPHBIX aTaK, HANpPaBJICHHBIX HA OTKAa3 B OOCTY>KUBaHWUHM, MPH KOTOPHIX
HE ynaeTcsi 00eCreynTh AOJKHBIM YPOBeHBb (QUIbTpANK (00ECTIEYUTh JTOCTYITHOCTD
MH(OPMAIITMOHHON CUCTEMBI) HA OCHOBE MaTPHIIbl KOMMYHUKAIMK HHPOPMAIIMOHHBIX
CUCTEM.

Jns 3amuThl  MHQOPMALMOHHBIX cUCTeM W (uiubTpanuu  Tpaduka
KOMITHIOTEPHBIX aTaK, HANPABJICHHBIX HA OTKAa3 B OOCIY)XKMBAaHWU, HA TPHUKIATHOM
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YPOBHE B TOM YHCJIE JIOJKHBI UCIIOJIB30BATHCS CICIIMAIU3UPOBAHHbBIE IPOTPAMMHBIE,
IpOrpaMMHO-alapaTHble CcpeacTBa U (WJIM) YCIAYrd MPOBalWIEpOB XOCTHHIA
WIM OpraHu3alui, TPeIOoCTaBISAIONINX YCIYTH CBA3U, M (WIM) OpraHu3alluii,
OKa3bIBAIONINX YCIYTH MO KOHTPOJIO, (GUIBTPAMU U OJOKUPOBAHUIO BXOJSILIETO
Tpaduka, CrocoOHBIX padOTaTh HA MPUKIATHOM YPOBHE HH()OPMAITIOHHBIX CUCTEM.

TpeOoBaHusi K JOKYMEHTHMPOBaHUIO: B >KCIUTyaTallMOHHOW JOKYMEHTAIIMU
Ha CUCTEMY 3alllUThl HH(OPMAIUU JOHKHBI OBITH OMPEIETICHBI:

niepedeHb UHTEP(HENCOB U CEPBUCOB MHPOPMALIMOHHBIX CUCTEM, KOTOPbIE JTOKHBI
ObITh TOCTOSIHHO JOCTYMHbI W3 ceth «MHTepHeT» U  MOANeXkaT  3alluTe
OT KOMITBIOTEPHBIX aTakK, HAIIPaBJIEHHbBIX HA OTKa3 B 0OCITyKUBaHUY;

COCTaB moApa3AeieHud (paOOTHHUKOB), YYaCTBYIOIIMX B MPEIOCTABICHUN
(OTKpBITHM) JTOCTyHa TOJB30BaTesiM U3 cetu «lHTepHeT» mHTep(dEelcoB M CEpBUCOB
MHPOPMALMOHHBIX ~ CHUCTEM, TNOMISKANIMX 3allIUTe OT KOMIIBIOTEPHBIX — aTak,
HalpaBjeHHbIX Ha OTKa3 B OOCIY)XMBaHMU, MX (DYHKUMH M TIOJIHOMOYHMS, MOPSIOK
B3aMMOJICUCTBUSI ITPH IPOBEACHUN MEPOIIPUSATHIA;

TpeOOBaHME O XpaHEHUH B TEUEHUU TpeX JeT HHpopMmamuu o (axrTax
peain3alii KOMITBIOTEPHBIX aTak, HalpaBJICHHBIX Ha OTKa3 B OOCIYKMBAaHUU: JaTa
M BpeMs Hadyalla ¥ OKOHYAaHMs pealu3aluy aTak, TUI aTaku (Ha CETEBOM,
TPAHCIIOPTHOM U TMPHUKIAAHOM YpPOBHsX), o0beM (I'0uT/c, ceTeBbIX MaKeTOB/C,
B CJIy4yae aTaKk MNPHUKIAJHOIO YPOBHS - 3alPOCOB B CEKYHIY), MEPEUYEHb CETEBBIX
aJpecoB, SBISIIOUIMXCS MCTOYHMKOM aTak (3a MCKIIOYEHUEM CIIy4aeB MOJMEHbI
IP-anpecoB), u ceTeBbIX aApecoB, MOABEP>KEHHBIX aTaKaM.

TpeOoBaHus1 K yCHIICHHIO:

1) B uH(OPMAITMOHHON CHCTEME JOJDKHO OBITh 0OECIICUCHO MPUMEHCHUE TPaBHII
(buIbTpay BXOAALIETO TpadHuKa Ha MOCTOSIHHOW OCHOBE;

2) B WH()OPMAIMOHHOW CHCTEME JIOJDKHO OBITh  00CCIEYCHO  HaJIM4Yue
BO3MOKHOCTH aHanu3a TLS-tpaduka myTem ero packpbiTus WIH HHGOpMALMU
O HeM, TOoJIydaeMOM B BHJIE€ JKYpPHAJIOB COOBITHH JOCTyma K OOBEKTaM
UH()OPMAITMOHHOM CUCTEMBI.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
300.2 + +
Yceunenne 300.2 1

300.3 MOHUTOPHUHT COCTOSTHUS CEPBUCOB U NHTeP(deiicoB

I.[e.m;: ObGecrieucHue HCIIPEPBIBHOI'O KOHTPOJIA COCTOsSHUSA AOCTYIIHOCTH
I/IH(I)OpMaIII/IOHHBIX CHCTEM M KJIFOYEBBIX ITOKa3aTeJIeh IMPOU3BOAUTCIIBHOCTH CCPBHCOB
U CPCACTB, HCIIOJIB3YCMbLIX I 3alllMTbl OT KOMIIBIOTCPHLIX AaTaK, HAIIPABJICHHBIX
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Ha OTKa3 B 00OCITYKMBAHUHU.

TpeGoBanusi k peanusauum: [Ipy BBINOJIHEHMH MOHUTOPUHIA COCTOSIHUS
CepBUCOB U HHTep(delcoB B MHGPOPMALMOHHOW CHUCTEME JIOJKEH ObITh obecreueH
MOHHUTOPHHT .

MoKa3aTesel 3arpy3Ky LHEHTPAIbHOTO MPOIECCopa, ONEPATUBHOM MaMSITH, CETEBBIX
uHTepdelicoB (OMT/C W TAKETOB/C) CEpPBEPOB, BUPTYATbHBIX MAIIHMH, CETEBOTO
000pYZI0BaHMS, a TAKXKE HAXOAAIIMXCS Ha IEPUMETPE CPECTB 3alIUThHI HH(POpMAIHH;

MOKa3aTesieil KOJIMYECTBa OJHOBPEMEHHO YCTAaHOBJIEHHBIX CETEBBIX COEAUHEHHI
it cpelncTB  (0aTaHCHUPOBIMKOB HArpy3KHM, MEXKCETEBBIX SKPAHOB YpPOBHS CETH,
MEKCETEBBIX PKPAHOB YPOBHS BEO-CEpBEpa U JIPYTUX CPENCTB), PEATNU3YIOIINX CETEBbIE
(GYHKIMH C KOHTPOJIEM COCTOSIHUSI COSTUHEHUIA;

KOJIMYECTBA 3alpOCOB Ha MPUKIAIHOM YpPOBHE HH(DOPMAIMOHHBIX CHCTEM IS
CPEIICTB M CEPBHUCOB, (PYHKIIMOHUPYIOIINX Ha MPHUKIIATHOM YPOBHE;

KOJIMYECTBA W THUIIOB OIMMOOK, OTJAaBa€MBbIX B OTBETaX MPUIOKECHUSIMU
U cepBUCaMH UH(POPMAIIMOHHON CUCTEMBI.

B uHpopmanmoHHO cucteMe JO0KHA OBITh OOEcleueHa HENpPEephIBHOCTD
perucTpalyu CoObITUH O HEJOCTYITHOCTH CEPBUCOB U MHTEP(ENCOB MHPOPMAIIMOHHON
CHCTEMBI.

TpeOoBanusi K JOKYMEHTHPOBAHMIO: B 5SKCrulyaTallMOHHOM JOKYMEHTallMU
Ha MH(POPMALTMOHHYIO CUCTEMY JTOJDKHBI OBITH OTIPEICTICHBI:

KJTFOUEBBIE TTOKA3aTENN TPOU3BOUTEIFHOCTH CEPBUCOB M CPEICTB, UCTIOIb3YEMBIX
JUISt MOHUTOPUHT

HOPSJIOK pearupoBaHMsl Ha COOBITUS, CBSI3aHHBIE C HEAOCTYIHOCTBIO CEPBHCOB
1 uaTepdeiicoB HHHOPMAITMOHHON CHCTEMBI.

TpeOoBaHusI K yCHIICHUIO:

1) B ciTyyae UCHONB30BaHMs YCITYT MPOBAWIEPOB XOCTHHTA, U (WJIN) OPTaHU3aIHiH,
MPEIOCTABIISAIOMINX YCIYTH CBSI3U, U (WJIM) OpraHU3aIi, OKa3bIBAIOIIUX YCIYTH TI0
KOHTPOJI0, (PUIIbTpanuu U OJIOKUPOBAHUIO BXOASAIIET0 Tpaduka, B MHOOPMAIIMOHHON
CUCTEME JIOJDKEH OBITh 00eCIedYeH MOHUTOPHUHT COCTOSTHUSI OCHOBHBIX METPUK pabOThI
cepBuca u ero 3pGHeKTUBHOCTH;

2) B WH(OPMAIIMOHHOM CHCTEME JIOJDKCH OBbITh O0ECIICYCH MOHHMTOPUHT
JOCTYITHOCTH WH(OPMAIIMOHHON CHUCTEMBl Ha TPUKIATHOM ypPOBHE WH(POPMAIIMOHHBIX
CHCTEM, UCTIONb3Ysl HHCTPYMEHTBI KOHTPOJISA, PACHOIOKeHHbIE B ceTh «HTepHET».

Peanusanus B TH(POPMALIMOHHOM cUCTEMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmaIuu K3 K2 K1
300.3 + + +
Ycunenue 300.3
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300.4 banaHcUpPOBKA HATPY3KH

Lesn: [loBbllieHe ypoBHS OTKa30yCTOMYMBOCTH CEPBUCOB HHGOPMAIIMOHHON
CUCTEMBI B YCJIOBHSX peaM3allid KOMIIBIOTEPHBIX aTaK, HAlpPAaBJIECHHBIX HAa OTKa3
B 00CITY>KMBaHUU.

TpedoBanusi k peammusanum: [Ipn oOecrieueHny 0OagaHCUPOBKM HArpy3Kd
B MH(OPMAIIMOHHOM cCTEME HEOOXOIMMO 00eCIeUnTh MOAKII0YeHNE MH(DOPMAITMOHHOM
CHCTEMBbI o HE3aBHCHUMBIM buznuecKkum KaHaJlam CBSI3U
K HECKOJBKMM TMpoBaiifiepaM ycIyru naoctymna K cetd «UHTepHer» M 00ecneuuThb
BO3MOKHOCTb OZJHOBPEMEHHOT'O IIPHEMa BXOSIIETO TpaduKa [0 HECKOJIBKUM KaHajaM.

B cnyuyae ucnonb3oBaHus ycayr MpoBaiIepoB XOCTUHTA, U (WJIK) OpraHu3alui,
MPEAOCTABIAIONINX YCIYTH CBSI3U, W (WJIM) OpPraHU3alui, OKa3bIBAIOLIUX YCIYTH
0  KOHTPOJO, (uUiIbTpalMu W OJOKUPOBAHHMIO  BXOAAIIero  Tpaduka,
B UH(OPMALMOHHONW CHUCTEME HEO0OXOIMMO oOecrneunTs BbIOOP MpoBaiiaepa,
yJIOBJIETBOPSIOLIETO YKa3aHHOMY BbIIIE TPEOOBAHUIO.

B uHdopmanmoHHON cucTeMe J0DKHA OBITh oOecreyeHa BO3MOYKHOCTD
BEPTUKAJIBHOIO MaclITaOMPOBAHUS MPUKIAAHBIX CEPBUCOB HMH(DOPMALIMOHHON
CUCTEMBI B YCJIOBHSX pEaM3allMM KOMIIBIOTEPHBIX aTaK, HAMpAaBJICHHBIX Ha OTKa3
B 00CITY>KMBaHUU.

TpeOoBaHusi K JOKYMEHTHPOBaHUIO: He npexbsaBistoTcst.

TpeOoBaHusI K yCHIICHUIO:

1) B uH(pOpPMAIMOHHON CcHCTEeMe JO0DKHA OBITh OOCCleYeHa BO3MOXKHOCTD
TOPU30HTAJILHOTO MAacCIITA0MPOBAaHUS TPUKIIATHBIX CEPBUCOB HH(OpPMALIMOHHON
CUCTEMbl U paclpeiesieHus] Harpy3ku MEXIy Yy3JaMd B YCJIOBHSX pealu3aluu
KOMITBIOTEPHBIX aTaK, HAPABJICHHBIX HA OTKA3 B 00CIIy>KUBaHUU;

2) B MH(GOPMAIMOHHOW CHUCTEME JOJDKHA OBITh OO0ECIeYeHa BO3MOXKHOCTh
pacripenenieHdss Harpy3kd OJHOBPEMEHHO IO JBYM TIeorpauyeckd pacrpeielieHHbIM
TUIOIA/IKaM, B KOTOPBIX pacrojyiaraercs MH(pOpMaIMOHHAs CUCTEMa MpH YCIOBUH, YTO
uHpOpMaIMOHHAsT UHPPACTPYKTypa UHPOPMAITMOHHONW CHUCTEMBI TPEAIOJNIAraeT TaKO
TIPUHITAI PaOOTHI.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEeMe:

Mepa 3aumThl Krnacc 3amuineHHocTu
uH(popMaIuu K3 K2 K1
300.4
VYcunenune 300.4

300.5 Orpannyenue HaArpy3Ku

Heab: Orpannyenrie BO3MOXXHOCTH CO3JaHUsl YCIIOBHI JJIsl HICUEPIIaHUS PECYPCOB
MH()OPMAIIMOHHON CUCTEMBI.



161

TpebdoBanus k peanuzanuu: [Ipy peannzanuy Mepbl 10 OTPaHUYEHUIO HATPY3KH
B MH(OPMAIIMOHHOW CUCTEME HEOOXOAUMO YCTAaHOBUTH OIPAHUUCHHUE:

0 MaKCHMAaJIbHOMY YHCIIy OJHOBPEMEHHO YCTaHOBJIEHHbIX [|CP-coenunenmii
¢ ogHoro IP-ampeca (MakcHMMallbHOE YHCIIO COCAMHEHUM ONpPEAEssieTCs] 0 METOAUKE U
MCXOJIHBIM JAaHHBIM OIEparopa Ul pPa3IMYHbIX THIIOB MPUKIATHBIX CEPBHUCOB, THIIOB
noJib3oBateneit u (um) API-kiueHToB);

10 CKOPOCTH OTBETa OT cucTeMbl IoMeHHbIX uMeH (DNS-ceprepa);

0 MaKCHUMaJIbHOMY YMCIIy OJHOBPEMEHHO BBINIOJHAEMBIX 3alIPOCOB B CEKYHIY
Ha MpPUKIAJHOM YpoBHE ¢ ofHoro IP-agpeca (MakcuManbHOE YHMCIIO 3alpOCOB
OIpEeNeNsieTcs 1O METOJMKE M HCXOJHBIM JAaHHBIM OIleparopa Uil 3alpocoB,
MOCTYNAIOMMX OT BeO-MHTEp(eiicoB, MOOWIBHBIX mpuiokeHui, APIl-unrepdericos,
UHTEP(ENCOB aIMUHUCTPUPOBAHMUS).

[Ipu peamu3zarii Mepbl O OTPAHUYEHUIO CKOPOCTH B MH(POPMALIMOHHOM CHCTEME
HEOOXOAMMO O0ECHEeYUTh MOHUTOPUHI Tpaduka B HHPOPMAIMOHHOW CHUCTEME
Y BBISIBJICHUE aHOMAJIBHOTO TIOBE/ICHUSL.

TpeGoBanusi K JOKyMeHTHPOBaHMIO: He NpebsaBIstoTCs.

TpeooBanus k ycmienuro: He npeabsaBisitorcs.

Peasmmsauust B uHGOpMaLlnOHHOM cucTeMe:

Mepa 3ammThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
300.5 + + +
VYceunenune 300.5

300.6 [Toaaep:xka pe3epBa 10CTATOYHON NMPONMYCKHON CIIOCOOHOCTH U
pacmiMpeHue pecypcoB npu cOosix

Heab: OGecrieueHne pe3epsa pecypcoB MPOITyCKHON CLIOCOOHOCTH, MO3BOJISIIOIIETO
00pabareiBaTh BXOAIIMKA TpapuK B YCIOBHUAX peaM3aliid KOMITBIOTEPHBIX aTak,
HAaIpaBJIeHHBIX Ha OTKa3 B 00CTYKUBaHUH.

TpeGoBanusi k peammsammu: B nHbopMaIMoHHON cucTeMe JTOKHBI ObITh
o0ecrieueHbl He MEHEE YEM:

JIBYKPATHBIA pe3epB MOJIOCHI MPOITyCKaHKs Ha KaHalax MpoBaifaepa yCiIyr I0CTymna
k cetu «VHTepHeT» (pe3epB ompeAesieTcss MO METOIMKE M HCXOJHBIM JAHHBIM
oreparopa);

JIBYKpPAaTHBIA PE3epPB 1O BO3MOKHOCTH OOPaOOTKU Tpaduika Ha OIPEIesIieMbIX
OIepaTopoM 3JIeMeHTax MH(OPMALIMIOHHOM CHUCTEMBI (pE3epB OMPEIeIIeTCs] [0 METOIUKE
Y MCXOJIHBIM JIAaHHBIM OIepaTopa).

TpedoBaHusi K JOKYyMEeHTHPOBAHMIO: He npebsBisitoTCsl.

TpeOoBaHusi K yCUJICHUIO:

1) nByKpaTHBIN pe3epB MOJIOCH! TIPOITYCKAHUS BHYTPH HH(POPMAITIOHHOW CUCTEMBI
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Ha BCEM ITyTU CJeI0oBaHUS Tpaduka OT TOUKU CONpsDKEHUs ¢ ceTbio «MHTepHeT»
0 TIPUKIQAHOTO cepBuca. Pe3epB paccuMThIBacTCs OT IMHUKA MOJOCHI JIETUTUMHOIO
Tpadka B YCIOBHSX pEaTU3allMM KOMITBIOTEPHBIX AaTak, HaNpaBICHHBIX HAa OTKa3
B 00CITY>KBAaHUHY;

2) TOJDKHBI ~ WCTIONIB30BAThCSl  JIOBEPEHHBIC — aIlllapaTHhIC CPEACTBAa  CETEBOTO
B3aMMOJICHICTBUS, B TOM YHMCIIE BCTPOCHHBIE B CPEACTBA, UCHOJIb3YyEMbIE JUIS 3alUTHI
OT KOMITBIOTEPHBIX aTaK, HAalpaBJIEHHBIX Ha OTKa3 B 0OCITYKMBAaHUU, MOJICPKUBAIOIIIE
TEXHOJIOTUM BBICOKOIPOU3BOIUTENLHON OOPa0OTKM CETEBBIX IAKETOB, IMO3BOJISIOIINE
NpEOJI0JIeTh  OrPAaHUYCHHUSI  MPOU3BOAUTENILHOCTH  OOpaOOTKM  CETEBBIX  IMAKETOB
CTaH/IapPTHBIM CETEBBIM CTEKOM siJIpa oneparroHHoi cuctemsl (Hanpumep, DPDK, XDP,
PF_RING wmm unbie).

Peasmmsauust B uHGoOpMalLMOHHOM cucTeMe:

Mepa 3ammThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
300.6 + +
Yceunenne 300.6

4.17. 3ammTa KaHAJI0B CBSI3U M ceTeBOro B3aumojeiicTeus (3KC)
3KC.1. 3amuTa JaHHBIX NPH Nepeaade Mo KAHAJAM CBS3H

Hean: ObecnieueHne KOHPHUICHINATBHOCTH U UEJIOCTHOCTH MHPOPMALIMK TTPU
nepeaaye Mo KaHajaam CBSI3M 3a IpeJiebl KOHTPOJIUPYEMOU 30HBI.

TpeGoBanus k peammsanmu: [Ipu nepegade undopmalu Mo KaHaiaMm CBA3H,
BBIXO/ISLIUM 32 MPEAEIIbl KOHTPOIUPYEMOI 30HBI, JOJIKHA 00ECEUMBATHCA:

3alUTa rnepeaayu MHGpopMal OrpaHUIueHHOTO 10CTYIa;

3alUTa yAAJIEHHOTO JOCTYIa MoJib3oBaTeNell K MHPOPMAIIMOHHOMN cucTeME;

3allATa CETEBOIO0 B3aMMOJICHMCTBHUS I0JIb30BATEJIEH, MPUIIOKECHUM, CETEBBIX
CEPBHUCOB, HAXOIAIIUXCS B Pa3HBIX CETMEHTaX MH()POPMAIMOHHOW CUCTEMBI C YUETOM
Mep 3aumThl nHpopmanuu MC3.1, MCD.3;

3alldTa CETEBOI0 B3aMMOJICMCTBHUS I0JIb30BATENEH, IPUIIOKEHUM, CETEBBIX
CEepBUCOB MH(OPMAIIMOHHON CUCTEMBI C JAPYTMMH MH(POPMALMOHHBIMU CHUCTEMaMU
¢ yueToMm Mep 3amuthl uHbopmarmu MCD.2, MCD.3.

B undopmanmonHoii cucteme M0pDKHA OBITH OOecriedyeHa 3alluTa KaHAJIOB
Nepefadyrd JaHHBIX, BBIXOJALIMX 3a MpPENeibl KOHTPOJIHMPYEMOW 30HBI, KOTOpas
BKJIFOYAET:

KOHTPOJIb BCEX CETEeBBIX B3aMMOJIEUCTBMM Ha TmopTax M HHTepdeiicax
PUJIOKEHUH U CETEBBIX CEPBUCOB, TOCTYMHBIX U3 ceTu «HTepHeT»;

dbopMHpoBaHUE U TOJIJIEP’KAHNUE B AKTYaJIbHOM COCTOSIHUM IPABUIT MEXKCETEBOTO
HKpPAHUPOBAHUS C YUETOM Mephl 3amuThl nHpopmannu MCD.3;
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OTrpaHUYEHME JOCTYyNa IO0Jb30BATENICH, IPWIOKEHUN U CETEBBIX CEPBUCOB
K HEUCIIOJIb3YEMBIM IIOPTaM, CETEBBIM CIIy>kK0aM U cepBUCaM;

OTKJIIOUEHUE HEOE30IIaCHBIX BEPCUI IPOTOKOJIOB U CETEBBIX CIIYXKO.

Peanuzamus ykazaHHOW Mephl 3alIUThl HHGOpMaIuu 00ecreynBaeTcs 3a CUeT
NPUMEHEHHUS MEXKCETEBBIX SKPAHOB, U (MJIM) MHOTO(YHKIIMOHATHHBIX MEKCETEBBIX
HKPaHOB YPOBHSI CETH, U (WJIM) CPEJCTB OAHOHAIIPABICHHON Mepeaadyn nH(popmalmu,
a TaKXe C UCMHOJIb30BaHUEM MIHU(PPOBAIBHBIX (KPUITOTPAPUUECKUX) CPEACTB 3aALUTHI
MH(pOpPMaIMU B COOTBETCTBHUHU € 3aKOHOAATeNbCTBOM Poccuiickoit Deneparui.

TpeGoBanus K JOKYMEHTHPOBAHHMIO: B dKCIIITyaTallMOHHON JJOKYMEHTAIIMHU Ha
MH(POPMALIMOHHYIO CHUCTEMY JIOJDKEH OBITh ONpEeNIeH MEepeueHb BHEIIHUX
MH()OPMAIIMOHHBIX CUCTEM, MPUIIOKEHHUI U CEPBUCOB.

TpedoBanus k ycuinenuro: He nmpeabsaBisroTes.

Peasmmsauust B uHGOpMaLlMOHHON cucTeMe:

Mepa 3anmThi Kracc 3amuiennocTu
uHbopMaIuu K3 K2 K1
3KC.1 + + +
Ycennenne 3KC.1

3KC.2. KoHTpo/ib aTpHOYTOB 0€30MACHOCTH MPH CETEBOM B3aUMO/I€iiCTBHH

Heab: OGecrnieueHue TOBEPEHHOTO CETEBOTO B3aUMOJICHCTBUS HAa OCHOBE
KOHTPOJII YHUKAJIbHBIX MPU3HAKOB (aTpUOYTOB 0€30MaCHOCTH) CYOBEKTOB JOCTYIIA.

TpeGoBanus k peanusanmu: B uHdopmanumoHHoi cucteme OOKEH OBITh
ompesieNieH TepedeHb aTpuOyToB O€30MacHOCTH, B COOTBETCTBUU C KOTOPBIMHU
OCYIIECTBISIETCS KOHTPOJIb WH(GOPMAIINH, TTOJTy4aeMOil U Mepe1aBaeMoi 3a pe/Ieibl
KOHTpOJIMpYeMOM  30HbI.  ATpuOyThl ~ 0€30MacCHOCTH  JOJDKHBI  BKJIKOYATh
XapaKTEPUCTHUKH, TO3BOJISIFOIINE OJTHO3HAYHO UACHTU(DULIMPOBATH CYOBEKT AOCTYTIA.

B undopmannonHoi cucteme T0JKHBI OBITh 00€CTICUeHBI:

dbopmupoBaHue  TepeyHs ~ aTpUOYTOB  0OE30MacHOCTH  OTIpaBUTENCH
U TIOJy4aTesnei, BKIIOYArOINX aTpUOYThI CETEBBIX COCTMHEHUI;

IpPOBEpPKa COOTBETCTBHUS aTpUOYyTOB 0€30MacHOCTH OTIPABUTENs, MOTydaTels
nepes pa3pelieHreM repeiadu TaHHbIX;

IpOBEpPKa COOTBETCTBHUS aTpuOYyTOB 0€30MaCHOCTH OTIIpPaBUTENs, MOTydaTels
nepes NpUueMoM JIaHHBIX;

IPUMEHEHHE MPaBUJI MEXCETEBOTO SKPAaHUPOBAHUSI Ha MEKCETEBBIX dKpaHaX,
VYUTHIBAIOIINX aTPUOYThI OE30MAaCHOCTH C YYETOM MEphI 3aIlUThl HHGOPMAIHH
MCD.3.

Onepatu ¢ aTpudyTaMu JOJIKHBI PETUCTPUPOBATHCS C YUETOM MEP 3aIUTHI
undopmanuu PCh.1 — PCB.5.

Peanuzamus ykazaHHBIX Mep 3alluThl UH(OpPMALUK O0OECIIEYNBAECTCS 3a CUET
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IPUMEHEHUSI MEXCETEBBIX SKPAaHOB M (MJIM) MHOTO(QYHKIIMOHAIBHBIX MEXKCETEBbIX
DKPAHOB.

TpeGoBanus K 1OKyMeHTHPOBaHUIO: He npeabsaBisroTcs.

TpedoBanus k ycuienuro: He nmpeabsaBistores.

Peasmmsauust B uHGoOpMalLlMOHHOM cucTeMe:

Mepa 3amursl Knacc 3amumennoctu
uHpopmaruu K3 K2 K1
3KC.2 + + +
Ycunenne 3KC.2

3KC.3. KoHTpoJIb 10CTyNIa K BHEHIHUM pecypcaM

Hennb: McknroueHne HECaHKIIMOHUPOBAHHOTO J0CTynla  BHYTPEHHHUX
M0JIb30BaTENIEeH K BHEIIHUM MH(POPMAIIMOHHBIM pecypcaM (cucreMam).

TpeGoBanus k peanusauuu: B nHPopManmoHHOM cucTEME TOJIKHBI OBITh:

c(OpMHPOBAH U MOJJEPKUBATHCS B aKTyaJIbHOM COCTOSIHHM CIMUCOK BHEIIHUX
pECypCOB, HEOOXOAMMBIX [JIsl BBINOJHEHHS (YHKIHMOHAJIBHBIX 3adad (CIHCOK
pa3pelIeHHBIX U (MJIH) 3alPEIIEHHBIX PECYPCOB);

peanu3oBaH KOHTPOJb JOCTYIA II0Jb30BATENE, NPUIIOKEHU M CETEBBIX
cepBHCOB MH(GOPMAIMOHHON CHCTEMbI K pecypcaM BHEIIHHUX CETeW, BKJIOYas CETb
«HTEpHET», B COOTBETCTBMM CO CIIMCKOM pa3pellieHHBbIX M (WJIM) 3alpelieHHbIX
pECypCOB;

3a0JJIOKMPOBaHbl MOMBITKH JOCTyNa K HEpa3pelieHHbIM pecypcaM BHEIIHUX
cereil, BKitouas cetb « IHTepHeTY;

OIpEJIENIEH CIIUCOK pa3pelIeHHbIX B MH(HOPMAIIMOHHON CUCTEME UCTIOJIb3yEMbIX
CETEBBIX IMPOTOKOJIOB, CETEBBIX NPHJIOKEHHUIN U CEPBHUCOB.

TpedoBaHus K JIOKYyMEHTHPOBaHUIO: B SKCITyaTallMOHHOM TOKYMEHTAlUH Ha
CUCTEMY 3alllUThl MH(OPMALIUU JOJHKEH OBITH OMpEEIeH MOPSA0K BEICHHUS CIMCKa
pa3penieHHbIX U (MJIK) 3alpPEIeHHBIX PECYPCOB.

TpeOoBaHus K yCHICHUIO:

1) moykeH NPOBOAMTHCS MOP(HOJIOTUYCCKUN aHAINW3 3alpaliiBaeMbIX BeO-
PECYpPCOB NEpe UX OTKPBITUEM;

2) I0JIKHA MCIIONIb30BAThCSI KATErOpU3aIlus BeO-pecypcoB.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEeMe:

Mepa 3amuThI Knacc 3amumennoctu
uHpopmManuu K3 K2 K1
3KC.3 + + +
VYceunenne 3KC.3
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3KC.4. KonTeKkcTHas MPpOBepKa ucxoasmero tpagpuka

Heas: [IpenoTBpamienre yTeukd UHEGOpPMAIMM OrPAHUYEHHOTO JOCTYyIa
Y BBISIBJICHUE HECAHKIIMOHUPOBAHHOTO OOMEHA JIAHHBIMU ITyTEM aHAJIN3a UCXOISIIETO
CETEeBOTO TpaduKa.

TpeGoBanus k peanusanuu: B mHopmarmonHoi cucteme M0DKHA OBIThH
peann3oBaHa KOHTEKCTHAs POBEPKA UCXOISIIETO CETEBOro Tpaduka, HapaBIsieMOro
3a Mpeielibl KOHTPOJIUPYEMOM 30HBI, BKIIOYas ceTb « THTEpHETY.

[IpoBepka n0MKHA BKIKOYATh:

aHauu3 COJEpKaHUsA, METANAHHBIX U I[IOBEICHYECKUX XapPaKTEPUCTHUK
nepe1aBaeMbIX JJAHHBIX;

BBISIBJICHUE aHOMAJIbHOW aKTUBHOCTU B CETEBOM Tpaduke.

JI0JKHBI OBITH ONIPEACIICHBI U KOHTPOJIUPOBATHCS CETEBBIE MOPTHI, MPUITOKEHUS
U CEPBHUCHI, UCIOJIB3YEMBIE I MEpEeJayu JaHHBIX 3a MPEeiabl KOHTPOIUPYEMOU
30HBI, BKJIIOYas ceTb «THTEpHETY.

TpeboBanus k JoKyMeHTHPOBaHMIO: He npeabsaBisitoTCs.

TpeOoBaHus K yCHIICHUIO:

1) TOKHBI IPUMEHSATHCS CHCTEMBI TNTyOOKOTO aHaIM3a ITaKeTOB JIJIS BHIBIICHHS
aHoOMaJui B CETEBOM TpaduKe;

2) MOJIKHBI UCTIOIb30BaTHCS MEXaHNU3MBI TIOBEICHYECKOTO aHaAIM3a aKTHBHOCTH
MOJIb30BaTEIICH;

3) MOJDKHBI  HMCIIOJIB30BAThCS  CIICIUAIM3UPOBAHHBIC KOMIIOHEHTHI (arcHTHI)
Ha KOHEYHBIX YCTPOMCTBAX MOJIB30BATENEH C IIEJIbI0 aHAIM3a UCXOSIIET0 Tpaduka;

4) NOJDKHBI PEaIN30BbIBATHCSA MEXAHNU3MbI BBISBJICHHS ¥ OJOKHPOBKH IOIMBITOK
MAaCKHUPOBKH JTaHHBIX;

5) MOKHBI HCIIOJIB30BAThCS CUCTEMBI KOHTPOJIS HCIIOJIB30BAHMS OOJAYHBIX
CEPBUCOB;

6) TOKHBI BHEAPATHCS MEXaHU3Mbl KiIacCH(HMKAIIMK JaHHBIX Ha OCHOBE
aHaju3a COJIEPKUMOTO.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEMe:

Mepa 3ammTh Krnacc 3ammmenHocta
uHbopMaIuu K3 K2 K1
3KC A4

Vcunenne 3KC.4
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[Tpunoxenue Ne 1
K METOJUYECKOMY TOKYMEHTY

TepMI/IHI)I H onpeaecjacHus,
NMPUMEHSIEMBIC 1151 ueneﬁ HACTOsAIIEro METOAUIECKOT0 TOKYMEHTA

ATpuOYTHBIN MeTOA yNPaBJIEHHUSA JO0CTYIIOM — METOJ, IPEyCMaTPUBAIOLIHIA
yIpaBJI€HUE JOCTYIIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTylla Ha OCHOBE
COBOKYITHOCTU aTpHOyTOB, MPUCYUINX CYyOBbEKTaM, 00bEKTaM U KOHTEKCTY JOCTYIIA.
ATpubyramu cyObeKTa MOTYT SIBJISATHCS JOJKHOCTB, POJib, TIOJIpa3I€Ie€HUE, YPOBEHb
JOBEPHUS, CTATYC ayTEeHTU(UKAIIMHU, UCIIOJIb3YyEMOE YCTPOMCTBO, MECTOMNOJIOKEHUE U
MHbIE XapPaKTEPUCTUKH; aTpuOyTaMu OOBEKTa — METKM O€30MacHOCTH, KATEropus
JaHHBIX, THUI HMH(POpPMAlUH, YPOBEHb KPUTHUYHOCTH; aTpUOyTaMU OKpYKEHUs
(KOHTEKCTa) — BpeMs CYTOK, KaHaJl/CeTh JOCTyla, reorpaduyeckoe pacroiokeHHe,
COCTOsIHME MH(OPMALMOHHON (aBTOMaTU3UPOBAHHOM) CUCTEMBI M MHBIE NTAPAMETPBHI.
Pemenne o mpenocTaBiIeHuy WIK OTKA3€ B JOCTYIIE IPUHUMAETCS HA OCHOBE MOJUTHK
COMOCTAaBJICHUsA aTpUOyTOB CYOBEKTOB, OOBEKTOB M KOHTEKCTA, YCTAHOBJIEHHBIX
OIIEPaTOPOM.

ATpuOyThl 0€30MMACHOCTM — METAJaHHbIC, MNPUCOEIUHIEMbIE K CETEBBIM
MaKeTaM WIM aCCOLMMPOBAHHBIE C CECCUSIMH CBS3M, KOTOPBIE COJIEepKaT
CTPYKTYpUpPOBaHHYIO HH(pOpMamuioo o0 CcyObeKTax JOoCTymna, OOBEKTax JOoCTyIla
(mepenaBaemoii mHGOPMALIMK) U KOHTEKCTE B3aUMOJEHCTBHUSA. DTH XapaKTCPUCTUKHU
HCTIONB3YIOTCS CHUCTEMaMU KOHTPOJISI J0CTyna (BKJIIOYash MEXKCETEBbIE JKPaHbI
U TUTI03bI 0€30MaCHOCTU) JJIS TPUHSATHUS PEIICHUN O pa3pelieHud WIM 3anpeTe
ceTeBOro oOMeHa B paMKax peaau3aliu MOJUTHUKHA 0€30MacHOCTH.

ba3za pemammmx npaBWJ — COCTaBHasg YacTh CHUCTEMbl OOHApy)KEHHUS
BTOpPKEHUH, cojepkamias MHPOPMAIUIO O BTOPKEHMSIX (CUTHATypax), Ha OCHOBE
KOTOpO#l cuctemMa OOHapyXEHHsI BTOPKEHUN TMPUHUMAET pEIICHHE O HAIUYUU
BTOP>KEHUS (aTaku).

beablii cnucoxk — mnepedeHb pecypcoB (IP-ampecoB, AOMEHHBIX HMEH,
MPUIOKEHUH), TOCTYI K KOTOPBIM pa3pelleH; BECh OCTaIbHOU TpaduK OJOKUPYETCH.

BCC]’[pOBOI[HaH JOKaJbHasd BbIYHCIUTECIbHAA CE€Thb — TIpylmna Y3J10B
B IIpcaciiax OrpaHu4YCHHOIO IMpOCTPaHCTBA, AJIdI KOTOPBIX oOecrneueHa BO3MOKHOCTD
OCYIICCTBIIATH BSaHMOHeﬁCTBHC n oOMeH JaHHBIMH C MCIIOJIb30BaHHUCM TEXHOJIOTUM
pPadroCBA3U.
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BeCHPOBOI[HbIﬁ AOCTYII — TCXHOJIOTUSA, C ITIOMOIIbIO KOTOpOﬁ ITOJIB30BaTCIN U
YCTpOfICTBa 0OMEHHUBAIOTCS JaHHBIMH IIO 6CCHp0BOI[HOMy KaHally C IIOMOIIbBIO
PaaruoOBOJIH UJIM UHBIX TUIIOB 3JICKTPOMAIrHUTHOI'O U3JIYYCHUS.

EeCHpOBOI[HLIﬁ KaHaJl nepeaavdu JaHHBbIX — COBOKYIIHOCTb TCXHHUYCCKHX
CpCaCTB, CpCAbl IICpCaa4u U croco0a nepcaaunu AaHHBIX MCKAY Y3JIaMHU oe3
HCIIOJIB30BaHU A (1)H3HII€CKI/IX KabeJleli Ha OCHOBE PadruOBOJIH HJIM HWHBIX THUIIOB
QJICKTPOMATHUTHOI'O U3JIYUCHUSI.

BupryanbHas uMHQpPacTpyKTypa — COBOKYIIHOCTh BHUPTYaJbHBIX MAaIlIWH
U BUPTYAJIbHOTO  OOOpYIOBaHHUSA, CPEACTB BUPTYaJIU3alHUH, PEATU3YIOLIUX
UX IMYJILHIO, @ TAKXKE allapaTHbIX CPEICTB BBIUUCIUTEILHON TEXHUKH U XOCTOBBIX
OTEPAIIMOHHBIX CHCTEM, COCTABIIIOIIUX Cpeny (PYHKIMOHUPOBAHUS 3TUX CPENCTB
BUPTYyaJIA3aLUU.

BupryanbHas MalIMHA — IPOrpaMMHast SMYJIALUA CPEACTBA BEIYUCIUTEILHON
TEXHHUKH, TPEIHA3HAYEHHAsl JUIl OpraHu3aliyd HW30JMPOBAHHBIX BBIYMCIICHUN.
N3oms1uss BBIYMCIEHUN MOYKET HCIIOJIB30BaThCA Uil OPraHU3allMy HE3aBUCHUMBIX
BBIYMCIICHUN HA pecypcax OJHOTO almnapaTHOTO CPEACTBA BBIYUCIUTEIBHON TEXHUKH,
st (opMHUpOBaHUs cpeAbl (PYHKIIMOHMPOBAHUSA, HE3aBUCMMOM OT XOCTOBOW
OTIEPAIIMOHHOM CUCTEMBI, HJIU JIJIs1 0OecTieueHuUs IEPEHOCUMOCTH BBIUUCICHUN MEX 1y
Pa3JIMYHBIMU ANapaTHbIMU CPEACTBAMU BBIYUCIUTEIIBHOU TEXHUKHU.

BuprtyaiabHoe 000pyaoBaHHe — OOOpYIOBAHUE, SMYIUPYEMOE CPEICTBOM
BHUPTYyaJM3allii, KaK COCTaBHAs 4YacTh BHUPTYaJbHOW MAIIMHBI WM MEXaHHW3MOB
B3aMMOJICHCTBHS BUPTYaJIbHBIX MAIIIHH.

BpenonocHoe mporpaMmMHoe o0ecredeHue — Mporpamma, npeaHa3HaueHHas
JUTSL OCYIIECTBJIICHUS HECAHKIIMOHUPOBAHHOTO JOCTyna K WHbopMamuu U (WiIH)
BO3JICUCTBHS HAa HH(POPMAIIUIO WIIH PECYPChl HHPOPMAITMOHHON CUCTEMBI.

Bropxkenne (ataka) — JelicTBHE, 1EJIbI0 KOTOPOTO SIBISIETCS OCYIIECTBICHUE
HECAHKI[MOHUPOBAHHOTO JIOCTYIa K HH(POPMAIIMOHHBIM pPeCypcaM.

[ayOokuii aHa/JIM3 NaKeTOB — TEXHOJOTUS aHallM3a CEeTeBOro Tpaduka,
KOTOpasi MO3BOJISIET MPOBEPATH HE TOJBKO 3ar0JIOBKH MAKETOB, HO U UX COJAEPKUMOE
(1aHHBIE), YTO TO3BOJSIET OJOKUPOBATH YIpo3bl 0Oe€30MacHOCTH HH(OpPMAIIHH,
KOHTPOJIMPOBAaTh MCHOJB30BAHMS CETEBBIX PECYPCOB M BBISBISTH HEXKEJIATEIbHBIC
PUIIOKEHUSI.
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I'ocTeBasi onepanuoOHHAsi CHCTEMAa — ONEPALIOHHAS CUCTEMA, YIPABJISAIOIIAs
BUPTYaJIbHOM MAalIUHOM.

JleMUJINTAPU30BaAHHAs 30HA — OO0OCOOJICHHBIN CEerMeHT WH(OPMAIMOHHOU
CUCTEMBI, PACTIONIOKCHHBIA MEXIY CEThIO CBS3M OOIIETO IMOJIh30BaHUS (BHEITHUMU
MHPOPMAITMOHHBIMH CHUCTEMaMH) U BHYTpEHHEH UHPPACTPYKTYPOi
MHPOPMAITMOHHON CHCTEMBI.

JcKpenuOHHBIH MeTOJ  yNpaBJeHusi  JOCTYIOM  —  METOJ,
MpEeAyCMaTPUBAIOIINNA YIIPaBICHUE JOCTYNOM CYOBEKTOB JOCTyna K OOBbEKTaM
J0CTyIla Ha OCHOBE HJICHTU(DUKAUMOHHOW HH(POPMALMH CYOBEKTa M I Ka)J0ro
o0BEKTa J0CTyla — CIHCKa, COAEpKallero Habop cyOBbEeKTOB jAocTyna (rpyril
CYOBEKTOB) U ACCOLIMMPOBAHHBIX C HUMH TUIIOB JOCTYTIA.

30Ha pagHONOKPBLITHSI — 00J1aCTh IPOCTPAHCTBA, B KOTOPOH oOecrneunBaeTcs
BO3MOYKHOCTbH TOJIKJIFOUEHUS] W HCIOJIB30BAaHHUSA YCIyTr OCCIPOBOIHOMN JIOKaJbHOU
BBIYUCIIUTEIHLHOU CETH.

NuTepHeT Bemeil — KOHIENINS BBIYUCIUTEILHON CETH, COEAUHSIONIEN BEIIN
(pusnueckue MIPEIMETHI, YCTPOMCTBA), OCHAIIECHHbIE BCTPOCHHBIMH
MH(POPMAIMOHHBIMA TEXHOJIOTUSIMHU IS B3aMMOJACHCTBHUS APYr C JPYIOM HIIH
BHEIIHEW CPEJION.

Kapra nokpbITHsi CHTHAJIaMH TOYeK 0eCIPOBOAHOI0 A0CTYIA — BU3YaJIbHOE
MPEACTABICHUE 30HBI PATUONOKPBHITHS M YPOBHS CHUrHaja TOYEK OECHpPOBOJHOTO
JO0CTYyIIA B MpeJenaxX KOHTPOIUPYEMOM 30HBI.

Karteropuzanusi BeO-pecypcoB — Tmporecc kiaccudukanum BeO-caliTOB
M0 TEeMAaTUYECKUM KaTEropusM (HarpuMep, COIIMAIbHBIC CeTH, Pa3BlICUeHNUs, OU3HEC)
Y YPOBHIO PUCKA JJIS MPUMEHEHUS TTOJIUTUK (QUITBTPAIUH.

KomMnoneHT uHpOpMaNUOHHON CcHCTeMBI — IMPOTPaMMHEBIE, MPOTPAMMHO-
ammapaTHble  CpeICcTBa, OOECIeYMBAIONINE BBITIOJHEHUE 3aJaHHON  3aJadyu
B MH(POPMAIIMOHHOW CHCTEME, B3aMMOJICUCTBYS C JAPYTHMMH DJIEMEHTAMU CHCTEMBI
(HampuMep, TOYTOBBIN CEPBUC, BEO-CANT, CETEBON CEPBUC).
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Koneuynoe ycrpoiictBo — (Qusuyeckoe U BHUPTyaJbHOE YCTPOMCTBO
MH()OPMAIMOHHON CHUCTEMBbI, B TOM YHCIIE HUMEIOIIEeEe JOCTYNl K pecypcaM CeTH
«IHTEpHETY.

Konreiinep — cpefia uCIIOJIHEHUS IPOTPAMMHOTO 00€CIIeYeH s, U30JMPOBaHHAs
CPEACTBOM KOHTEWHEPHU3ALHMHU OT JAPYIMX KOHTEMHEPOB M XOCTOBOM OIEPALIMOHHOU
CUCTEMBI.

KonreiinepHasi cpexa — cpelcTBa KOHTEHHEpH3allMd, KOHTEWHEpPHI U HUX
o0Opa3bl, MpUMEHsIEMbIE B THPOPMAIIUOHHOM CHCTEME.

KonrtexkcTHast npoBepka Tpaguka — KOMILJIEKCHBINA aHAIN3 CETEBOTO Tpapuka
C YYETOM COJEp>KaHHs [aHHBIX, METaMH(pOpMalHUH, aTpUOYTOB OE30MaCHOCTH U
MTOBEJECHYECKNUX XapaKTEPUCTHUK.

KonTposmnpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPUS, 3/IaHUE, YACTh 3AAHUS,
MOMEILIEHUE), B KOTOPOM HCKJIIOYEHO MPeObIBAaHUE JIUL, KOTOPHIM HE MPEIOCTaBIICH
JOCTYyIl K 00bEKTaM 3alIUThl HH(POPMALMOHHOW CUCTEMBI U (WJIU) HHPOPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHON  HMH(PPACTPYKTYpbl, = Ha  KOTOPOM  pa3Mmellaercs
MH(pOpMaIMOHHAs CUCTEMA.

KonTpoab agoctyma — COBOKYIMHOCTh MEp M CPEACTB, INpPEIHAa3HAYCHHBIX
JUTSL pETYJTUPOBAHUS IOCTYyNa CYOhEKTOB K 00beKTaM HH(OOPMAITMOHHON CUCTEMBI.

KonTposs nocryna Ha ocHoBe aTpuOyTOB — MOJENIb KOHTPOJISI JOCTYyIa,
MIPU KOTOPOM pelieHre O MPEeIOCTABIECHUH 0CTYyNa NPUHUMAETCS Ha OCHOBE OLIEHKH
aTpuOyTOB CyOBEKTa, 00BEKTA, IEHCTBUI U KOHTEKCTA.

JInuHoe MOOMJIBLHOE YCTPOMCTBO — MOOWIBHOE YCTPOHCTBO, KOTOPOE
pabOTHUK MCHOJB3YET B JIMYHBIX LENAX, a TaKKe JUIsl TOCTyna K MH()OpMAIlMOHHON
cucteme.  [lpumMeHeHMe  JMYHBIX  MOOWJIBHBIX  YCTPOMCTB  JIOIYCTHUMO
B HMH(POPMALIMOHHBIX CHUCTEMaX, B KOTOPbIX HE 0OpadaThiBaeTcs HHPpOpMaLIU
OTrPaHUYEHHOTO JIOCTYTIA.

JloKHbBIE CHCTEMBI — CIICIIUAIBHO CO3/[aHHBIC KOMITOHEHTHI HH(POPMAIIHOHHON
CHCTEMBI, IMUTHUPYIOIINE pealbHbIE CEPBUCHI M PECYPCHI C LENbIO OOHAPYKEHUS
U U3YyYCHUS  TIONBITOK  HECAHKIIMOHWPOBAHHOTO  JIOCTyNa  HAapYIIMTEIEH
0e30MmacHOCTH HH()OPMALIUH.
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MaHaaTHbBIN MeTO ynpaBJIeHUS A0CTYIIOM — METO/I,
npeAyCMaTPUBAIOIINN  yIIpaBJIeHUE JOCTYIIOM CYOBEKTOB JOCTyna K OOBEKTaM
JIOCTYIIa Ha OCHOBE COIOCTABJICHUS KJIACCU(UKAIIMOHHBIX METOK KaKJI0ro CyObeKTa
J0CTyIa U KaXKJIOTO 00BEKTa JOCTyIa, OTPAKAIOIINX KIACCH(PUKAIMOHHBIC YPOBHU
CyOBEKTOB JocTyna ¥ OOBEKTOB JIOCTYyMa, SBJISIOMUECS KOMOWHAITUSIMU
HMEPAPXUYECKUX U HEUECPAPXUUECKUX KATETOPUH.

MapkupoBka uHpOpMAIMM — TPOIECC MPUCBOCHUS HHPOPMALUKM METOK
(aTpuOyTOB), OMNpEACNSIONIMX €€ YPOBEHb KOHPUACHIIMAIBHOCTH, IIEIIOCTHOCTU
U JpyTrHe CBOMCTBa 0€30MacHOCTH.

MackupoBaHue CHCTeMbl — KOMIUIEKC MEpP II0 COKDPBITHIO PEATBbHBIX
XapaKTEPUCTHUK U KOH(pUTypauud HHMOPMALMOHHOM CHCTEMBI ISl 3aTPYIHEHUS
IIPOBEJCHUS Pa3BeIKU MOTEHIMAIBHBIM HApYLIUTEIEM 0€3011acHOCTH HH(OPMALIUK.

Me:kceTeBoii IKpPaH — CpCACTBO 3alIWTHI I/IH(i)OpMaI_II/II/I, OCYIICCTBIIAIOIICC
KOHTPOJIb U (bHJILTpaHI/IIO CCTCBOI'O Tpa(l)HKa Ha OCHOBC 3a/IaHHBIX ITPABHIJI.

MeTKH 1eJOCTHOCTH AAHHBIX — aTpUOyThI, YKa3bIBAIOIIME Ha TPeOOBAHUS
K HEM3MEHHOCTU MH(OPMaLIUK U MO3BOJIAIONINE KOHTPOJIUPOBAThH €€ MOIUPHUKALIHIO.

MukpocerMeHTalUA — METOJl 3alUThl HMH(POpPMANNM, 3aKITIOYAIOIIHIACST
B JIOTUYECKOM pa3eieHnH WHGOPMAIMOHHOW CHCTEMBbl Ha H30JIMPOBAHHbBIC
CErMEHThI Ha YPOBHE OT/ACJIbHBIX KOMIIOHEHTOB (paOo4mX HArpy3oK, NMPHIOKEHUH,

CEPBUCOB).
MHOropyHKUMOHAJIBHBIA MEXKCETeBOM JKpPaH — CpPEICTBO  3AILMTHI
nH(popmaruu, COYETAIoIIEE byHKIIUN MEXXCETEBOTO AKPAHUPOBAHUS

C JOIOJHUTEIBHBIMA BO3MOXHOCTSIMH, TaKMMH KaK KOHTPOJb MNPUIOKECHUH,
MpEI0TBpAICHUE BTOPKEHUHN U QUIIHTpAIUs KOHTCHTA.

MoOuiabHOe yCTpPOMCTBO — CMapTQOH U TIUIAHUIETHBIA KOMIBIOTEP
Mojl yOpaBJE€HHWEM MOOWIBHOM OMNEpalMOHHON CHUCTEMBI, OOECIICUUBAIOIICH
VIOpaBJI€HHE €ro anmapaTHbIMU pecypcaMM M HCIOJHEHHUE MPOrpaMMHOTO
obecrnieueHust (MPUIIOKEHUM) B paMKax CHENUATU3UPOBAHHON MOOMIIBHOW MOJEIH
yIpaBJICHUS IPUITIOKEHUSIMH, BKJTIOUAss MEXaHU3MBbI )KU3HEHHOTO [IUKJIa MPUII0KEHUH,
M30JSIMA M YIpaBieHus sHepronorpedieHueM. K MOOMIBHBIM OmEpanMoOHHBIM
CUCTeMaM HE OTHOCSTCS  ONEpAllMOHHBIE CHUCTEMBbI OOIIEr0 Ha3HAYECHHUS,
a/IalITUPOBAHHBIE JIJIs1 UCTIONBb30BaHUSI HA MOOMJIBHBIX YCTPONCTBAX.
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MOHUTOPUHT AHOMAJIMII — IPOLIECC HEMPEPHIBHOTO HAOIIOIEHUS 32 CETEBBIM
TpaUKOM C LEJBIO BBISBICHUS OTKJIIOHEHUH OT HOPMAJIbHBIX MaTTEPHOB MOBEICHHUS.

Mopdonoruyeckuii aHaaM3 — METOJA aHAIW3a CTPYKTYPbl U COACPKAHUSA
BeO-pecypcoB (URL, pmoMeHHble WMeHa) [JIsi BBISIBICHUS TOJO3PUTEIbHBIX
VI 3aIIPEIICHHBIX MaTTEPHOB.

HenpuBuierupoBaHHble MOJIb30BaTeIH — I0JIb30BaTENN UHPOPMAIMOHHON
CUCTEMBI, BBITIOJHAIOIINUE 3a/1a4yu 10 00paboTke mHpopManuu B MHGOPMALUMOHHOM
CUCTEME, HE SIBJIIFOIIUECS TPUBUIICTUPOBAHHBIMU T10JIb30BATEISIMHU.

OO0pa3 KoHTeliHepa — MaKeT NPOrPaMMHOT0 OOecriedeHus:, HEOOXOIUMOTO JIJIs
pa3BepThIBaHUs KOHTeHepa. Kak mpaBuio, oOpa3 KOHTEilHEpa BKIIIOYAET B ceOsl BCe
3aBUCUMOCTH, HEOOXOAUMBIC i1 (PYHKIIMOHUPOBAHUS MPUKIATHOTO MPOTPAMMHOTO
oOecrieyeHus, 3a UCKIIOYEHUEM CHCTEMHBIX BBI30BOB sJIpa XOCTOBOW OMEpallMOHHON
CUCTEMBI WM CPEJICTBA KOHTEHHEPU3ALIUH.

OnepanuoHHas cMCTeMa — IPOrpaMMHOE OOeCTIeueHNEe, IPEJHA3HAYEHHOE IS
YOPaBJIEHUS aNNapaTHbIMM pPECYpCaMH CpPEACTBA BBIYMCIMUTENBHOW TEXHHUKHU
1 GOpMHUPOBaHUS CpeJibl PYHKIIMOHUPOBAHUS IPUKIIAIHBIX TPOTPAMM.

IToBenenuecKkuii aHAJIU3 — METOJ OILICHKH NEHUCTBUU I10JIL30BATEIIEN U CUCTEM
Il BBISBJICHHUS OTKJIOHCHHWHM OT HOPMAJIbHBIX, CAHKIIMOHUPOBAHHBIX NATTEPHOB
OBEICHUSL.

IMoaIMHHOCTDL ceTeBbLIX COEMHEHUHM — CBOMCTBO CETEBOI0 B3aUMOJICHCTBUS,
rapaHTUPYIOIIEE, YTO COCAMHEHHUE YCTAHOBJICHO C 3asBJICHHBIM, JIOBEPEHHBIM Y3JIOM
WJIA CEPBHUCOM.

IIpuBWiIernpoBaHHbie MOJIb30BATEeJIN — II0JIB30BATEIN HH(GOPMAIIMOHHOM
CHUCTEMbI, BBINOJHAMOIIME 3aJaud 10 aJIMUHUCTPUPOBAHUIO, 0OECHEUEHHUIO
(GyHKUMOHUPOBaHHUA, 00eCIIeYeHUI0 0€30MaCHOCTH MH(POPMALIMOHHOM CHCTEMBI.

IIporpammublii  uHTepdeiic B3aumoaercTBus npuiaoxkenuii (API) -
MPUKJIAJHON TpOrpaMMHBIN HHTepdelc, omnucaHue Ccrnoco0oB (HabOp KIIaccoB,
npoueayp, (QYHKIMHA, CTPYKTYp WJIM KOHCTAHT), KOTOPHIMH OJlHA KOMIIBIOTEpHas
IIporpaMma MOXET B3aUMOAENCTBOBATh C IPYTUMHU NPOrPaMMaMH).
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PETpOCHeKTI/IBHbIﬁ AHAJIN3 JaHHBIX — UCCIICA0BAHUEC NCTOPHUICCKHUX JaHHBIX U
COOBITHH 0€30ITaCHOCTH IJI1 BBIABJIICHHA PaHCC HC 06Hapy}KeHHI>IX HWHINJICHTOB
N CKPBITBIX B3aHMOCBSI3CH.

PoseBoit Meroa ymnpaBJjieHMsl AOCTYIIOM — METOJ, INPEayCMaTPUBAKOLIUN
yIpaBJIeHUE JOCTYIIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyIla Ha OCHOBE poJjel
CyOBEKTOB JocTyna (COBOKYIHOCTb JEHCTBHII U OOS3aHHOCTEW, CBS3aHHBIX
C OIPENEICHHBIM BUAOM JESITEIBHOCTH).

CermMeHT HMH(POPMALMOHHONW CHCTEMBI — COBOKYIIHOCTb HECKOJIBKHX
KOMIIOHEHTOB HMH()OPMALMOHHOW CUCTEMBI, MCHOJB3YIOIIUX OOIIYI0 (B TOM YHCIIE
pazzensieMyro) cpedy mnepenayd U OOBbEAMHEHHBIX Il €IMHCTBA PEIICHUS
(yHKIHMOHATIBHBIX 33]a4.

CepBep BUPTyaJIM3aluM — CPEACTBO BBIUUCIUTEIBHON TEXHUKH, HA KOTOPOM
(YHKIMOHUPYET CPEICTBO BUPTYATH3AIUH.

Curnarypa — xapakTepHble IPU3HAKUA BTOPKEHUS (aTaKu), UCTIONb3yEeMble IS
ero (e€) oOHapyKeHUs.

Cucrema HCKYCCTBCHHOI'0O MHTE/VIEKTA — I/IH(l)OpMaLII/IOHHaH CHUCTCMA HJIN
COBOKYIIHOCTb I/IH(I)OpMaI_[I/IOHHI:IX CUCTEM M TCXHHYCCKHUX CPCACTB, MCIIOJIB3YIOIAasd
OJHY WJIN HCCKOJIBKO TEXHOJIOTUH HCKYCCTBCHHOI'O HHTCJIJICKTA.

Cucrema oOHapy:KeHUsI BTOPKEHUNl — MPOTrpaMMHOE MU MPOrPAMMHO-
TEXHUYECKOE  CpENCTBO,  peanusyoliee  (QyHKIUMU  aBTOMATU3UPOBAHHOIO
oOHapy>XeHHsi  JeWCTBUH B MH(OOPMAIIMOHHOW  CHUCTEME,  HallpaBJICHHBIX
Ha TIpeJHAMEPEHHBIH JOCTyn K WH(OpMaIUu, CHelUaIbHbIE BO3JICUCTBUS
Ha uHdoOpMaLHIO (HOCUTEIN UH(POPMAIIUK) B LEJSIX €€ TOOBIBaHUS, YHUUTOKEHUS,
MCKKCHUS M OJIOKMPOBAHUS IOCTYyTA K HEH.

CucreMa XxpaHeHHMs JaAHHBIX — TPOTPAMMHBIA WJIM MTPOTPAMMHO-ANMapaTHBIN
KOMIUIEKC, TPEJOCTaBISIONINI CEepBHC XpaHeHHWs HOaHHBIX. JlocTym K cepBUCY
MPEOCTABISACTCS KaK MPaBUJIO TIPU MOMOIITU OJIOYHOTO, (DaiIOBOr0O MU 0OBEKTHOTO
unrepdeiico.  Ilomb3oBarenu  OmoyHoro  uwHTepdelica MOMy4YarOT  JOCTYI
K BUPTyaJIbHBIM JHUCKaM, KOTOPBIE pacCMaTPHUBAIOTCS OMEPAIIMOHHON CHCTEMOM Kak
OOBIUHBIE JIOKAJIbHBIE TUCKH. /{7151 3TOT0 UCTIOIB3YIOTCS Takue MPOTOKOJIbI Kak 1SCSI,
Fibre Channel, SAS/SATA, FC-NVMe. Ilonp3oBarenu daitnoBoro uHTepdeiica
MOJTy4aroT JOCTYH K ceTeBbIM (hailnoBbM cuctemaM TakuM kKak NFS niun SMB/CIFS.
[Tonb3oBaTenn 06bEKTHOTO MHTEPQEiica MOTyYaroT TOCTYI K XpaHEHHIO OTAEIbHBIX
AJIEMEHTOB JIaHHBIX (00BEKTOB) MPH MOMOIIU TAKUX MPOTOKOJOB Kak S3 miau Swift.
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Cucremsbl ynpapjienusi koHteHToM (CMS) — koMmblOTepHas MporpaMma,
UcroJib3yemasi sk 00ecreueHuss 1 OpraHu3ali COBMECTHOTO Ipoliecca CO3/IaHus,
pPEIAKTUPOBAHUS U YIIPABICHUS COJICPKUMBIM, MHAYE — KOHTEHTOM.

CayxeOHble JaHHBbIE — JaHHBIC, COJEpXKAIHECs B 3ampocax M OTBETaXx,
npeaaBaeMbIX COBMECTHO C 3allyIIaeMod HWHQPOpMAIMEl ¢ HWCHOJIb30BaHUEM
nporpaMMHoOro uHTepdeiica B3aumozekcTBus mnpunoxkeHuir (API). K cmyxeoHoi
MHPOPMAITUU OTHOCSTCS TIONS CTPYKTYp IPOTOKOJIOB, pa3MeTKa IpeACTaBICHUS
uH(dopMaIuu, TEXHOJIOTrnYecKass nH(popMaIus MPUIOKEHUN U IpyTrre JaHHBIE.

Cpezla BUPTYAJIU3AIUN — H30JIMPOBAHHAA IIpOrpaMMHasAs Cpclaa, CO3JdaHHast
C MIOMOMIIbIO TEXHOJIOI'MHW BUPTYAJIU3alNH.

CpeacTtBo BHPTYAJM3allMU — IIPOTPaMMHOE CPEJICTBO, 00ECIICUMBAIOIINE
co3/laHue M (PYHKIIMOHUPOBAHUE BUPTYATbHBIX MAIIIHH.

CpeacrBo BBIYMCJIUTEIbHON TeXHUKH (ammapaTrHoe) — anmapaTHbBIA
KOMIUJIEKC, TPEIHA3HAYEHHBIA IS BBINOJHEHUS BBIYKMCIIEHUW, KaK MPaBUIIO,
BBIMOJIHSIOIIMXCS MO YIPABJICHUEM ONEPAMOHHON CUCTEMBI.

CpeacTBo KOHTelHepU3aUMU — MPOTPAMMHOE CPEJCTBO, OOECIeUnBaroIee
co37laHue ¥ (PYHKITMOHUPOBAHUE KOHTEHHEPOB.

Cy0beKT a10cTyIna — nojab30BaTellb, IPOLECC WU YCTPONUCTBO, 3aIIPAlIMBAIOIICE
JOCTYM K HH(POpMALMK WK pecypcaM UHPOPMAIMOHHON CUCTEMBI.

TexH010rUM MCKYCCTBEHHOI'0 MHTE/JIEKTA — TEXHOJOTHM, OCHOBAaHHBIC Ha
MCIIOJIb30BAaHUU MCKYCCTBEHHOTO MHTEIIJIEKTA, BKIFOYAIOIINE B C€0s1 KOMITBIOTEPHOE
3peHue, o00pabOTKy eCTEeCTBEHHOTO S3bIKA, pACIO3HABAaHUE W CHHTE3 peyH,
MHTEIJIEKTYAJIbHYI0 TOAACPKKY MNPUHATUS PEIICHUH U TMEePCHEKTUBHBIE METO/IbI
HMCKYCCTBEHHOT'O MHTEJICKTA.

Touka OecnmpoBOAHOI0 J0CTya — YCTPOWCTBO WM 00OpYIOBaHMUE,
MO3BOJISIIOIINE OECIPOBOAHBIM YCTPOMCTBAM TMOJKIIOYATHCS K BBIYUCIUTEIBHOU
CETH.

YaaneHHbIH J0CTYN — TOCTYII MOJIb30BaTeIe K MHPOPMAIIMOHHBIM CUCTEMaM
U (WIn) coaeprkaleicss B HUX WH()OPMALIUY C HCTIONIb30BAHUEM CETEH CBSI3U 0OILEro
[I0JIb30BaHUs, BKIIOYasg ceTb «MHTEpHET», W HMHBIX CETEed CBA3M, HAXOAAIIMXCSA
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3a MpezeaMu KOHTPOJIMPYEMOU 30HbI, BKJIIOYAs JOCTYT C IPUMEHEHHUEM TEXHOJIOTH
BUPTYaJbHBIX YacTHBIX ceTell (VPN), TyHHeIMpoBaHUS U MHBIX CPEACTB yAAJIEHHOTO
MOJIKJIFOYCHHS.

YPOBCH]) curaaJjia — KOJIMYCCTBCHHAA XapaKTCPUCTHUKA CHUI'HaJla,
paccMaTtpuBacMasi OTHOCUTCIIBHO BBI6paHHOFO OIIOPHOI'O 3HAYCHMUA.

YCTpPOlCTBO «MHTEPHETA Belei» — yCTPOKWCTBO, IPOU3BOASAIICE H3MEPEHUE
CBOMCTB (XapaKTEpUCTUK) BHEIIHEW cpeasl U ImpeolOpasyioliee UX B LHUPPOBOE
[IPEACTABIICHUE, KOTOPOE MOXKET IEpPEeAaBaTbCsA I10 BBIYMCIMTEIBHOM CETH 4Yepes
uHTep(elic B3aMMOICUCTBUS JTaTYMKA, a TAKXKE YCTPOWCTBO «HMHTEPHETA BELIEH»,
(YyHKUIMOHHpYIOLIEE BO BHEIIHEW Cpele W MpeoOpasyroiiee HUPPOBbIE KOMaHJBI,
MOCTYMAIONIME IO BBIYUCIUTEIBHON CETH uepe3 HHTepdeiic B3auMOAECUCTBUS
HCIIOJIHUTEJIBHOTO YCTPOWCTBA, B IEUCTBUS BO BHEIIHEHN CpeEe.

XocToBasi onepanMoOHHAsi CHCTEMA — OIIEPAIIMOHHAs CUCTEMA, COCTABJISIONIAS
cpeny (pyHKIIMOHUPOBAHMS CPEACTBA KOHTCHHEPU3AIUH.

LlenTpanu3oBaHHOe yHnpaBjeHHMe — IOAXOX K aJMHUHHCTPUPOBAHMIO,
IIPU KOTOPOM HACTPOWKHM W TNOJMTUKH ISl PACHPEACICHHBIX CHUCTEM YIPABIIIIOTCA
13 €IMHON KOHTPOJIBHOW TOYKH.

YepHublii cnucok — mnepedeHb pecypcoB (IP-ampecoB, HOMEHHBIX HMMEH,
MIPWIIOKEHUH ), TOCTYTI K KOTOPBIM 3aIPEIIICH.
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ITpunoxenue Ne 2
K METOJUYECKOMY TOKYMEHTY

Conepmaﬂne 0a30BbIX MEP 3allIMThbI I/IH(l)OpMaIII/II/I AJIA COOTBETCTBYHOIIIETO
KRJIacca 3allilHIIICHHOCTH an)opMaunonHoﬁ CHUCTEMbI

¥ ciosHoe Mepsl 3amuThl HHGOPMALTUH Kraces BN
o6o3Hauenme | P 11 pMar MH(OPMAITMOHHONW CUCTEMBbI
1 HoMep B MH(pOpMAIMOHHBIX
CUCTEMAX 3 2 1
MEpBI
1. Unentuduxamnus u ayrenrudukanus (MAD)
Nnentndukanus + + +
HA®.1 ACHTHpHKALL
MI0JIb30BaTENIEH 1 1
NA®.2 | UnenTudukaius ycTpoucTs
AyTteHTuuKanus +
TA®D.3 yTCHTHUKALLY ; '
0JIb30BaTEIICH 1
NA®.4 |AyreHTudukanus yCTpoHUCTB
2. Yupasnenue gocrynom (YII1/])
Peanuzanusa moxenu + +
YIIIL1 H a +
yIpaBJieHUsl TOCTYIIOM 1,2 1,2
Pasrpannuenue u KOHTPOJIb + +
VIII.2 p B +
MpaB I0CTyna 1 1,2
YrpaieHne y4eTHbIMA + +
VI3 P yd +
3alUCsIMH 1 1,2
OrpaHnyeHne HEYCTCIIHBIX |
HEeperiIaMeHTUPOBAHHbBIX + +
V1.4 P p +
TMIOMBITOK JI0CTYMAa B 1,2 1,2
MH()OPMAITMOHHYIO CUCTEMY
[Ipenynpexnenne
MOJIB30BATEIISI TIPU €T0
VIIJLS P .
J0CTyTe K MHPOPMAITMOHHOM
CUCTEME
OnoBeleHe noJib30BaTeNs O
VIII.6 NpeAbIIyIIEM BXOE B
MH(OPMALIMOHHYIO CUCTEMY
OrpannyeHue yncna +
YIII.7 MapajuieIbHbIX CEAHCOB + la
J0CTyna
brokupoBanue ceanca
YII/.8 J0CTyIa NOJIb30BATEIS IIPU + + +
HEAKTHBHOCTH
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KonTposb aeiicteuit
CyOBEKTOB JOCTYTIA J10
UJIEeHTU(PUKALTIN U
ayTeHTU(pUKaIu

3. Peructparus coOwituii 6e3omnacuoctu (PCB)

PCb.1

Omnpenenenne coObITHI
0€e3011aCHOCTH U JJAHHBIX O
HHX, [T0JIEKAIINX
pETUCTpPALNH

|

1,2

PCb.2

AHanu3 coObITHI
0€30I1aCHOCTH U
pearupoBaHHe HA HUX

PCB.3

['enepanusi BpeMEHHBIX
METOK MPHU PETUCTPAIIUU
cOOBITHI1 0€30MMACHOCTH

PCb.4

TpebGoBanus k cOopy,
XPAaHCHUIO U 3alTUTE TaHHBIX
0 COOBITHSX 0E€30MaCHOCTH

PCB.5

PearupoBanue Ha cOou npu
pPETHCTpAliU COOBITUI
0€30MaCHOCTH

. 3amuTa BUpTyaIu3aiuu 1 00auHbix Berancienuit (3CB)

3CB.1

JloBepeHHas 3arpy3ka
CpeACTBa BUpTyaau3alluu 1
BUPTYaJIbHbBIX MalINH

+
1

1,2

3CB.2

KonTpons nenoctaoctu
CPEACTB BUPTyaIU3aLNHU U
BUPTYaJIbHBIX MAIlIUH

+
1,2

1,2

3CB.3

Perucrpanust coObITuii
0e30macHOCTH B cpejie
BUPTYaIH3AIIH

3CB4

YupasieHue 10CTYyIIOM B
Cpelle BUpTyaJIn3aluu

3CB.5

PesepBHOE KonupoBaHue B
cCpelle BUPTyaJIn3aluu

3CB.6

OrpanndyeHue nporpaMMHOM
Cpelnbl B cpelie
BHUPTYyaIU3aluu

-

3CB.7

3amura naMsTH B Cpejie
BHUPTYaIU3aIuu

3CB.8

Nnentudukanus u
ayTeHTHU(UKALIHS B CpeJIe
BUPTYaJIU3aIAH
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VYrpaBneHue BUPTYyaIbHbIMU
MalIuHaMu

+

+

5. 3ammMra TeXHOJOTHid KOHTEUHEPHBIX cpea U ux opkectpauuu (3KO)

KonTpoiss nenoctaoctu + +
3KO.1 9 +
B KOHTEHHEPHBIX Cpeliax 1,2 1,2,3,4,5,6
Peructpauus coObITHiA
3KO.2 0e30IMacHOCTH + + +
B KOHTEHHEPHBIX cpeiax
VupasiieHue 1o0CTyIIOM
3KO0.3 PaBIICHHE AOCTY + + +
B KOHTEHHEPHBIX cpeiax
Pe3epBHOE KONTMpOBaHHE
3K0.4 PBHS P + + +
B KOHTEHHEPHBIX Cpeliax
N3ois1us1 KOHTEMHEPOB + +
3KO.5 . o +
B KOHTEMHEPHOM Cpesie 1 1
Nnentudukanus
3KO.6 U ayTeHTH(PUKALIHS + + +
B KOHTEUHEPHOW CpEJIEe
YnpaBieHue KOHTEHHEpaMu
3KO.7 U ux obpazamu + + +
(opkectparus)
BrisiBnenune n yctpaneHnue
' + +
3KO.8 YA3BUMOCTEN B + 19 19
KOHTCHHEPHOM cpejie ’ ’
6. 3amMTa cepBUCOB EKTPOHHOUN NouThl (3311)
3amura SIIMKOB
30I1.1 U COOOIICHUI SJIEKTPOHHOM + + +
IIOYTHI
YnpasieHue 10CTyIIoM
3011.2 P Aocty + + +
IMOJIb30BaTENICH
3ammmra OT BpeJOHOCHBIX
30113 H PEAO] + + +
BJIO’KEHUH
+ +
30114 3amura oT UIIMHTA + 1 1
39I1.5 3amuTa oT crama + + +
3ammTa MeTagaHHbIX 1 HHOU
TeXHUYECKON MH(pOpMaITUU
39116 (bopma " , '
CEPBUCOB 2JIEKTPOHHOU
[IOYTHI
7. 3amura BeO-TexHonoruii (3BT)
3ammuTa nojb30BaTEIbCKIX
3BT.1 H + + +

JaHHBIX
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+ +
3BT.2 Ympasnenue ILOCTXHOM +
MMOJIb30BaTEIEN 1 1
+
3BT 3 KoHTpois u (I)I/IJILTpaHI/IHU + +
Tpaduka BeO-MPHI0KEHUN 1

Peructpanust coObITuit
0e30macHOCTH B BEO-
3BT.4 + + +
MIPWIOKEHUSAX U

pearnpoBaHre Ha HUX

[IpoBepka daiinos,
nepenaBaeMbIX BeO-
3BT.5 IIPUIOKEHUAMHU, HA + + +
BPEJIOHOCHOE MPOTPAMMHOE
o0ecrnieueHue

8. 3amuTa mporpaMMHbBIX UHTEpdeiicoB B3aumoaeicTBus npuioxenuit (API) (311M1)

+ +
3IIM.1 3ammura gaHHeIx API + 1 1
YnpasieHue J0CTyIoM
3I1M1.2 MOJIb30BaTeIeH U + + +
MIPUJIOKECHUIN
IIpoBepka Ha COOTBETCTBUE +
+ +
3113 cneuudukaruu API 1
9. 3ammra koHeuHbIX ycTpoicTB (3KY)
3KY 1 YnpasieHue 10CTynoM + + +

K KOHEYHBIM yCTPONCTBaM

ObecnievyeHue 1eT0CTHOCTU
3KVY.2  |mporpaMMHOro o0ecreueHus + + +
KOHEYHOI'0 YCTPOKCTBA

AHTUBHpYCHAas 3al1UTa U

oOHapyKeHHe U + +

IIPEIOTBPALLECHUE BTOPKEHUN
Ha KOHEYHBIX YCTPOUCTBAX

3KV.3

-
-

MOHHUTOPHHT HPOLIECCOB U

3KV 4 .
COCTOSIHHsI YCTPOUCTBA

KouTtposns u dhunsTparms
3KV.5 Tpadrka Ha KOHEUHOM
YCTPOUCTBE

AHaIIN3 ¥ pearnpoBaHUE Ha + +

3KVY.6 +
CcOoObITUS 0€30aACHOCTH

-
-

10. 3amuTa MOOMIBHBIX YCTPOUCTB (3MY)

WNnentuduxanus u
3MV.1 ayTeHTHU(UKaLUs +
110JIb30BATEIIEN
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VYmpaBneHue 10CTynoM
3MV.2 MOJIb30BATEIIEH + + +
K MOOWJIbHBIM YCTPOHCTBAM
+ +
3MYV.3 O0ecrieuenue EIOCTHOCTH + 1 12
+
3MV .4 3ammTa JaHHbIX + + 1
3MV.5 AHTHBHpYCHAas 3al1UTa + + +
3MV.6 KoHTposb npuinoxeHuit + + +
r
IMY 7 OrpaHuyeHue U KOHTPOJIb + + +
(GyHKIIMOHATBHOCTH
On JICHHE U KOHTPOJIb
IMY 8 pEAeIIEHnE U KOHTPO
rE€ONO3ULIHH
Perucrpanus, ananus n
+ +
3MVY.9 pearupoBaHUe Ha COOBITHUS + 1 1
0e30MacHOCTH
11. 3amura TexHonoruit «uHTepHETa Bemein» (3UB)
Nnentu
3UB.1 NeHTUhUKaIUSI + 4 +
U ayTeHTU(PUKALIUS
31B.2 VYpaBieHue 10CTyInoM + + +
+ +
31B.3 3ammTa JaHHBIX + 1 1
31B.4 KonTposs nenoctaoctu + + +
Perucrpanus, ananus n
+ +
3UB.5 pearupoBaHU€ Ha COOBITHUS + 1 1
0e301acHOCTH
12. 3amuta Touek OecripoBoHoro Aocryna (3b/1)
Nnentudukanus u +
3B1.1 ACHTH(HKAL ; ¥
ayTeHTUPUKaLUS 1
3b/1.2 VYrpaBiieHue 1OCTYIIOM + + +
3ammTa noJib30BaTeIbCKUX
35]1.3 H CIIbe + + +
JTAHHBIX
3b/1.4 KonTposs nenoctaoctu + + +
3BL.5 OrpanuyeHue ypoBHEH + + +
CUTHAJIOB
Peruncrpanus, ananus n
+ +
3b/1.6 pearnpoBaHue Ha COOBITHS + 1 1

0€30MacHOCTH
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13. AnTuBupycHas 3anmura (AB3)

AB3.1

AHTHBHpYCHAas 3al1UTa
YCTPOUCTB

+

AB3.2

AHTHBHpYCHAas 3al1UTa
AIEKTPOHHOMN MOYTHI

+

AB3.3

AHTHBHUpYCHAas ITPOBEPKA
CETEeBOTr0 Tpaduka

AB34

[IpuMeHeHne 3aMKHYTON
CUCTEMBI (Cpe/Ibl)
IpeIBapUTEIHLHOTO
BBITIOJIHEHUS TTPOTPaMM
(«T1eCOYHUIIB)

14. O6HapyxeHue 1 NpeJoTBPAILEHUE BTOPKEHHI Ha

cereBoM ypoBHe (COB)

COB.1

OO6nHapyxeHue u
IPEIOTBPAIICHUE BTOPKEHUH
Ha TICpUMETPE

COB.2

OO6nHapyxeHue u
MIpEeIOTBpAICHIUE BTOPKEHUN
B CErMEHTaX
MH(POPMAITMOHHON CUCTEMBbI

15. CermenTanus 1 MexxceTeBoe dkpanupobanue (MCD)

MCO.1

CermeHTaius CeTu

+

+

e

MC3.2

Opranuzanus
JEMUJIMTAPHU30BAHHOM 30HbI

MC3.3

KonTposs cereBoro gocrymna
u hunbTpanus Tpapuka

MC5.4

MackupoBaHH€ CUCTEMBI

MC3.5

Co3aaHue JI0KHBIX CUCTEM

16. 3amuTa OT KOMITBIOTEPHBIX ATAK, HAIIPABJICHHBIX HA OTKA3
B o6cimyxkuBanuu (300)

300.1

3ammTa OT KOMIBIOTEPHBIX
aTak, HalpaBJIECHHBIX HA
OTKa3 B OOCITYKUBaHUH, [TPU
JIOCTYTI€ BHEUTHUX
I10JIb30BATEIIEN K
NIPUKJIATHBIM CEpBHCaM,
IpEAOCTaBISEMbIM
WH()OPMAITMOHHOM CHUCTEMOM

300.2

KonTpons u ¢punsrparus

BXOJISIer0 Tpaduka
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MOHUTOPUHT COCTOSIHUS
300.3 P . ¥ + +
CEpBHCOB U HHTEPQEICOB
300.4 banancupoBka Harpy3Ku
300.5 OrpanuyeHue Harpy3Kku + + +
[Tomnepxka pesepsa
OCTaTOYHOU MPONYCKHOU
3006 | porty . N
CIIOCOOHOCTH M PacUIMpPEHUE
pecypcoB Tpu cO0sX

17. 3ammuTa KaHAJIOB CBs3M U ceTeBoro B3anmoaecTBus (3KC)

3ammuTa JaHHBIX [IpU

3KC.1 + + +
nepeaaye 1o KaHajaam CBS3U
KoHTposbs aTpudyToB
3KC.2 0€30MacHOCTH MPU CETEBOM + + +
B3aMMOJICCTBUH
3KC.3 KonTtpons gocrymna k N 4 +
BHEIIIHUM pecypcam
3KC.4 KonTtekcTHas nmpoBepka
ucxoJsero tpahuka
«t» — Mepa 3amuThl WH(OpMAIMK BKJIOYEHAa B 0a30BbIA HaOOp Mep

Ui COOTBETCTBYIOIIETO KJlacca 3allUIICHHOCTH WH()OPMAIIMOHHOW CHCTEMBI
M JOJKHBI BBITIOJIHATHCS TpeOOBaHUS K pealu3allid JaHHOW Mephl 3alluThl
uHdopmaIuu.

«mdppay wmm  «uudpan«OykBa» — JODKHBI BBIMOJIHATHCS TpeOOBaHUS
K YCWICHHIO JaHHOM Mephbl 3allMThl HHPOpMAIMM, YKa3aHHbIE B IMOJpa3felie
«TpeboBanust k ycunenuto». Lludpel m OykBbl, HE BKIIOYEHHbIE B TaOJHILY
U yKa3aHHbIE TOJA pPYOpHUKaMH «TpeOOBaHUSA K YCWICHHIO» TNPUMEHSIOTCS TpU
aganTanuu 0a30BOTO HaboOpa Mep M YTOYHEHHH aJanTUPOBAaHHOTO 0a30BOoTro Habopa
Mep, a TaKkKe MNpH pa3paboTKe KOMIICHCUPYIOIIMX Mep 3alluThl HH(popmanuu
B MH(OPMALIMOHHON CUCTEME COOTBETCTBYIOIIETO KJIacca 3alUILEHHOCTH.

Mepsb! 3ammThl HHPOpPMAIMK, HE 0003HAUYECHHbIE 3HAKOM «1», MPUMEHSIOTCS
npy ajantanuu 0a30BOro Habopa MEp W YTOUYHEHHH aJalTHPOBAHHOTO 0a30BOTO
Habopa Mep, a Takke IpHu pazpaboTke KOMIEHCUPYIOIIHUX MEp 3allUThl HHPOpMalUu
B WH(OPMAIIMOHHON CHCTEME COOTBETCTBYIOIIETO KJIacca 3alUIIEHHOCTH.
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[Tpunoxxenue No 3
K METOJUYECKOMY TOKYMEHTY

Br10op Mep 3amuTHI HHPOPMALMH AJIS1 peain3auuu
B HH(OpPMALMOHHOH cucTeMe

Boibop Mep 3ammuThl MHQOpPMALMKM OCYLIECTBISIETCS HCXOHIs M3 Kiacca
3aIIUIIEHHOCTH WH(OPMAIIMOHHONW CUCTEMBbI, ONPENEISIONIEero TpeOyeMblil ypOBEHb
3aIMIIEHHOCTH CcoJiepKalleiicss B Hel uHpopMaluu, W Yrpo3 0e30macHOCTU
uH(pOpMallMK, BKIIOYEHHBIX B MOJEIb Yrpo3 O€30MaCHOCTH HH(POPMAIIMOHHOM
CUCTEMBI, a TakXe C YYETOM CTPYKTYPHO-(DYHKIIMOHAJIBHBIX XapaKTEPUCTUK
MH()OPMAIIMOHHOW CHCTEMBI, K KOTOPBIM OTHOCSITCS AapXUTEKTypa, CTPYKTypa
Y COCTAaB MH(POPMALIMOHHOMN CHUCTEMBI, (PU3HUYECKUE, TIOTUYECKHE, (PYHKIIMOHABHBIE U
TEXHOJOTMYECKHE B3aWMOCBS3M MEX]y CEerMEHTaMH HH()POPMALMOHHOW CHCTEMBI,
B3aUMOCBSI3M C HWHBIMH HMHGOPMAIIMOHHBIMU CUCTEMaMU M HMH(POPMAIUOHHO-
TEJICKOMMYHUKAIIMOHHBIMU ~ CETSMH,  PEKUMBl ~ 00pabOTKH  HHGPOpPMAIMH
B MH(OPMAIIMOHHOM CHUCTEME U B €€ OTACIbHBIX CErMEHTaX, a TaKXKe HHbIC
XapaKTEPUCTHUKU HMHPOPMALIMOHHON CHUCTEMBI, MPUMEHSEMble HHPOPMALMOHHBIE
TEXHOJIOTMH U OCOOCHHOCTH €€ (yHKIMOHUPOBAHMUS.

Onpenenenue Kiacca 3alUIEHHOCTH HHPOPMALIMOHHON CUCTEMBI IPOBOJAUTCS
B COOTBETCTBUM C TMpujio)keHueM K TpeOoBanusaMm o 3amure uHGOpMALINH,
colepKalieiicss B  TOCYJapCTBEHHBIX HMH(POPMAIIMOHHBIX  CHUCTEMax, HHBIX
MHOOPMAITMOHHBIX CHUCTEMax TOCYJApCTBEHHBIX OPraHOB, TI'OCYJIapCTBEHHBIX
YHUTApHBIX  MOPEANPUITHH, TOCYAApPCTBEHHBIX YUPEKICHUW, YTBEPKIACHHBIM
npukazoM OCTOK Poccnn ot 11 anpens 2025 r. Ne 117.

YcTanaBnuBaOTCS TpU Kilacca 3allUIIEHHOCTH WH(MOPMALMOHHOW CHCTEMBI
(nepssiii kiace (K1), Bropoii kinace (K2), tperuit knace (K3), onpenenstoniye ypoBHU
3alUIIEHHOCTH cojiep Kaieiics B Heil uHdopmaiuu. CaMblii HU3KUM KJIacC — TPETHUH,
CaMblii BBICOKMM — IIEPBBIN.

[Ipu o0paboTke B MHPOpMAIMOHHON cucTeMe HHGOPMAIUH, COASpKaIleit
NepCOHANbHBIE JaHHbIE, pealu3yeMble B COOTBETCTBUM ¢ IMyHKTOM 63 TpebGoBanuii
0 3ammre HHQOpMalUHU, colep)Kallleilcss B TOCYIapCTBEHHBIX HH(POPMAIMOHHBIX
CUCTEMaX, HWHbIX HWH(DOPMAIMOHHBIX CHCTEMaX TOCYAApCTBEHHBIX OPraHOB,
rOCYJIapCTBEHHBIX YHUTAPHBIX MPEANPUITUN, TOCYIAPCTBEHHBIX YUpPEKICHUH,
yTBepxkAeHHbIX npukazoM OCTOK Poccum ot 11 ampens 2025 r. Ne 117, mepsl
3amuThl HHPOPMAIIUHN:

JUTst TH(OPMAITMOHHON CUCTEMBI | Kitacca 3aluieHHOCTH 00ecreunBaroT 1, 2,
3 1 4 ypOBHU 3alTUIIICHHOCTH MMEPCOHAIBHBIX TaHHBIX12;

12 YcTaHaBIMBAETCS B COOTBETCTBHH C TpeOOBaHUAMM K 3aIIUTE EPCOHATBHBIX JAHHBIX IPU
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JUTs1 ”HPOPMALIMOHHOM CUCTEMBI 2 KJlacca 3allUIIeHHOCTH 00eCcneunBaroT 2, 3 u
4 ypOBHH 3alIMIIEHHOCTH MIEPCOHAJIBHBIX IAHHBIX;

JUTst ”HGOPMAIIMOHHOM CUCTEMBI 3 KJlacca 3allluIIeHHOCTH obecnieunBarotr 3 u 4
YPOBHH 3aIIMILEHHOCTH NEPCOHAIBHBIX JaHHBIX.

B crnywae ecnm wmHpOpManMOHHAS CHCTEMa SBJSETCS 3HAYMMBIM OOBEKTOM
KpUTUYECKOM HMH(POPMALMOHHON HHPpacTpykTypbl Poccuiickoit  ®Deneparuu,
peanu3yemMbie B COOTBETCTBUU C MyHKTOM 63 TpeOGoBanuii o 3ammre uHbOpMAIINH,
colepkalieiicss B  TOCYAapCTBEHHBIX HMH(POPMALMOHHBIX  CHUCTEMaX, HHBIX
UH(GOPMAIIMOHHBIX  CUCTEMAaX TOCYIapCTBEHHBIX OPraHoB, TI'OCYJIapCTBEHHBIX
YHUTAPHBIX  NPEANPUATHH, TOCYIapCTBEHHBIX YUYPEXKICHUW, YTBEPKICHHBIX
npukazoM @CTIK Poccum ot 11 anpenst 2025 r. Ne 117, mepsl 3a1iuthl ”HGOPMAIIUK:

1151 ”HQOPMAIIMOHHOM cUCTEeMBI | Kitacca 3amuiieHHocTu ooecneunBarot I, [ u
Il kareropuu  3HAYUMOCTH  OOBEKTOB  KPUTHYECKOW  HMH(POPMALMOHHOU
UHPPACTPYKTYPHI™;

Ui UH(QOPMALIMOHHOM CHCTEMBI 2 Kilacca 3alUIleHHOCTH obecnieunBarotr Il
u Il kareropum 3HAYUMOCTH OOBEKTOB KPUTUYECKOW HH(DOpPMAIMOHHON
UHDPACTPYKTYPHI,

11t ”HQOPMALIMOHHOW CHUCTEeMBbI 3 Kjlacca 3aluileHHOCcTH obecnieunBaroT 11
KaTErOpHIO 3HAYMMOCTH 00BEKTOB KPUTUYECKOMN UH(OPMAIMOHHOU
MH(DPACTPYKTYPHI.

Boi6op Mep 3amuthl mHGOpMAIMK i1 UX peanu3aluyd B MHPOPMALMOHHON
CUCTEME BKJIFOYACT:

peannzanyio  0a30BbIX ~ Mep  3alIMThl  MH(POPMAIMOHHBIX  CHUCTEM
U cojepxKalleicss B HUX MH(POpPMAIMU COOTBETCTBYIOIIMUX KJIACCOB 3alllMIICHHOCTH,
yCTaHaBJIMBAaEMBbIX ONepaTopoM (obOsanarenemM HHPOPMALIHH);

ajanTaiuo 0a30BbIX Mep 3alUThl HHPOPMALIMOHHBIX CUCTEM U COAEpKalIeics
B HUX HHPOPMALMH NPUMEHUTEIBHO K apXUTEKType HH(POPMALMOHHBIX CHCTEM,
MPUMEHSEMbIM HH()OPMAITMOHHBIM TEXHOJIOTUSIM, OCOOCHHOCTSAM (PYHKIIMOHUPOBAHUS
MH(GOPMALIMOHHBIX CUCTEM;

BepU(DUKAIUIO aNalTUPOBAHHBIX 0a30BBIX Mep 3alUThl WHOOPMAITMOHHBIX
CUCTEM M coJepkaulieiicss B HMX HMH(OpPMAalUd B COOTBETCTBUU C aKTyaJlbHBIMHU
YIpO3aMH U BO3MOKHOCTSIMU HapYILIUTENEH, UX JOMOJHEHHE U (UJIN) YCUIICHHE.

Onpenenenue 6a30BbIX MEP 3aIIMUTHI HTHGOPMALIMH JIJIs1 YCTAHOBJIEHHOTO Kjlacca
3AIIMIIEHHOCTH  WMH()OPMALMOHHOM  CHUCTEMBbI  SBJSIETCSl  MEPBBIM  IIArOM
B BBIOOpE Mep 3allUThl HH(POPMALIMH, MTOJISKAIUX pean3alii B UHOOPMAIMOHHON

ux o00paboTke B MH(DOPMALMOHHBIX CHCTEMax MEPCOHAJbHBIX JAHHBIX, YTBEPXkKAECHHBIMU
nocraHoBieHueM [IpaButenscTBa Poccuiickoit @enepanuu ot 1 HosOpst 2012 1. Ne 1119.

13 YcraHaBnuBaeTcs B cooTBeTcTBUH ¢ [IpaBunamMu kareropupoBanusi 00bEKTOB KpUTHUECKON
nHpopManmoHHoW HHPPAcTpyKTYyphl Poccuiickoit deneparii, yTBepKACHHBIMH TTOCTAHOBIICHUEM
[TpaButenscTBa Poccuiickoit denepanuu ot 8 desparns 2018 r. Ne 127.
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cucteme. Onpenenenue 6a30Boro Habopa Mep 3amuThl THGOPMALIMK OCHOBBIBAETCS
Ha Kjacce 3alllMIIEHHOCTH HH(POPMAlMOHHON cuctembl. B cooTBeTcTBUU
C HACTOSIIIUM METOANMYECKUM JOKYMEHTOM B Kaue€CTBE Ha4aJIbHOTO BHIOUPAETCS OJIUH
U3 Tpex ©0a30BbIX HAOOPOB Mep 3alMThl WHGOPMAIlMH, COOTBETCTBYIOIIMMA
YCTaHOBJICHHOMY KJ1accy. Mepsbl 3amuThl nHpopMarmu, 0003Ha4€HHbIE 3HAKOM «+» B
npuwiokeHun Ne 2 K HAcTOSIIEMY METOJWYECKOMY JOKYMEHTY BKJIIOUYEHBI
B 0a30Bblii HaOOp Mep 3alUThl MH(POPMALUU JUIsI COOTBETCTBYIOLIETO Kiacca
3aIUIIEHHOCTH  MHGOPMAIIMOHHOM cUCTeMbl. Mepbl  3amuThl  UHGOpPMAIIUH,
HEe 0003HAUYECHHbIE 3HAKOM «1», K 0a30BOMYy HabOpy Mep HE OTHOCSATCS, U MOTYT
MPUMEHSATHCS TIPU TMOCIEAYIONINX JCHCTBUSAX IO aJanTalvi U BepUPUKALUA MEp
3alIATBl MHPOPMALIMM, a Takke pa3padOTKe KOMIICHCHPYIOUIUX MEp 3allUThI
uH(popmanuu.

ba3oBbie Mephl 3aIUThl HHPOpPMALIMU, BEIOPAHHBIE B COOTBETCTBUH C KJIACCOM
3aIUIIEHHOCTH WH()OPMALIMOHHONW CUCTEMBI, MOJIEKAT aJanTallii MPUMEHUTEIbHO
K CTPYKTYPHO-(PYHKITHOHATBHBIM XapaKTepUCTUKaM U O0COOEHHOCTSIM
(GYyHKIUMOHUPOBaHUST WH(GOPMAIMOHHON CHUCTEMBl, YTOUYHEHHUIO B 3aBUCHUMOCTH
0T yrpo3 0e30mnacHocTd MH(OPMALIUK U TIPU HEOOXOJIUMOCTH JOMOIHEHUIO MEpaMu
3aluUThl MHPOPMAIMH, BKIIOUYEHHBIMH B HHBIC HOPMATHUBHBIC TPABOBBIC AaKTHI,
HOPMAaTHBHBIE U METOANYECKUE JOKYMEHTHI 1O 3alIUTe HHPOPMALIUU.

[Tpu amantauuu 6a30BOro Habopa Mep 3alUThl UHPOPMALIUK YUUTHIBAIOTCS:

IPUMEHSEMbIE uH(POPMaITMOHHBIE TEXHOJIOTHH U CTPYKTYPHO-
(yHKIMOHATBHBIE XapaKTEPUCTUKN HHOOPMAITMOHHON CUCTEMBI;

LEJH U 33]]a4d 3a1UThl UHOpMauu B MHPOPMAIIMOHHON CHCTEME;

nepeyeHb NPOBOJUMBIX ONIEPATOPOM MEPOIPUITHIA MO 3aIIUTE HHPOPMAIUH.

Apnanraruss 6a3oBoro Habopa Mep 3amuThl MH(GOpPMALMM, KaK MpPaBUIIo,
MpeaycMaTpuBaeT UCKIIIOUEHHE Mmep, HENOCPEICTBEHHO CBSA3aHHBIX
C WH(POPMAIMOHHBIMH TEXHOJOTHUSMH, HE HCIOJb3yeMbIMH B WH(GOPMAIIMOHHON
CUCTEME, WIH CTPYKTYpHO-(QYHKIIMOHATbHBIMH XapaKTepUCTHKaMH,
HE CBOMCTBEHHBIMU WH(OPMAIIMOHHON CUCTEME.

Bepudukarnus amantupoBaHHBIX 0a30BBIX MeEp 3amUThl  WHGOOPMAIIU
IIPOBOJUTCA C YYETOM pE3yJbTaTOB OLEHKH BO3MOYKHOCTH aJalTUPOBAHHOIO
0a3zoBoro Habopa mep 3amuTbl UHGOPMAIUU OJOKHPOBATH YIPO3bl OE30MACHOCTH
nHpopMaIuy, BKIIOYEHHBIE B MOJIENIb yrpo3 OE30MacHOCTH HWHQOpMAIUU, WIH
CHU3UTHh BEPOATHOCTh WX peah3alMi HUCXOJs W3 YCIOBUM (DYHKIIMOHUPOBAHUS
MH()OPMAITMOHHOM CUCTEMBI.

HcxoaHpIMu JTaHHBIMU TIPY YTOYHEHUH aIallTUPOBAHHOTO 0a30BOT0O Habopa Mep
3alUThl MHQOpPMAIMK  SBJSIIOTCS TMEpeueHb yrpo3 0e30macHOCTH HH(OopManuu
U BO3MOXXKHOCTH HapyIIUTEJEH, BKIIOUYEHHBIE B MOJEIh yrpo3 Oe30MmacHOCTH
uH(pOpMaInu.

[Ipu Bepudukanuu aganTUPOBAHHBIX MEP 3aIIUThl UHPOPMALUU JIJIS KaXKIOH
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yrpo3bl 0€30I1aCHOCTH MH(POPMAIUH, BKJIIOUEHHOW B MOJIENb yIPO3, COMOCTABIISETCS
Mepa 3alUThl MHPOpPMAIMK U3 aAalTHUPOBAHHOIO 0a30BOro Habopa Mep 3alluThl
uHpopMaluy, olecreunBaromias OJOKUPOBAHUE STOW Yrpo3bl OE30MAaCHOCTH WIIU
CHIDKAIOIAsl BEPOSITHOCTh €€ Peau3allii UCXOJs U3 YCIOBUN (PYHKIIMOHUPOBAHUS
nH(POPMaLMOHHON CHUCTEMBI. B ciiyuae ecim amanTupoBaHHBIN 0a30BbI HAOOP Mep
3amuThl WHGOpMANMU HE obecmedynBaeT OJOKHMPOBAHWE YIrpo3 Oe30macHOCTH
MH(pOpMAIMU, B HEro JONOJHUTEIBHO BKIIIOUAIOTCA MEpPbI 3allUThl MH(OpMAaLUH,
IPUBEJICHHBIE B pa3zeiie 4 HACTOAIEI0 METOJUYECKOIO JOKYMEHTA.

B nonpaznenax «TpeGoBaHMs K peaau3anun» Ui KaKI0W Mepbl, IPUBEIECHHON
B paszfene 4 HacTOSALIEr0 METOJUYECKOro JOKYMEHTa, yKa3aHO TpPeOOBAHUE K TOMY,
KaKUM 00pa3oM M B KaKOM 00beMe JIOJKHA OBITh peau30BaHa KaXkaasi Mepa 3allUThl
uHpopmanuu. TpeboBanusi Kk peanuzauumd Mep 3alUThl MH(OPMAIUU SBISIOTCA
MUHHUMAJIbHBIMU TPeOOBAHUSIMH, BBINOIHEHUE KOTOPBIX JOJKHO OBITh 00ECIEeYEeHO
B MH(OPMALIMOHHON CHUCTEME COOTBETCTBYIOLIETO Kjlacca 3allMIIEHHOCTH B CiIydae,
eclii 3Ta Mepa BblOpaHa Ui pealu3allid B KadyecTBE BEPUPHUIMPOBAHHOU
a/JIalITHPOBAHHOM 0a30BOM MephbI 3alIUTHl HH()OPMALIHH.

B 3aBucumoctH OT Kjacca 3alUIIEHHOCTH WH(OPMALMOHHOW CHCTEMBI
MUHHUMAJIbHbIE TpPeOOBaHMS K pealu3aluyd BEpUPHUIIMPOBAHHON aJalTUPOBAHHOU
0a30B0Oi1 MephI 3aIIUTHl HHPOPMALIUK TOAJIEKAT YCUIICHHUIO JIJIsl OBBILIEHUS YPOBHS
3aIIUIIEHHOCTH HH(pOopMaLKi. Bce BO3MOXKHBIE YCUIIEHUSI MEpP 3aIUThl THOPMALUH
NpuBEAEHbl B mojpasnenax «TpeboBaHus K YCUIEHHUIO» paslena 4 HACTOALIETO
METOJIMYECKOTO TOKYMEHTA Ul KaXKJI0M Mephl 3aluThl HH(QOpMaLUU. Y CUIICHUS Mep
321U Thl THPOPMALIUU PUMEHSIOTCS OMOJHUTENIBHO K TPEOOBAHUSAM [0 pean3aliu
Mep 3amMThl UHGOpMaluu, NpPUBEIEHHBIM B moapazaenax «TpeboBanus K
peanu3auum.

HTorosoe conepkaHue Kaxa0i BepuPUIIMPOBAHHON aJaNTUPOBAHHON 0a30BOM
Mephl 3alUThl UH(GOPMALIMK, KOTOPOE, KaKk MUHUMYM, JTOJDKHO OBITh peaii30BaHO
B MH(QOPMALIMOHHON cHUCTEME, NPHUBEACHO B Tabiuue mnoapaszaena «Peanuzanus
B MH(POPMAITMOHHON CHCTEME.



187

®dopmar 60x90/8. Yca. neu. 1. 23,0
3ak. 12n/c




